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H.R. 4049, TO ESTABLISH THE COMMISSION
FOR THE COMPREHENSIVE STUDY OF PRI-
VACY PROTECTION

MONDAY, MAY 15, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2 p.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn and Turner.

Also present: Representatives Hutchinson and Moran.

Staff present: J. Russell George, staff director and chief counsel,
Heather Bailey, professional staff member; Bonnie Heald, director
of communications; Bryan Sisk, clerk; Liz Seong and Michael Soon,
interns; Kristin Amerling, minority deputy chief counsel; Michelle
Ash and Trey Henderson, minority counsels; and Jean Gosa, minor-
ity assistant clerk.

Mr. HORN. A quorum being present, this hearing of the Sub-
committee on Government Management, Information, and Tech-
nology will come to order.

At the request of the subcommittee’s minority members, we will
continue our April 12th examination of H.R. 4049, a bill that would
establish a Federal commission to study privacy protection.

[The text of H.R. 4049 follows:]
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106t CONGRESS
1995 H, R, 4049

To establish the Commission for the Comprehensive Study of Privacy
Protection.

IN THE HOUSE OF REPRESENTATIVES

Marcn 21, 2000

Mr. HurcHINSON (for himself, Mr. MORAN of Virginia, s. GRANGER, Mr.
Brapy of Texas, Mr. Davis of Florida, Ms. PRYCE of Ohio, Mr.
SUNUNU, Mr. BARRETT of Wisconsin, Mr. COBURN, Mr. DICKEY, Mr.
Kueczka, Mr. PITTS, Mr. GREENWOOD, Mr. RILEY, Mr. DUNCAN, Mr.
Lucas of Oklahoma, Mr. Kousr, Mr. CampBELL, Mrs. KELLY, Mr.
Davis of Virginia, and Mr. VITTER) introduced the following bill; which
was referred to the Commitice on Government Reform

A BILL
k'i‘o ‘e‘stablish the Commiééion for the Corﬁbréhensive Study N
‘ of Privacy Protection. |
1 Be it enacted by the Senate and Héuse of Representa-
2 tives of the United States of America wn Congress assembled,
3 SECTION 1. SHORT TITLE.

This Act may be cited as the “Privacy Commission
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(1) Americans are increasingly concerned about
their civil liberties and the security and use of their
personal information, including medical records, edu- .
cational records, library records, magazine subscrip-
tion records, records of purchases of goods and other
payments, and driver's license numbers.

(2) Commercial entities are increasingly aware
that consumers expect them to adopt privaéy policies
and take all appropriate steps to protect the per-
sonal information of consumers.

(3) There is a growing coneern about the eon-
fidentiality of medical records, because there are in-
adequate Federal guidelines and a patchwork of con-
fusing State and local rules regarding privacy pro-
tection® for individually identifiable patient informa-
tion.

(4) In light of recent changes in financial serv-
ices laws allowing for increased sharing of informa-
tion between traditional financial institutions and in-
surance entities, a coordinated and comprehensive
review is neecessary regarding the protections of per-
sonal data compiled by the health care, insurance,
and financial services industries.

(5) The use of Social Security numbers has ex-

panded beyond the uses originally intended.

<HR 4049 TH
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(6) Use of the Internet has increased at as-
tounding rates, with approximately 5 million current
Internet sites and 64 million regular Internet users.
each month in the United States alone.

(7) Financial transactions over the Internet
have increased at an astounding rate, with 17 mil-
lion American households spending $20 billion shop-
ping on the Internet last year.

(8) Use of the Internet as a medium for com-
mercial activities will continue to grow, and it is esti-
mated that by the end of 2000, 56 percent of the
companies in the United States will sell their prod-
ucts on the Internet.

(9) There have been reports of surreptitious
collection of consumer data by Internet marketers
and questionable distribution of personal information
by on-line companies.

(10) In 1999, the Federal Trade Commission
found that 87 pereent of Internet sites provided
some form of privacy mnotice, which represented an
inerease from 15 percent in 1998,

(11) The United States is the leading economic
and social force in the global information economy,
largely because of a favorable regulatory elimate and

the free flow of information. It is important for the

«HR 4049 IH



NeoRNo B e Y T R

NN N DN R e e e e R e e el e
E W N = © OV 0 =N kW N - O

SEC.

4
United States to continme that leadership. As na-
tions and governing bodies around the world begin
to establish privacy standards, these standards will
directly affect the United States.

(12) The shift from an industry-focused econ-
omy to an information-focused economy calls for a
reassessment of the most effective way to balance
personal privacy and information use, keeping in
mind the potential for unintended effects on tech-
nology development, innovation, the marketplace,
and privacy needs.

3. ESTABLISHMENT.

There is established a commission to be known as the

“Commission for the Comprehensive Study of Privacy

Protection' (in this Act referred to as the “Commission'').

SEC.

4. DUTIES OF COMMISSION.

(a) STUDY.D The Commission shall conduct a study

of issues relating to protection of individual privaey and

the appropriate balance to be achieved between protecting

individual privacy and allowing appropriate uses of infor-

mation, including the following:

(1) The monitoring, collection, and distribution
of personal information by Federal, State, and local

governments, including personal information col-

*HR 4049 TH
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5
lected for a decennial eensus, and such personal in-
formation as a driver's license number.

(2) Current efforts to address the monitoring,
collection, and distribution of personal information
by Federal and State governments, individuals, or
entities, includingd

{A) existing statutes and regulations relat-
ing to the protection of individual privacy, such
as section 552a of title 5, United States Code
(commonly referred to as the Privacy Aect of
1974) and section 552 of title 5, United States
Code {commonly referred to as the Freedom of
Information Act); |

(B) legislation pending before the Con-

- gress;

{C) privacy protection efforts undertaken
by the Federal Government, State governments,
foreign governments, and international gov-
erning bodies;

(D) privacy protection efforts undertaken
by the private sector; and

(E) self-regulatory efforts initiated by the
private seetor to respond to privacy issues.

(3) The monitoring, collection, and distribution

of personal information by individuals or entities, in-

°HR 4049 TH
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6
cluding access to and use of medical records, finan-
cial records (including credit eards, automated teller
machine cards, bank aceounts, and Internet trans-
actions), personal information provided to on-line
sites accessible through the Internet, Social Security
numbers, insurance records, education records, and
driver's license numbers.
(b) FIELD HEARINGS.D

(1) In GENERAL.D The Commission shall con-
duet at least four field hearings in each of the five
geographical regions of the United States.

(2) BOUNDARIES.D For purposes of this sub-
section, the Commission may determine the bound-
aries of the five geographical regions of the United
States.

(¢) REPORT.D

(1) IN GENERAL.D Not later than 18 months
after appointment of all members . of the
CommissionD

(A) a majority of the members of the Com-
mission shall approve a report; and

(B) the Commission shall submit the ap-
proved report to the Congress and the Presi-

dent.

*HR 4049 [H
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(2) CoNTENTS.D The report shall include a de-

tailed statement of findings, conclusions, and ree-

ommendations, including the following:

(A) Findings on potential threats posed to
individual privacy.

(B) Analysis of purposes for which sharing
of information is appropriate and beneficial to
consumers.

(C) Analysis of the effectiveness of existing
statutes, regulations, private sector self-regu-
latory efforts, technology advances, and market
forces in protecting individual privacy.

(D) Recommendations on whether addi-
tional legislation is necessary, and if so, speeifie
suggestions on proposals to reform or augment
current laws and regulations relating to indi-
vidual privacy.

(E) Analysis of purposes for which addi-
tional regulations may. impose undue costs or
burdens, or cause unintended consequences in
other policy areas, such as security, law en-
forcement, medical research, or critical infra-
structure protection.

() Cost analysis of legislative or regu-

latory changes proposed in the report.

*HR 4049 TH
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(&) Recommendations on non-legislative
solutions to individual privacy concerns, includ-
ing education, market-based measures, industry
best practices, and new technology.

(d) ADDITIONAL REPORT.D Together with the report
under subsection (¢), the Commission shall submit to the
Congress and the President any additional report of dis-
senting opinions or minority views by a member of the
Commission.

(e) INTERIM REPORT.D The Commission may submit
to the Congress and the President an interim report ap-
proved by a majority of the members of the Commission.
SEC. 5. MEMBERSHIP.

(a) NUMBER AND APPOINTMENT.D The Commission
shall be composed of 17 members appointed as follows:

(1) 4 members appointed by the President.

(2) 4 members appointed by the majority leader
of the Senate.

(3) 2 members appointed by the minority leader
of the Senate.

(4) 4 members appointed by the Speaker of the

House of Representatives.

(5) 2 members appointed by the minority leader

of the House of Representatives.

*HR 4049 TH
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9
(6) 1 member, who shall serve as Chairperson
of the Commission, appointed jointly by the Presi-
dent, the majority leader of the Senate, and the

Speaker of the House of Repreéentatives.

(b} Dare oF AprOINTMENT.D The appointment of
the members of the Commission shall be made not later
than 30 days after the date of the enactment of this Act.

(¢) TERMS.D Each member of the Commission shall
be appeinted for the life of the Commission.

(d) VACANCIES.D A vacancy in the Commission shall
be filled in the same manmner in which the original appoint-
ment was made. ;

(e} COMPENSATION; TRAVEL EXPENSES.D Members
of the Commission shall serve without pay, but shall re-
ceive travel expenses, including per diem in lieu of subsist- |
ence, in accordance with sections 5702 and 5703 of title
5, United States Code.

(f) QUORUM.D A majority‘o‘f the members of the
Commission shall constitute a quorum, but a lesser num-
ber may hold heaﬁngs.

{2 MEETINGS,D

(1) IN GENERAL.D The Commission shall meet
at the call of the Chairperson or a majority of ifs

members.

*HR 4049 IH
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(2) INITIAL MEETING.D Not later than 45 days
after the date of the enactment of this Act, the
Commission shall hold its initial meeting.
6. DIRECTOR; STAFF; EXPERTS AND CONSULTANTS.
(a) DIRECTOR.D

(1) IN GENERAL.DP On or after October 1,
2000, the Commission shall appoint a Director with-
out regard to the provisions of title 5, United States
Code, governing appointments to the competitive
service.

(2) Pay.D The Director shall be paid at the
rate payable for level III of the Executive Schedule
established under section 5314 of such title.

(b) STAFF.D The Director may appoint staff as the

Director determines appropriate.

(¢) APPLICABILITY OF CERTAIN CIVIL SERVICE

Laws. D

(1) In GENERAL.D The staff of the Commission
shall be appointed without regard to the provisions
of title 5, United States Code, governing appoint-
ments in the competitive service.

(2) PAY.D The staff of the Commission shall be
paid in aecordance with the provisions of chapter 51
and subchapter III of chapter 53 of that title relat-

ing to classification and General Schedule pay rates,

*HR 4049 IH
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but at rates not in excess of the maximum rate for

grade GSH5 of the General Schedule under section

5332 of that title.

(d) ExPeERTS AND CONSULTANTS.D The Director
may procure temporary and intermittent services under
seetion 3109(b) of title 5, United States Code.

(e) STAFF OF FEDERAL AGENCIES.D

(1) IN GENERAL.D Upon request of the Direc-
tor, the head of any Federal department or agency
may detail, on a reimbursable basis, any of the per-
sonnel of that department or agency to the Commis-
sion to assist it in carrying out this Act.

(2) NOTIFICATION.D Before making a request
under this subsection, the Director shall give notice
of the request to each member of the Commission.

SEC. 7. POWERS OF COMMISSION.

(a) HEARINGS AND SESSIONS.D The Commission
may, for the purpose of carrying out this Act, hold hear-
ings, sit and act at times and places, take testimony, and
receive evidence as the Commission considers appropriate.
The Commission may administer oaths or affirmations to
witnesses appearing before it.

(b) POWERS OF MEMBERS AND AGENTS.D Any mem-

ber or agent of the Commission may, if authorized by the

*HR 4049 IH
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Commission, take any action which the Commission is au-
thorized to take by this section. '

(¢) OBTAINING OFFICIAL DATA.D The Commission
may secure directly from any department or agency of the
Tnited States information necessary to enable it to carry
out this Act. Upon request of the Chairperson of the Com-
mission, the head of that department or agency shall fur-
nish that information to the Commission.

(d) MarLs. D The Commission may use the United
States mails in the same manner and under the same con-
ditions as other departments and agencies of the United
States.

{(e) ADMIN};STRATNE SupporRT SERVICES.D Upon
the request of ﬁhe Direetor, the Administrator of General
Services shall provide to the Commission, on a remmburs-
able basis, the administrativeksupport serviees necessary
for the Commiésion to carry out this Act.

() GIFTs AND DONATIONS.D The Commission may
aceept, use, ar;d dispose of gifts or donations of serviéés
or property to carry out this Act, but only to the extent

or in the amounts provided in advance in appropriation

Acts.
23

(g) CoNTRACTS.D) The Commission may contraet

with and compensate persons and government agencies for

*HR 4049 TH
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supplies and services, without regard to section 3709 of

the Revised Statutes (41 U.S.C. 5).
SEC. 8. TERMINATION.

The Comumission shall terminate 30 days after sub-
mitting a report under section 4(c).

SEC. 9. AUTHORIZATION OF APPROPRIATIONS.

(a) In GENERAL.D There are authorized fo be appro- -
priated to the Commission $2,500,000 to carry out this
Act.

(b} AvAILABILITY.D Any sums appropriated pursu-
ant to the authorization in subsection (a) shall remain

available until expended.
SEC. 10.‘BUDGET ACT COMPLIANCE.

Any new éontraet authority authorized by this Aet
shall be effective only to the extent or in the amounts pro-

vided in advance in appropriation Acts.
O

«HR 4049 TH
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Mr. HORN. At the subcommittee’s first hearing on H.R. 4049, ex-
perts in the areas of medicine, finance, and Internet privacy shared
their views on the many challenges involved in protecting privacy.
Witnesses discussed their concerns about the increasing accessibil-
ity to personal information, such as medical records, Social Secu-
rity numbers, and credit card records.

Both today and tomorrow, the subcommittee will continue this
discussion with people knowledgeable in privacy issues.

I welcome our witnesses, and look forward to their testimony.

Let me just explain how the panels work. We will be swearing
in all witnesses today. We would like you to summarize your state-
ments. We have read all of them, and we would like you to do that
in 5 minutes. So we will now finish with the opening statements,
and I will give you the oath when those statements are through.

I now call on the gentleman from Texas, the ranking member,
Mr. Turner, for his opening statement.

Mr. TURNER. Thank you, Mr. Chairman.

This is the second of three hearings that we have had scheduled
on H.R. 4049, and I want to thank the chairman for prioritizing the
need to study this very important issue. There is no doubt that pri-
vacy is one of the top concerns of the American people and one of
the most important issues facing this Congress.

I am pleased to be a cosponsor of this legislation which would
create a commission that will enable us to have a full and open dis-
cussion with the American people about privacy so we can address
it in an appropriate manner. However, I do not want us to rush
forward with the bill without proceeding cautiously and considering
a number of issues surrounding the creation of this commission.

I commend Congressman Hutchinson for his leadership on this
very important issue. At our first hearing, witnesses raised ques-
tions regarding the relationship the commission’s work would have
with privacy efforts by other entities. Specifically, concerns were
voiced as to whether the commission could serve as a delay to regu-
lations, studies that are currently moving forward. For example,
witnesses pointed out that a bipartisan congressional privacy cau-
cus is currently pushing for passage of a financial privacy measure.

Pursuant to the congressional mandate, the Secretary of HHS is
now in the process of finalizing medical privacy regulations. Addi-
tionally, the Department of Treasury study on financial privacy
regulations is soon to be completed.

We have many issues that need to be dealt with immediately,
and I was pleased to hear Congressman Hutchinson state that the
intent of the bill was not to impede the progress of other regula-
tions which may reach consensus during the commission, rather, to
be used as a sounding board to those initiatives.

Questions have arisen regarding the composition and expertise of
members selected to the commission. Currently, the bill does not
contain requirements regarding the qualifications of commission
members. We need to ensure that an appropriate balance between
all stakeholders in this issue is represented.

Witnesses also questioned the scope of the commission’s man-
date, which currently is not set forth in the bill. We should be con-
cerned about duplicating work which has already been done and
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consider whether it might be more productive for the commission
to focus on specific privacy issues.

In light of the concerns that witnesses raised at the first hearing,
members of the past and present entities charged with studying
privacy issues as well as Federal and State government representa-
tives who have been active on privacy matters have been identified
and asked to testify before this subcommittee. These witnesses are
expected to address the types of expertise and background that
should be sought in the commission members, the types of issues
that should receive focus and the types of reviews that may be re-
dundant.

Again, I want to thank the chairman for holding the hearings;
and I welcome the witnesses here today.

Mr. Waxman also advises me that he appreciates you scheduling
the hearings to ensure that the issues raised by the legislation re-
ceive careful consideration. Mr. Waxman sends his regrets. He is
unable to be here today, but he plans to attend tomorrow’s hearing
and looks forward to receiving the testimony from today’s hearing.

The American people deserve to have their privacy protected in
a correct and timely fashion. It is my hope that as a result of these
hearings, we will be closer to that goal.

Thank you, Mr. Chairman.

Mr. HORN. We thank you. And now we have a member of the full
committee who is the author of the legislation, the gentleman from
Arkansas, Mr. Hutchinson, for an opening statement.

Mr. HUuTcHINSON. I thank the chairman, and I just want to take
a moment to express my appreciation to you and the committee for
scheduling a second day of hearings.

During the last break, I believe it was, I received a copy of a let-
ter from Mr. Waxman requesting additional hearings; and as one
of the lead sponsors of this legislation I was delighted of his inter-
est in it; and I appreciate the chairman scheduling this hearing so
promptly to followup on Mr. Waxman’s request.

I also appreciate Mr. Turner, the ranking member, and his lead-
ership on this issue which has been critical from the very begin-
ning. It has been a goal to make sure that this is—privacy is pur-
sued in a bipartisan fashion, and the participation of Mr. Turner
and the many Democrats who have joined on this legislation is im-
portant to its success and ultimate credibility.

Mr. Turner outlined a number of concerns—I wouldn’t say a
number. There were serious concerns raised in the last hearing
that are very legitimate in terms of we should discuss those and
perhaps look at amending the legislation, if necessary, as we go
through the markup process. It is certainly not the intent of the
privacy commission to serve as a delay on other legitimate efforts
to address privacy concerns. I have always viewed this as com-
plementary. Whatever happens in other arenas on a smaller scale,
it is important to look at privacy in a comprehensive way and in
an ongoing way.

Second, it was discussed about the diversity of the commission
members, and certainly I believe that the point of authority should
seek to ensure that membership of the commission will represent
a diversity of views and experiences on the issues that they will ad-
dress in terms of privacy, and that is important.
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So we are happy to work with those who are supportive of pri-
vacy—of the privacy commission to make sure that it is drafted in
a fair manner and move this ball forward and protect privacy in
a balanced way.

Mr. Chairman, I thank you; and I look forward to the testimony
of the witnesses.

Mr. HorN. I thank the gentleman.

Now if the witnesses will stand.

[Witnesses sworn.]

Mr. HogN. The clerk will note that there are five witnesses that
accepted the oath.

The Honorable John Spotila is the Administrator of the Office of
ls%egu{atory Affairs in the Office of Management and Budget. Mr.

potila.

STATEMENT OF JOHN SPOTILA, ADMINISTRATOR, OFFICE OF
REGULATORY AFFAIRS, OFFICE OF MANAGEMENT AND
BUDGET

Mr. SpOTILA. Mr. Chairman and members of the committee,
thank you for inviting me here to present the administration’s
views on H.R. 4049, the Privacy Commission Act.

As Administrator of OMB’s Office of Information and Regulatory
Affairs, I care deeply about the protection of privacy. In 1998,
OIRA took on enhanced responsibility for coordinating privacy pol-
icy throughout the administration. OIRA already had policy respon-
sibility under the Privacy Act of 1974 which applies to Federal
Government systems of records. Now it plays a central coordinating
role for privacy policy more generally.

Last year OMB appointed its first Chief Counselor for Privacy,
Peter Swire, to be the point person in this coordination effort; and
Peter is here with me today and available if needed.

The President and the Vice President are committed to the pro-
tection of individual privacy. As President Clinton said on April 30
when announcing his new financial privacy proposal, “From our
earliest days, part of what has made America unique has been our
dedication to freedom and the clear understanding that real free-
dom requires a certain space of personal privacy.”

In studying the proposed findings for H.R. 4049, we find much
common ground. We agree that Americans are increasingly con-
cerned about the security and use of their personal information. We
agree that the shift from an industry-focused economy to an infor-
mation-focused economy calls for reassessing the way we balance
personal privacy and information use.

As Administrator of OIRA, I work extensively on information pol-
icy issues relating to computer security, privacy, information collec-
tion, and our transition to the electronic delivery of government
services. In these and other areas, we are working hard to gain the
advantages that come from new technologies while guarding
against possible costs to privacy and security that can come from
badly crafted uses of those technologies.

In some areas, we already know that we must act swiftly to pro-
tect privacy and security. Indeed, the administration’s biggest con-
cern with H.R. 4049 is the risk that you highlighted earlier, the
risk that some might use the commission as a reason to delay
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much-needed privacy legislation. We understand that supporters of
H.R. 4049 have emphasized that it should not be used as a reason
for delay, and we agree with that, but we are concerned that there
are those that would oppose privacy reform who would prefer to
have Congress study the issue indefinitely rather than take action.
We cannot afford to take a year and a half off in protecting Ameri-
cans’ privacy. We believe that action is needed now in the areas of
financial privacy, medical records privacy, and genetic discrimina-
tion.

There have been extensive initiatives by the Federal Government
since 1993 to study and take appropriate action in the area of pri-
vacy protection. Study of privacy was an integral part of the Na-
tional Information Infrastructure project, sometimes called the “in-
formation superhighway” effort, with the issuance in 1995 by an
interagency privacy working group of principles for providing and
using personal information. This effort was led by OIRA—before I
was there, I will admit.

With the administration’s support, Congress has passed a long
list of privacy legislation. In my written statement, we provide de-
tails about these laws and other activities by the administration to
protect Americans’ privacy.

My statement also explains the legislation that is now before the
Congress to provide legal protections for three especially sensitive
categories of personal information: financial records, medical
records, and genetic discrimination.

Let me turn again to the specifics of H.R. 4049.

The administration does have concerns that the study commis-
sion might be used as an excuse for delaying needed activity in pri-
vacy protection, and we appreciate the strong statements we heard
today that indicate that you agree that should not happen. These
concerns would be especially acute for these important topics such
as medical, financial, and genetic information. We know there has
already been extensive discussion of these proposals, and we would
not want to see further study duplicating the public examination
that has already taken place without adding real value.

We recognize that the Congress needs to make its own judgments
on these matters, and we defer to it in its assessment of what it
needs to inform those judgments. It seems sensible, however, to
adopt a focused approach to exploring these topics. Ideally, any fur-
ther study efforts should be done within a short timeframe and
would build on, not duplicate, existing studies.

If there were to be a commission, we should ensure that it fo-
cuses its efforts in an effective way. Casting too broad a net would
delay the work of any new commission, with uncertain results. We
note, for example, that the treatment of data collected on-line has
been the subject of extensive hearings in Congress as well as public
workshops, public comments, studies, and reports. The Federal
Trade Commission is about to issue a major report. We recognize
that this is a complicated area that requires careful evaluation and
an understanding of new technology. It is not clear, however, that
a commission lasting 18 months will give decisionmakers the help
they need in this area.

Rather than have a commission pursuing a very broad set of top-
ics, it might be more productive to have technology and policy ex-
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perts address specific, emerging issues that have not yet benefited
from much attention. One targeted way to study such issues might
be to enlist the expertise of the National Academy of Sciences/Na-
tional Research Council, which has already produced studies in
areas such as cryptography and medical records privacy. We could
call it in again on emerging areas of concern. These might be par-
ticularly appropriate for examining authentication technologies and
their privacy implications and the topic of biometrics and privacy.

For all of these reasons, we believe that there may be sound al-
ternatives to a privacy commission. If legislation creating a com-
mission does move forward, however, we do have some specific con-
cerns about the method of appointment of commissioners, and the
possibility that the current draft could lead to the release of classi-
fied information.

We share with Congress a very strong interest in protecting pri-
vacy. We look forward to working with you to find suitable new
ways to improve that protection. We understand the good inten-
tions motivating the sponsors of H.R. 4049; and, despite our res-
ervations about the specifics of this bill, we welcome the commit-
ment to privacy protection that they seek to demonstrate.

Thank you once again for the invitation to discuss these issues.

Mr. HORN. We thank you for that very concise presentation.

[The prepared statement of Mr. Spotila follows:]
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EXECUTIVE OFFICE OF THE PRESIDENT
QFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

STATEMENT OF
JOHN T. SPOTILA

ADMINISTRATOR, OFFICE OF INFORMATION AND REGULATORY AFFAIRS
OFFICE OF MANAGEMENT AND BUDGET

SUBMITTED TO

THE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY

COMMITTEE ON GOVERNMENT REFORM
UNITED STATES HOUSE OF REPRESENTATIVES

MAY 15, 2000

Mr. Chairman and members of the Committee, thank you for inviting me here to present
the Administration's views on H.R. 4049, the "Privacy Commission Act." As Administiator of
OMB’s Office of Information and Regulatory Affairs, I care deeply about the protection of
privacy. In 1998, OIRA took on enhanced responsibility for coordinating privacy policy
throughout the Administration. OIRA already had policy responsibility under the Privacy Act of
1974, which applies to federal government systems of records. Now it plays a cental
coordinating role for privacy policy more generally. Last year, OMB appointed its first Chief
Counselor for Privacy, Peter Swire, to be the point person in this coordination effort, Peter is
with me here today.

The President and the Vice President are committed to the protection of individual
privacy. As President Clinton said on April 30, when announcing his new financial privacy
proposal: "From our earliest days, part of what has made America unique has been our dedication
to freedom, and the clear understanding that real freedom requires a certain space of personal”
privacy." Vice President Gore showed similar leadership in 1998 when he called for an
Electronic Bill of Rights, emphasizing that we should all do our part to protect individual
privacy, relying on private sector leadership where possible, on legislation when necessary, on
responsible government handling of personal information, and on an informed public.

In studying the proposed findings for H.R. 4049, we find much common ground. We
agree that Americans are increasingly concerned about the security and use of their personal
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information. We agree that the shift from an industry-focused economy to an information-
focused economy calls for reassessing the way we balance personal privacy and information use.
As Administrator of OIRA, I work extensively on information policy issues relating to computer
security, privacy, information collection, and our transition to the electronic delivery of
government services. In these and other areas, we are working hard to gain the advantages that
come from new technologies while guarding against possible costs to privacy and security that
can come from badly crafted uses of those technologies.

In some areas, we already know that we must act swiftly to protect privacy and security.
Indeed, the Administration's biggest concern with H.R. 4049 is the risk that some might use the
Commission as a reason to delay much-needed privacy legislation. We understand that
supporters of H.R. 4049 have emphasized that it should not be used as a reason for delay. But
we are also aware from public reports that those who oppose privacy reform would prefer to have
Congress study the issue indefinitely rather than take action. In the Administration's view, such
delay would be unwise. We cannot afford to take a year and a half off in protecting Americans'
privacy. We believe that action is needed now in the areas of financial privacy, medical records
privacy, and genetic discrimination.

Before addressing specific aspects of HLR. 4049, it would be useful to review recent
federal privacy initiatives.

Overview

There have been extensive initiatives by the Federal government since 1993 to study and
take appropriate action in the area of privacy protection. Study of privacy was an integral part of
the National Information Infrastructure project, sometimes called the "information
superhighway" effort, with the issuance in 1995 by an inter-agency Privacy Working Group of
“Principles for Providing and Using Personal Information." (See: Privacy Working Group of the
Information Infrastructure Task Force, www.iitf.nist.gov/ipc/ipc-pub.html.) This effort was led
by OIRA. With Administration support, Congress has passed privacy legislation including the
Drivers' Privacy Protection Act of 1994 (motor vehicle records), the Telecommunications Act of
1996 (authority for the Customer Proprietary Network Information regulations), the Health
Insurance Portability and Accountability Act of 1996 (authority for the currently proposed
medical privacy regulations), the Children's Online Privacy Protection Act of 1998 (children's
online records), the Identify Theft and Assumption Deterrence Act of 1998 (deterrence of
identity theft), and the Gramm-Leach-Bliley Act of 1999 (financial records).

In the online world, the Administration has encouraged self-regulatory efforts by
industry. For especially sensitive information -- such as medical, financial, and children's online

records -- legal protections are required. Recent activities have included:

. ‘When children go online, parents should give their consent before companies
gather personal information. Websites aimed at children must get such consent

2.
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under the Children's Online Privacy Protection Act of 1998 and accompanying
rules that went into effect in April of this year.

. The Department of Commerce, the Federal Trade Commission, the White House
Electronic Commerce Working Group, and other parts of the Federal government
have undertaken a wide array of studies, reports, workshops, and other activities
to address issues of online privacy. As one example, a public workshop last fall
challenged the industry to address concerns about "online profiling," in which
companies collect data, in ways few people would suspect, about individuals
surfing the Internet.

. In the international sphere, the Department of Commerce has taken the lead in
creating "safe harbor" principles for transfers of personal information between the
European Union and the United States. These principles, to which the European
Commission has now agreed, recognize the appropriateness of effective self-
regulatory regimes. In developing the principles, the Department has sought
public comment on four separate occasions.

. The President signed the Identity Theft and Assumption Deterrence Act of 1998.
This March, the Department of the Treasury hosted an Identity Theft Summit to
assist in the prevention, detection, and remediation of the significant problem of
malicious misuse of another person's personal information for frandulent
purposes.

. The Administration continues to build privacy protections into its own activities.
Last year, for instance, all Federal agencies successfully posted clear privacy
policies on their websites. Programs are now underway to strengthen Government
computer security to provide new privacy safeguards for personal information
held by the Government. The new Privacy Subcommittee of the Chief
Information Officers Council is undertaking initiatives to ensure that privacy is
effectively built into government information technology systems.

Financial records.

Congress discussed financial privacy intensively in the course of its financial
modernization debate last year. As the President pointed out when signing the law, the
modernization law took significant steps to protect the privacy of financial transactions, but did
not go far enough. The President asked OMB, the Department of Treasury, and the National
Economic Council to craft a legislative proposal to close loopholes under existing law. On April
30, he announced his plan to protect consumers' financial privacy. This plan would include:

. Consumer choice: Giving consumers the right to choose whether a firm can share
consumer financial information with third parties or affiliated firms.

3.
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. Enhanced protection for especially sensitive information: Requiring that a
consumer give affirmative consent before a firm can gain access to medical
information within the financial conglomerate, or share detailed information about
a consumer's personal spending habits.

. Access and correction: Giving consumers a new right to review their information
and correct material errors.

. Effective enforcement; Providing effective enforcement tools for financial
institutions subject to Federal Trade Commission enforcement of privacy rules.

. Comparison shop on privacy policies: Giving consumers privacy notices upon
application or request so they know how information is protected before a
customer relationship is established.

These provisions were introduced in the House as H.R. 4380, attracting immediate and
substantial support in both the House and the Senate. As Secretary of the Treasury Lawrence
Summers emphasized on March 7, "It's time to start now."

Medical Records.

There has been a longstanding appreciation in the United States that individual medical
records include especially sensitive information. Disclosing medical data can reveal what is
happening inside a person's body, such as a report that a person is HIV positive, or inside a
person's mind, such as the transcript of a session with a psychotherapist. The Federal
government has recognized these concerns at least since 1973, when the Department of Health,
Education, and Welfare first announced the basic fair information practices that underlie privacy
policy today.

Congress recognized the need for legal protection of medical records when it passed the
Health Insurance Portability and Accountability Act of 1996 (HIPAA). After extensive
discussions with stakeholders and as required by HIPAA, the Secretary of Health and Human
Services issued her recommendations for health privacy legislation in September 1997.
Congress was unable to meet the HIPAA deadline for enacting comprehensive privacy
legislation by August 21, 1999. Accordingly, the President and Secretary Shalala announced
proposed privacy regulations on October 29 of last year. It was HHS's goal to make the
regulation process open to those who wanted to communicate their concerns in person. HHS met
with many individuals and organizations to hear their concerns and clarify provisions of the
proposed rule. HHS received over 53,000 submissions of comments by the February 17, 2000
deadline. HHS is now considering those comments, and the regulations will become final this
year.

A
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Although the medical privacy regulations will become final this year, there is a pressing
need for further Congressional action. As HHS Assistant Secretary Margaret Hamburg testified
in February of this year: "Health information privacy is a top priority for the Depariment and the
Administration, and we continue to believe that legislation is the only way to achieve the goal”
President Clinton explained scime of the reasons for legislation when he proposed the privacy
regulations last October. The Administration is especially concerned that the enforcement powers
under current law are not as effective as they should be. We recommend federal legislation that
would allow punishment of those who misuse personal health information and redress for people
who are harmed by its misuse. Administration officials have testified often on what should be
included in medical privacy legislation, and we urge that there be no delay on this subject.

Genetic Discrimination.

This February 8, President Clinton signed an executive order that prohibits every federal
department and agency from using genetic information in any hiring or promotion action. This
order ensures that critical health information from genetic tests not be used against federal
employees. The President has also endorsed the Genetic Nondiserimination in Health Insurance
and Employment Act of 1999, introduced by Senator Daschle and Congresswoman Slaughter,
which would extend these protections to the private sector and to individuals purchasing health
insurance. As with financial and medical privacy, legislation is before the Congress to address
especially sensitive personal data -- genetic information on individuals. The time to act on each
of these issues is now.

L R
Let me turn now to the specifics of H.R. 4049,

The Scope and Structure of the Proposed Commission.

As indicated carlier, the Administration has significant concerns that the Study
Commission might be used by some as an excuse for delaying needed activity in privacy
protection. These concerns are especially acute for topics such as medical, financial, and genetic
information where good legislative proposals are before the Congress now. There has already
been extensive discussion of these proposals within the Congress and among the stakeholders.
Further study of these topics by the Commission would duplicate the public examination that has
already taken place, without adding real value. The proposed medical privacy rules that become
final fhis year will be the result of a multi-year process that generated over 53,000 public
comments, many in extensive detail. These comments show a need for further action, not further
study.:

We recognize that the Congress needs to make its own judgments on these matters, and
we defer 1o it in its assessment of what it needs to inform those judgments. It seems sensible,

however, to adopt a focused approach to exploring these topics. Ideally, any further study efforts

5.
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should be done within a short time frame and would build on, not duplicate, existing studies.

If there were to be a Commission, contrary to our recommendation, we should ensure that
it focuses its efforts in an effective way. Again, we are concerned about potential delay. Casting
too broad a net would delay the work of any new Commission, with uncertain results. We note,
for example, that the treatment of data collected on-line has been the subject of extensive
hearings in Congress, as well as public workshops, public comments, studies, and reports by the
Department of Commerce and the White House Electronic Commerce Working Group. The
Federal Trade Commission is about to issue a major report. We recognize that this is a
complicated area that requires careful evaluation and an understanding of new technology. Itis
not clear, however, that a Commission lasting 18 months will give decisionmakers the help they
need.

Indeed, rather than have a Commission pursuing a very broad set of topics, it might be
more productive to have technology and policy experts address specific, emerging issues that
have not yet benefitted from much attention. One targeted way to study such privacy issues
might be to enlist the expertise of the National Academy of Sciences/National Research Council
or other appropriate bodies. The NAS/NRC has extensive experience in creating blue-ribbon
groups with the expertise to provide insight into difficult policy problems. In the privacy area,
the NAS/NRC has already produced studies such as "Cryptography's Role in Securing the
Information Society" (1996) and "For the Record: Protecting Electronic Health Information”
(1997). Perhaps we should call on it again.

The NAS/NRC's Computer Science and Telecommunications Board is currently
exploring funding for a study on "Authentication Technologies and Their Privacy Implications."
The problem identified for this study arises from the need to identify people in a trustworthy
way-that is, to authenticate people~in order to facilitate business and other activities over the
Internet. Many of the possible ways to identify people have privacy implications since they
involve individuals turning over a good deal of personal information -- from a mother's maiden
name to credit card numbers or other information that could put an individual at risk if revealed
to unauthorized persons. As technology develops, our society needs to understand how to make
authentication work in a way consistent with preserving privacy.

Another useful study topic, which similarly does not require 2 Commission, could be
biometrics and privacy. "Biometrics" refer to fingerprints, iris scans, and other physical
indicators of identity. Since many companies are now exploring the commercial deployment of
biometric technology, now is a good time to assess the public policy of biometrics and privacy.
If deployed carefully, biometrics could protect privacy by placing less reliance on sending credit
card numbers or other sensitive information over the Internet. If deployed badly, however,
biometric technology could create new privacy risks, such as if biometrics were used to record
each room an employee enters while on the job. A study of this subject, taking proper account of
new technological developments, could increase the likelihood that biometric systems will be
more sensitive to privacy concerns as they become widely used.

-6-



26

For all these reasons, we believe there are sound alternatives to a Privacy Commission.
If, nonetheless, legislation creating such a Commission moves forward, then we have specific
concerns about certain provisions in H.R. 4049, For instance, as with other commissions on
many important national issues, the President should have a greater role in appointing
Commission members. In addition, the current section 7(c) is objectionable because it could be
interpreted as requiring Executive Branch agencies to turn over confidential or classified
information to the proposed Commission. The text could read that agencies "may,” rather than
“shall" furnish that information.

As I emphasized earlier, we share with the Congress a very strong interest in protecting
privacy and look forward fo working with you to find suitable new ways to improve that
protection. We understand the good intentions motivating the Congressional sponsors of HR.
4049. Despite our reservations about the specifics of this bill, we welcome the commitment to
privacy protection that they seek to demonstrate.

Mr. Chairman and Members of the Committee, thank you once again for the invitation to
discuss these issues.

KA
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Mr. HORN. Our next presenter is David Veator, who is with the
Office of Consumer Affairs and Business Regulation for the State
of Massachusetts. Mr. Veator.

STATEMENT OF DAVID VEATOR, OFFICE OF CONSUMER AF-
FAIRS AND BUSINESS REGULATION, STATE OF MASSACHU-
SETTS

Mr. VEATOR. Thank you, Mr. Chairman and members of the com-
mittee. My name is David Veator, and I am the general counsel for
the Massachusetts Office of Consumer Affairs and Business Regu-
lation. Our office is charged with the oversight of all State-char-
tered banks, insurance companies, most of the professional trades
and the supervision of the State’s consumer protection laws.

Because issues of privacy are of growing importance both to con-
sumers and the businesses that my agency regulates, our agency
is the one in Massachusetts that has been tapped with supporting
Governor Cellucci and Lieutenant Governor Swift’s privacy agenda,
and on behalf of them, I am pleased to testify in support of the pri-
vacy commission proposed in H.R. 4049.

As this committee knows, privacy issues are now at the forefront
of the national discourse. As we say in our prepared statement, the
information age has brought many good things to people, but no
silver lining is without its cloud. With the rapid growth in tech-
nology to collect and compile personal information, citizens face un-
precedented threats to their personal privacy. One recent poll con-
ducted by Lou Harris & Associates noted that 88 percent of Ameri-
cans are concerned about threats to personal privacy and that 83
percent believe that consumers have lost all control over how com-
panies collect and use their personal information.

For a small fee there are companies that can collect more infor-
mation than you would have believed about you and compile it and
disseminate 1t, and one of the witnesses in this committee’s last
hearing demonstrated that in some detail.

I am sure that each of the members of this committee is aware
that this widespread perception of privacy abuse has already trans-
lated into action at the State and Federal level. Although this ac-
tion has resulted in good legislation and improving industry prac-
tices, it is fair to say that our approach to privacy is disjointed and
ad hoc. According to several commentators, between 2,000 and
3,000 privacy-related bills are currently pending in State legisla-
tures. Many of these bills deal with multiple privacy issues. It
would appear that this less-than-coordinated approach to privacy
cannot be an efficient way to deal with the subject.

Another problem with our approach to privacy to date has been
a criticism that it is too sectorial, that is, different legislation tends
to tackle privacy issues with respect to different industries. As a
result, we have on-line privacy rules, privacy rules for brick and
mortar companies, banking privacy rules, insurance privacy rules,
and telecommunications privacy rules. Privacy in American Busi-
ness reported that, by the end of 1999, 179 different privacy laws
relating to health care had been enacted, as had 65 privacy laws
related to direct marketing or telecommunications, 59 relating to fi-
nancial services, 39 relating to insurance and 14 relating to on-line
or Internet activity.
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This approach may have been workable in the past, but as the
nature of our economy changes it may no longer make sense. For
example, as the financial services industry has revolutionized and
converged, several isolated privacy statutes that deal with banking
or insurance or securities may no longer have much application.

We think that the commission proposed by Congressmen Hutch-
inson and Moran is a logical way to approach the question of pri-
vacy. There are obvious advantages to taking a comprehensive look
at the array of complex privacy issues such as financial privacy,
identity theft, biometrics and children’s privacy, etc.

The most obvious benefits are the ability to take advantage of
work that has been done both at the Federal level and at the var-
ious States and take advantage of nationwide expertise. I would
like to offer the experience of Massachusetts.

Shortly after their election, Governor Cellucci and Lieutenant
Governor Swift convened a working group to examine the quality
of life in Massachusetts. We were able to consult with privacy ex-
perts, local business leaders, and law enforcement, and shortly
thereafter Governor Cellucci and Lieutenant Governor Swift filed a
comprehensive bill on privacy that updated existing privacy laws to
reflect the technological changes that have occurred since their in-
ception and instituted new protections to address new technology.
The intent of the bill was to empower consumers in the 21st cen-
tury economy while continuing to allow Massachusetts business to
flourish.

I can also point to the experience of the FTC Subcommittee on
Access and Security which recently reported to the FTC, and the
FTC I think was able to develop a committee that provided a ro-
bust analysis precisely because it had many viewpoints from across
the country on that committee.

I would like to close by saying a few words about one State’s
view of the roles of both Federal and State examination of privacy.

I think the States will continue to legislate and act to protect
their citizens, but we believe that the Congress has a unique capac-
ity to develop workable privacy protections. It may be that most
States would prefer not to act unilaterally if we were assured that
the Federal Government and private industry are striking the right
balance between the need of businesses for information and the
right of citizens to personal privacy.

Indeed, a uniform approach to privacy confers two advantages
from a State’s point of view. It makes interstate commerce easier
for businesses which only have to follow one set of rules rather
than 50, and by establishing at least baseline standards for all
States means that no State will have to potentially disadvantage
its own economy by establishing on its own minimum protections
for its own consumers.

In closing, I would like to thank the committee on behalf of Gov-
ernor Cellucci and Lieutenant Governor Swift for this opportunity
to testify. We support H.R. 4049 as a means for taking, for the first
time, a national approach to privacy in a new economy. As I indi-
cated, our economy has undergone a technological revolution, and
the way in which privacy catches up to this revolution will have
important consequences for us as individuals and for our new econ-
omy.
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Thank you.

Mr. HORN. Well, we thank you. That is very helpful testimony,
and we always appreciate it from the State of Massachusetts. You
are usually ahead of the rest of the country quite a bit.

[The prepared statement of Mr. Veator follows:]
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David L. Veator, General Counsel
Massachusetts Office of Consumer Affairs and Business Regulation
Testimony on HR 4049:
A Bill to Establish the Commission for the Comprehensive Study of Privacy Protection
before the House Committee on Government Reform
Monday, May 15, 2000

Chairman Burton and members of the committee, thank you for the opportunity to testify
today. My name is David Veator and | am the General Counsel for the Massachusetts
Office of Consumer Affairs and Business Regulation. My office is charged with the
oversight of all state-chartered banks, insurance companies, most of the professional
trades, and supervision of the state’s consumer protection laws. Because issues of
privacy are such a big concern to consumers and the businesses that my agency
regulates, the Office of Consumers and Business Regulation is primarily responsible for
pursuing the privacy agenda of Massachusetts Governor Paul Cellucci and Lieutenant
Governor Jane Swift. On behalf of Governor Cellucci and Lieutenant Governor Swift, |
am pleased to testify in support of the privacy commission proposed in House Bil! 4049.

Privacy issues are now at the forefront in the national discourse. With the rapid growth
in new technology to collect and compile personal information, citizens face
unprecedented threats to their personal privacy. A recent poll conducted by Lou Harris
& Associates noted that 88% of Americans are “concerned about threats to personal
privacy” and that 83% believe that “consumers have lost all control” over how
companies collect and use their personal information. The states and Congress are
now being called upon by their citizens to protect privacy against these new threats.

The information age has brought many good things to many people. However, no silver
lining is without its cloud. | believe that the privacy commission proposed by
Congressmen Hutchinson and Moran could be a very important tool for us to address
an ever-darkening cloud that the information age has brought us: an explosion of
personal information about all of us, much of it easily accessible without our ever
knowing who has it and who is asking for it. For a small fee, it is now possible to obtain
intimate details about almost anyone from the comfort of your personal computer. The
firms that provide this information are accountable to no one, and, for the most part, we
have no right even to review the information in their files, much less require them to
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correct erroneous information or delete overly personal details. This situation has made
identity theft one of today’s fastest growing crimes.

The growing threat to personal privacy is an issue of paramount importance not only to
most residents in my home state Massachusetts, but to all Americans. it affects all of
us, whether we realize it or not.

Although the states do have and should have a role in protecting the privacy of their
citizens, we believe that Congress has a unique capacity to develop workable privacy
protections. Business friendly states, such as Massachusetts, welcome national efforts
by industry to protect privacy. Many responsible companies have committed a great
deal of time and resources to enhance the privacy of their customers through their own
initiatives and through self-regulatory organizations. Congress has recently also worked
to ensure that privacy protections are in place for all Americans, not just Americans in
some privacy conscious states. [ believe that most states would prefer not to act
unilaterally if they are assured that the federal government and industry are siriking the
right balance between the need of businesses for information and the right of citizens to
their personal privacy. Indeed, states might legitimately fear that they may hurt their
state economies if they alone pass laws or regulations viewed as foo burdensome by
businesses. While federal action by industry and government is preferable, states will
act if they believe that their citizens privacy rights are not protected. As proof, the
organization Internet Alliance estimates that more than 2,000 pieces of legislation have
been filed regarding Internet-related issues alone,

By taking a comprehensive approach to the issue of privacy and involving interested
parties across the nation, the privacy commission proposed by Congressimen
Hutchinson and Moran could find an optimum balance. Both consumers and businesses
would benefit from a shared consensus as to what are the best information practices.

Because of the flexibility in the proposed statute, the commission could focus energy on
any issue where action is expected or even underway. For example, the commission
could take up financial privacy issues that have been raised during the debate about the
financial privacy reguiations promulgated pursuant o the Graham-Leach-Bliley Act.
Congress could benefit from ability of this commission to solicit views across America
on these timely issues. Moreover, this commission could also help compile information
from places where debate on these issues is already occurring.

There are distinct advantages to taking a comprehensive approach to privacy issues,
such as financial privacy, identity theft, medical privacy, biometrics, children’s privacy,
ete. Two years ago, Massachusetts convened a working group of public and private
sector leaders to do so. It found that although privacy is now a much bigger issue
because of the speed at which electronic networks can disseminate it, many of these
same privacy issues have been around for a long time in the off-ine world. Many on-
line businesses have raised the question why they are being singled out. Fair
information practices should not only be an Internet concern, they should be a concern
to all businesses. While different sectors of the economy may indeed have to treat
information differently, there are baseline standards by which all business should abide,
including hospitals, banks, and insurance companies.
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Little detail about Mass experience. Omnibus legislation. Many different
business representatives. Learned a great deal about how any government
proposals could effect business processes. Many theories about how to govern
e-commerce, from self-regulation to government rules. One theory is a mixing of
all of them. Government could apply or enforce the base floor (where everyone is
in agreement) and allow the market to develop around issues that are extremely
contentious.

Little about FTC Conference - learned about issues before a law was being
proposed.
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Mr. HORN. Our next presenter is from another very progressive
State and that is the State of Minnesota. We have the Attorney
General from the State of Minnesota, Mike Hatch.

STATEMENT OF MIKE HATCH, MINNESOTA STATE ATTORNEY
GENERAL

Mr. HATcH. Mr. Chairman and members of the committee, I
have read the testimony that was presented at your prior hearing,
and it is apparent that you have full grasp of this issue. You have
examples of everything from perpetrators on the Internet taking
photos out of yearbooks and putting them on pornography, display-
ing them out for the public. You have corporations asking self-in-
sured administrators and even the government to draw profiles of
their employees’ health care and health conditions. You have tele-
marketing companies using bank data to target senior citizens, per-
petrating financial fraud far beyond what was contemplated by en-
actment of the Vulnerable Adult Act.

It is very plain that something ought to be done now by policy-
makers. My concern with regard to a commission and with all due
respect for studying it, this is an issue that is the result of tech-
nology, but it is not the issue of technology itself. It can be ad-
dressed and ought to be addressed, and all too often in our soci-
ety—and I am afraid that is the case here—commissions or task
forces are appointed to delay, to try to escape an issue.

Last year, Congress passed the Financial Services Modernization
Act, and they lifted the Pandora’s lid on privacy. They basically
permitted banks to exchange information which under State law in
most States fiduciary obligations would have prevented them or left
them open to litigation for doing so. By opening that Pandora’s lid,
the playing field has changed so that now those institutions don’t
want to change. They have got it. Yet the public, by margins that
were pointed out in poll after poll by the prior speaker, 85 percent
strongly believe that action ought to be taken now.

Congress lifted the lid last year. It ought to put the lid back on—
and I am talking about financial privacy, health care, the Inter-
net—and start addressing the issue. Don’t study it, but move on it.

Now, at the State level, we have several bills. We have gotten
them through the Senate, and we are hopeful that we can get some
bills through the House on this. We had over 100 lobbyists rep-
resenting, according to the chairman of the Commerce Committee
in the House, 59 interests at one hearing, which is considerable for
a State legislature. They are all opposed to any change, and what
their cry was, “leave it to Congress. Congress will change it. It is
a Federal issue.” And you know what is going to happen. You pass
a bill having a commission, all 59 will be back. Let this commission
come back.

But every day that we delay we have another stakeholder on this
privacy issue. More data is exchanged about each of us. More pri-
vacy is invaded, more stakeholders and more lobbying techniques
will follow. It is important. It is an important issue. People feel
strongly about it. If a privacy commission were established where
something was stated very clearly that the States should move for-
ward now, that Congress should move forward now, that would be
one thing. But it is extremely important—I don’t think we have
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done very much on this issue, contrary to perhaps some of the
other speakers here, and I think the time is now for policymakers
to stand up and have the courage to take on these interests and
start enacting some legislation.

Mr. HoOrN. I thank you very much for your presentation. You can
probably look around behind you and see a lot of interest there,
too.

[The prepared statement of Mr. Hatch follows:]



"l Bqud Opparuoicy Employer Whn Values Diversity

35

STATE OF MINNESOTA

OFFICE OF THE ATTORNEY GENERAL

MIKE BATCE B EAv N e
ATTORNEY GENERAL FRLERNONE: (5531 2565198
May 15, 2000

Committee on (Government Reform

Sub § on Gov: M
Information and Technology

United States House of Representatives

Washington, DC 20515

Re:  Statement on HLR. 4049
Dear Commitiee Members:

Iam the Attorney General for the State of Minnesota. I thank you for giving me this
cpporturdly to respond fo your request for input on HL.R. 4049, the “Privacy Commission Act.”

Minnesota Law Enfor and Legislative Efforts-

Our Office has worked hard to safeguard the privacy of Minnesotans both through Taw

. enforcement and legislative initiatives. On the Jaw enforcement front, we were the first state to

bring a onc-two punch of i ial privacy 1 its—first against U.S, Bank for disclosing

private financial informatien of their customers and then against MemberWorks, Inc., which used
that information to telemarket its membership programs.

In our lawsuit sgainst U.S, Bank, we alloged that the bank disclosed the names, phone
numbers, social security numbers, account balances and credit Hmits of almost one million of ity
customers after telling its customers that “all persenal information you supply fo us will be
considered  confidential”  The bank setied the case by agresing not to disclose private
infarmation to non-affiliated third parties for purposes of marketing non-financial products and
services. As avesult, U.S. Bank is now shead of many of the large national banks for respecting
customer privacy. Unfortunately, a multitude of financial institutions throughout the country
continue to violate their customers’ trust by disclosing pdvete information with outside
relernarketers. What is even more unfortunate is that the recently-enacted federal Gramm-Leach~
Bliley legislation does nothing but encourage this sort of activity. :

Facsimile: (651} 29723493 « TTY: (6513 2577206 = Tl Frme Lines: {8007 857-3787 (lglce), (H0U) 2864812 (TTY) + wwwagstal mnias.
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As mentioned above, our state also filed suit against MemberWorks, which uses customer
information obtaincd from financial institations to market enrcllment in membership programs
offering discounts on such things as leisure apparel, videogames and computer software.
MermberWorks used this data to telephone Minnesotans to offer a 30-day free trial enrollment in
the membership programs, telling some consumers that “you don’t have 1o make a decision over
the phone.” However, consumers actually Were making an important decision over the phone —
to allow MemberWorks to charge their ¢redit card or checking account for enrollment in the
membership club if the consumer did not call MemberWorks within 30 days to cancel.
Numerous constmers believed they were protected because they had not revealed their account
number to MemberWorks. Unfortunately, they did not know that MemberWorks in many cases
had already obtained information about them from their financial institutions. MemberWorks
made much fanfare about its claim that it had audiotapes documenting consumers’ consent to
such charges; however, many audiotapes produced by MemberWorks during our litigation did
not document a meaningful consent from consumers prior to charging their accounts. Attached
are two examples of scripts from our lawsuit.

This form of telemarketing is only possible when private information is disclosed by
businesses, including banks, without the consent of consumers.

Although much of the discussion regarding financial privacy has focused upon non-
affiliated third party sharing of financial information, our Office routinely receives complaints
about the sharing of nonpublic personal information among affiliates. For example, 2 ¢onsumer
recently complained that a large bank notified its securities affiliate of her account status. The
securities affiliate then called the 85-year-old consumer and sold her a high-risk security that she
was led to believe was a certificate of deposit. This sale would not have occurred but for the
sharing of information among sffiliates. :

As a result of these and simjlar privacy invasions, many of them targeted against the
clderly, we have pushed hard for privacy legislaton in Minnesota. For instance, our Office
supported legisiation this session to strengthen the weazk privacy protections in the Gramm-
Leach-Bliley Act by requiring financial institutions to get written consent from their customers
before disclosing their financial information to non-affiliates such as telemarketers. This is
called an “'opt in” system because it gives consumers the right to weigh in—to say “yes”~before
their information is shared, compared to an “opt cut” system which allows unlimited sharing of
private information unless a consumer says “stop.”

We included an “opt in” requirement in our privacy bills because citizens deserve choice
and control over how their personal, sensitive, confidential information is usel. An “opt in”
system is not only most consistent with consumers’ reasonable expectations, but is
overwhelmingly favored by the public over an “opt out” system which simply sanctions rampant
trafficking in information that should remain private until citizens say otherwise.
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Privacy Commission Act, H.R. 4049

HR. 4049 proposes to create a 17 member, $2.5 million federal privacy commission to
simply study an issue that we, in the states, are already taking action on. With all due respect,
further study is not the proper course, given the volume of ink already spilled on the privacy
subject as well as the volume of consumer outcry—and viclations--we hear in our daily work in
the states. '

First, a federal privacy commission will simply serve as yst another excase to delay
substantive enforcement and legislative action both at the federal and state levels.

* Second, a privacy commission is unnecessary. Privacy has been frequently studied over
the past several decades by the federal government, academia, non-profits, and even the private
sector. The issue of privacy is one of policy, not science. HR. 4049 will cost taxpayers $2.5
million to find out what everyone already knows--that companies collect a lot of information
and disclose it without our knowledge or meaningful consent and that the public wants action,

Third, I cannot stress enough that your constituents want real privacy protections now,
not another study of privacy protections for the next year and 2 half. Consumers are cutspoken
that they want greater control and choice over the disclosure of their private and confidential
information. For instance, on April 6, 2000, our state's largest newspaper, the Minneapolis Star
Tribune, published the resuits of a poll of more than 1,000 adults in Minnesota on telemarketing,
telecommunications and internet privacy issues. A full 87% supported legislation bamming
commercial sharing of their telephone-calling and web-browsing habits without their permission.
Indeed, just two days ago the federal banking regulators announced that they received several
thousand comments from individuals in response to the Gramm-Leach-Bliley legislation,
“virtually all” of whom encouraged the agencies to provide greater protection of individuals’
financial privacy.

Conssmer outrege over the unregnlated, non-consensual trading of highly sensitive
information will only continue to mount if Congress “studies” the issue. We do not need a multi-
million dollar commission to study privacy for the next year and a half. . The issues you propose
to study are amply ripe for congressional action. I urge Congress to hesd the call of the public
and enact tough privacy legislation.

Thank you again for the opportunity to present my views to the subcomumittee.

Sincerely,

4

MIKE HATCH

Attomey General, State of Minnesota
Enclosures
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ATTACHMENTS* TO PREPARED TESTIMONY
FOR MINNESOTA ATTORNEY GENERAL MIKE HATCH
ONH.R. 4049

(MAY 12, 2000)

* Attachments are exhibits from the State of Minnesota vs. MemberWorks, 2nd Amended
Complaint
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SIGURD ANDERSON TRANSCRIPT

With your permission, I wounld fike to tepe record the confinnaton of your ial
membership and your mailing address so there is no chance of any clerdcal mistakes on
my part, okay? WNow, Ishow the speiling of your last name as A-N-D-E-R-§-O-N.

That’s tight.
Your first neme is 5-T-G-U-R-D?

Yes.

And middle initial’s A. T have your address as Raral Route 1, Box 171A, That's Lake
City, Minnesota? .

Yes.

55041, Is that correet, sir?

That’s comect.

Okzy. Now, again, and again, Mr. Anderton, your membership materials will rrive
shortly.  After 30 days, unless we hear from you, the low inwoductory sanual fee of
$59.95, which works ont to less than 35,00 per month, would be automatically billed to
your {credit card name redscted) cerd accoumt. For annual mrewals we'll bill your
account af the then annual fes. However, if you decide not to continue you just give our
toli-free number a call. And finally, Mr. Andarson, just a quick survey question. Which
one of these benefits sounds the best to you? Discounts on your music CDs and
cassemes, discounts on videos, discounts on mevie tickets, discounts on name brand fiems
for your home? If you have no preference, I'll just put down tharyou. . .

It éoesn’t appeal too much anyway. "

Yezh. What I'll do is just say that you had no preference and when you get your
materials, just look over all of it ind see which one you can use and best benefit from
and, agsin, my same is Patricia Hinley snd I'd like to thank you for ub - for trying
Connections and if you have any questions, call one of our Cormections service
representatives and that number is 1-800, let me see what that gumber is. Hold on, I've
got that number right here. Okay, it's 1-800-568-2386. And this nurber is also included
in your membership kit, And you have a very nice day. Thank you. Goodbye.
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JOSEPHE R. GWIN TRANSCRIPT

- your wial mernbership and your mailing adz&:ss 5o there {s no chanee of any clerical
m:s:zkcs onmy part, okay? Okay?

Whar?

Okay, iz, siow witl your permis- pretnissibn I would like to tape record the cunfirmation
of your irial membership and your maxhng address so theye is no chanse of any clerical
mistakes on riy part, okay? \

Yup. 1

Okay. Sir, I show the spellipg of your }asm\aamc as Gudn, that's (3-W-ELN, firsg narne i
Joséph. That'’s J<O0-S-E-F-H. Isthat cnrracb’i’

(nandibie)

Okay, sir. And T have your address a5 3455 1734 Lane Noghwest. Aud tat's in
Amiovct, Minnescta 55304. Ts that correct?
i
Yes.

Okay, sir. And again. M. Goin, your membsrship trabsdals will arrive shently and after
30 duys, wrless we hear from you, the low inrndoctory sumal See of $58.95 which works
ous 10 Jese than $5.00 per motth weould be sutomatieslly billed 1o your foredit sard name

d} curd For unmal Js we'll bill your account at the then current
annunl fon. However, sit, if you decide not t continus just give our toll-free number 2
call. Now fipally, M. Gwin, just a quick survey guestion. Which one of thesa benefits
sounds the best ro you? A disconnt on music (s and cssettes, = disvotur on videss, 2.
discount on movie tekets, of 2 discount on pame brand items for the bome? Or i you
Just like all the benefits. Do you have a prefarenee, sit?

Not reaily.

Ckay. Well, we'll nots that.  Sin, T reaily think you'li get 2 lot of use from your
Comnections membership. And sir, to help you ger srarted when you reseive your
membership kiy just go atiead and look through all of it to ses how you can use all these
grear benefits. And again, sir, my name is Cheis Shachorough. I'd like to thank you for
wying Comnections. - And if you have any questions, sir, plesss give one of our
Connestions sorvice reps a call ¢ 1.800-S68-2486, And sir, this numnber is also fncloded
in your membarship kit. Y thank you so much again, Mr., Gwin, and you have a great day.
Thank you, sir, goodbya.

BEXHIBIT
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Mr. HORN. We now have Mr. Robert Stone, who is the executive
vice president of American Healthways. If you would, I would like
you to explain what American Healthways is. I find it a rather
unique operation.

STATEMENT OF ROBERT STONE, EXECUTIVE VICE
PRESIDENT, AMERICAN HEALTHWAYS

Mr. STONE. Thank you, Mr. Chairman and members of the com-
mittee. Thank you for the opportunity to appear before you today.

My name is Robert Stone, and I am executive vice president of
American Healthways, the Nation’s largest disease management
organization. I am also a board member of the Disease Manage-
ment Association of America.

Today, American Healthways serves approximately 170,000 peo-
ple afflicted with diabetes, cardiac, and/or respiratory disease and
the more than 30,000 physicians who care for them. My oral testi-
mony today highlights the written testimony already submitted to
you.

How to protect individual privacy, particularly the privacy of per-
sonal health information, is extremely important. It is for this rea-
son that we strongly support H.R. 4049. But in health care, per-
haps more than any other area, balance is required. The proposed
commission should therefore carefully weigh the protection of
Americans from inappropriate uses of our personal information
against the need to ensure access to that information for the effec-
tive provision of health care, particularly to the 50 million Ameri-
cans with chronic disease.

No one understands the need for this balance better than pa-
tients themselves. With her permission, of course, let me share my
wife’s perspective. Having had Type 1 diabetes for 24 years, she
frequently serves as my resident consumer expert. I asked her re-
cently if her privacy would be violated if she received a letter from
her health plan advising her of a program to help her better man-
age her diabetes; her response, a simple, “Of course not.” Without
further prompting, however, she went on to say she would be out-
raged if she then received a letter from a pharmaceutical company,
a medical device manufacturer, or other organization trying to sell
her a product or service related to her diabetes.

She recognizes, as do most consumers, that the motives behind
the use of her personal health information in these two examples
are clearly different. One is designed to help her, the other to sell
her something by capitalizing on her illness.

It is disease management programs that provide the coordina-
tion, integration, and management of care processes necessary to
help people with chronic diseases more effectively control their ill-
ness; and by improving overall health status, these programs also
reduce health care costs. This is not wishful thinking. An independ-
ent analysis of our diabetes program confirmed that costs with
7,000 commercial HMO members in seven different health plans
were reduced 12.3 percent in the first year.

Even better outcomes have been achieved and will be released
shortly for more than 20,000 individuals participating in our pro-
gram in four Medicare+Choice plans. Disease management pro-
grams depend on the free flow of patient information to provide the
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customized proactive interventions which make these results pos-
sible. First, however, this information is needed to identify and en-
gage program participants. After all, if we can’t find them, we can’t
help them.

Our experience has shown if we depend on patient or physician
referral as the entry mechanism, program participation levels are
significantly lower—never greater than 30 percent, as compared to
nearly 98 percent with a proactive engagement model—and the in-
dividuals who do elect to participate are the wrong ones, generally
those who are relatively healthy, well motivated or who have good
self-management skills. The people who both need and could bene-
fit the most, nearly two-thirds of the total, are left out and the clin-
ical and financial benefits are lost.

Is using personal health information to improve health status ap-
propriate? Our plan customers, their members and the physicians
in their networks must think so, since we have never had a single
complaint in that regard. We have achieved that record through
the use of stringent policies and procedures to ensure both con-
fidentiality and security. The information to which we have access
is never sold or disclosed to a third party, nor do we use our com-
munications with participants or providers to advertise or market
any drug, product or service.

Unfortunately, there are companies that do, and those inappro-
priate disclosures should be prohibited. Providing guidelines to dis-
tinguish between legitimate uses of personal health information
and significant abuses of confidentiality is a worthy role for the
proposed commission.

We would also ask that the commission be charged to issue a
clear recommendation with respect to preemption. Currently, many
State privacy laws directly conflict with each other, making it im-
possible for national employers in health plans, such as a Federal
Express or a Cigna, to provide consistent programs to residents of
different States. And as you know, the privacy regulations proposed
by the Department of Health and Human Services, if and when
issued, will not preempt State privacy laws. Only Congress can au-
thorize preemption, and we urge that the creation of a single na-
tional standard be part of any further Federal legislation.

Ultimately, whatever legislation emerges from Congress must
not inadvertently bar the use of personal health information to
support better quality care and lower health care costs. The pro-
posed privacy commission can help ensure this outcome by provid-
ing a clear road map through the complex privacy maze and distin-
guishing between appropriate uses of personal health information
like disease management and those uses that are purely commer-
cial.

Thank you for your time. I am pleased to answer any questions
you may have.

[The prepared statement of Mr. Stone follows:]
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Testimony

of American Healthways, Inc.
before the
Government Management, Information and Technology Subcommittee
of the House Committee on Government Reform
regarding H.R. 4049,
the Privacy Commission Act

May 15, 2000

Mr. Chairman, members of the subcommittee, thank you for. the opportunity to
appear before you today. My name is Robert Stone and | am Executive Vice President
of American Healthways, Inc. - the nation’s largest disease management organization.
Currently, we serve approximately 170,000 people afflicted with diabetes, cardiac and/
or respiratory disease, and provide support services to the more than 30,000 physicians
who care for them. In addition to my role at American Healthways, | also serve as a
charter board member of the Disease Management Association of America ("“DMAA”).
Both of these organizations have been actively involved in the privacy debate, having
submitted comments on the record to the Senate Health, Education, Labor and
Pensions Committee, the House Ways and Means Health Subcommittee, and to the
Department of Health and Human Services with respect to their recently proposed

privacy regulations.

Protecting individual privacy, particularly the privacy of personal health
information, is extremely important. Because of the complex nature of this issue,
however, even Congress has been unable to reach consensus and enact legislation.
For that reason we strongly support H.R. 4049, Representative Hutchinson’s bill to
establish a Privacy Commission. This commission could thoroughly evaluate privacy

proposals and provide recommendations to Congress for legislation that would ensure

% cardiac " = diabetes
zhealthways zhealthways*
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both appropriate privacy protection and the absence of unintended consequences. In
that regard, the charge to the commission should require. that it appropriately balance
the desire to protect all Americans from inappropriate use of our individual information
with the need to assure open access to the information necessary to provide quality
health care services to all, particularly to the more than 50 million Americans with

chronic diseases.

No one understands the need for this balance better than patients themselves.
Let me share, with her permission of course, the perspective of my wife who, having
Type 1 diabetes for 24 years, serves as my resident consumer expert. When the
privacy debate began to heat up last year, | asked her if she would feel her privacy had
been violated if she received a letter from her health plan advising her of a new program
designed to help her better manager her disease. Her response was simple, "of course
not." Without further prompting, however, she went on to say she would be thoroughly
outraged if she then received a letter from a pharmaceutical company, medical device
manufacturer, or other company trying to sell a product or service related to diabetes.
She clearly recognizes, as do most consumers, that the motives behind the use of her
personal health information in these two examples are clearly different. One is
designed to help her, while the other is trying to sell her something by capitalizing on
her condition. One of the roles of the proposed Privacy Commission should be to
distinguish between these different uses of personal health information.

The creation of a Privacy Commission to study the ways in which different
industries, including the health care industry, do and should be allowed to use personal
information will ensure proper protection for necessary and important uses. We know
that privacy legislation is too important to be entered into lightly. The recent privacy
legislation enacted, and ultimately repealed, in Maine provides a perfect, albeit extreme,
example of the unintended but very real impact privacy legislation can have on patients
and families. Maine's privacy statute called for complete confidentiality of patient
information. lts impact hit hospital patients and their families in totally unintended and
unexpected ways. Florists couldn't deliver flowers and clergy couldn't provide comfort

2
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to patients because they were unable to determine if the patient was even in the

hospital.

The Maine example points to some very obvious uses of personal health
information that should be allowed. There are other appropriate uses of personal health
information, however, that are less obvious and have a more significant impact on
individual health and societal well being than a missed floral delivery. One of these is
the provision of disease management services. To illustrate, I'd like to share with you
how our disease management programs use personal health information in order to
positively impact the care of some of the nation's most chronically ill individuals.

Disease managément is a treatment support concept predicated on the simple
principle that healthier people cost less. True disease management programs do more
than just ensure that nationally recognized standards of care, such as getting annual
eye exams for a person with diabetes or checking daily weights for a person with
congestive heart failure, are met. Disease management is a multidisciplinary,
systematic approach to health care delivery that:
= Supports the physician-patient relationship and plan of care,
= Opﬁmizes patient care through prevention, proactive, evidence-based

interventions and patient self-management, and
. Continuously evaluates heaith status and measures oufcomes with the goal of

improving health, thereby enhancing quality of life and lowering the cost of care.

Patients typically access these programs through their health insurer.
Programs are either provided by the insurer itself or more often through contracts with
disease management organizations like American Healthways. As a discase
management provider, our goal is to help physicians, patients and health plans address
the unique and complex health care needs of people with chronic diseases for the
purposes of improving heaith status and consequently reducing costs.

The impact of our program is documented in clinical journals and increasingly in
the press. For example, an independent, peer reviewed, seven health plan study of

3
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7,000 pecple with diabetes found that our diabetes program significantly improved
health outcomes. Hospital utilization decreased dramatically and there was a greater
adherence to nationally recognized standards of care. As a result of these
improvements, the program reduced health care costs by 12.3 percent or aﬁ average
savings of $600,000 per 1,000 members with diabetes in the first year of operation. If
you exirapolate this figure nationally, this program has the potential to trim $9.5 billion
off the total direct cost of diabetes care in this country.

Cutcomes from our cardiac program show similar results. For example, ACE
inhibitor, cholesterol testing, and beta blocker compliance, the benchmark cardiac care
outcomes measures, improved 23 percent, 61 percent, and 62 percent respectively,
during the first year of program implementation. Costs were reduced an average of 62

percent for patients suffering from congestive heart failure.

And more good news is on the horizon. We will be releasing new findings in the
next few waeks highlighting simitar outcomes from our programs provided to more than
20,000 individuals participating in Medicare+Choice managed care plans. These
findings, we believe, will have significant dlinical and financial implications for the 10 to
18 percent of the Medicare population with diabetes including those in the Medicare fee-

for-service program.

These successes stem from our ability to provide more services to people with
chronic diseases, not fewer, and from helping to make people healthier and
consequently less costly. But, our program, and others like ours, is dependent on cpen
access to patient information. Accordingly, access to this information must not be
inadvertently barred if patients, physicians, health plans, and soclety as a whole are 1o

continue to derive these types of benefits.

Why is access o persona! health information a critical success factor for disease
management programs? First, identifiable health information provided by heaith plan
customers is used to identify people diagnosed with the specific disease. Remember, if

4
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we can't identify the patients, we can't help them or their physicians. Effective disease
management programs will then automatically "engage" these individuals in the
program, providing them with an option of leaving the program at any time. The initial
information they receive about the program typically is provided by the plan, under the
signature of its medical director. Each participant's physician is contacted as well.
Good disease management programs don't leave physicians out of the equation
because they are, after all, the true disease managers.

Many people argue that if disease management programs are so good, people
with devastating chronic diseases would seek out these programs on their own. Health
plans and disease management organizations then would have no need to access an
individual's health information without consent. But experience has shown this not to be
the case. For example, programs that rely on individuals to take the first step see
participation rates of less than 30 percent. Moreover, it is the wrong 30 percent opting to
participate. This percentage typically represents well-motivated individuals who have
strong care management skills. As a result, the higher risk individuals who need the
most disease management assistance don't benefit from what the program has to offer.
In contrast, programs that use personal health information to identify patients and
actively reach out to them achieve more than a 97 percent participation rate. This
dramatically higher participation rate means that more than three times as many people

are benefiting from additional services and early interventions.

Second, once individuals are part of the program their health information is used

for a variety of purposes including:

L] Customizing interventions and care plans to meet each participants individual
needs depending on the severity of their disease,

L] Coordinating both preventative and immediate health care needs across the
entire delivery spectrum, and

L] Designing targeted educational programs.

5.
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This information also helps physicians and participants benchmark their success,
identify possible problems early and then modify treatment programs. Ultimately, the
result is a stronger patient-physician relationship, a healthier population, and lower

overall health care costs.

Is this an appropriate use of personal health information? Our health plan
customers, the physicians in their networks, and our 170,000 program participants think
it is. Our customers clearly recognize that for their members with chronic diseases,
their expertise lies in handling administrative functions and utilization management, and
not in the comprehensive coordination, integration and management of care. This is
why they turn to us for help. Our program participants are highly satisfied as well. Our
most recent satisfaction survey found that between 93 and 97 percent of participants
are satisfied with the way the program provides information, applies to their lifestyle,
and helps them stay well. They regularly praise our staff for helping them navigate the
increasingly complex health care system to get the services they need to stay healthy,

happy, and productive in their day-to-day lives.

Physicians feel the same. Recent surveys show that nearly 90 percent are
satisfied with the importance the program plays in improving their patients' overall
health, and more than 80 percent are satisfied with the way the program performs.

One reason that our participants and their physicians feel this way is that we
have stringent policies and procedures in place to ensure the privacy of their health
information. In fact, in the 15 years we've been working with people with chronic
diseases, we've never had a single complaint regarding breach of confidentiality. The
information to which we have access is never sold or disclosed to a third party. Nor do
we use our communications with participants or providers to advertise or market any
drug, product, or service. Unfortunately, there are companies that do. These
organizations have clearly conflicting interests and should be prohibited from either
having access to patient identifiable information or from using it for non-care related

commercial purposes.

-
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The most important thing to remember, however, is that the fundamental
transaction in health care is the one between the patient and his or her physician.
Everyone else involved in the health care industry is there to support that relationship
and to help to make it more effective, more efficient, or both. Health care organizations,
including disease management programs that have any other purpose are at odds with

this underlying principle.

Clearly there are circumstances in which access to personal health information
can benefit the patient and society. The proposed Privacy Commission would provide
an excellent forum to examine all current uses of personal information, in order to
identify those legitimate uses as well as to protect against abuses.

In addition to assessing appropriate and inappropriate uses of personal
information, the Privacy Commission also should assess how privacy proposals at the
state and federal level are linked. For example, regulations proposed by the
Department of Health and Human Services include disease management under the
definition of “treatment” and, therefore, use and disclosure of identifiable health
information for disease management is permissible without individual authorization.

The HHS regulations, however, do not and cannot preempt state privacy laws.
Complete federal preemption is imperative. Maneuvering around the varying and often
incompatible requirements of so many state laws is difficult and will become more so as
more states begin to pass their own legislation. Some state privacy laws directly conflict
with others, making it impossle fo provide the same, consistent services to residents
of different states. Health plans that coniract with national employers (g.g., Federal
Express) want and need to provide a uniform set of benefits to all their employees. This
is impossible with the varying and often conflicting state laws and requirements. In
éddition, a health plan that is national in scope (e.g., Cigna) needs the ability to sell and
deliver uniform products, again extremely onerous, if not impossible, without one
uniform standard.

7-



50

Uttimately, whatever privacy legislation emerges from Congress must weigh the
privacy of individual health information over the real need to improve the health status of
Americans and reduce the costs of delivering this care. The Privacy Commission
proposed in this legislation can help ensure that this need is not overlooked while at the
same time provide you and your colleagues with a clear roadmap through the privacy
maze. The worst possible outcome is that without that roadmap you and your
colleagues might not pass privacy legislation at all.

| am happy to answer any questions you may have and | thank you for your time.

8-
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Mr. HorN. Thank you. That is very helpful and a different type
of statement.

We will now go to questions and answers. The Members here, we
are going to limit each to 5 minutes, and we will rotate until you
are all worn out, so it will keep it interesting with three of us here.

I will start with the first gentleman, who is the author of the leg-
islation, Mr. Asa Hutchinson of Arkansas, for 5 minutes on ques-
tioning the witnesses.

Mr. HUTCHINSON. Thank you, Mr. Chairman. I want to recognize
Mr. Moran who came into the room, my cosponsor on this, and
thank him for his active participation and support for it. I do thank
each of the witnesses for their excellent testimony and presentation
and differing viewpoints on this subject.

Mr. Spotila, let me start with you, expressing the administra-
tion’s viewpoint, and thank you for emphasizing the common
ground that we have sought.

You mentioned the administration’s work in this regard and that
you don’t want a commission just to duplicate what already is out
there. You cited a number of different commissions. Let’s see
here—which is really the interagency privacy working group, and
the ones that you have cited here are agency driven; am I correct?

Mr. SPOTILA. They are either agencies themselves or interagency
groups.

Mr. HUTCHINSON. Which is very important. I make a distinction
between a congressionally mandated approach to privacy versus an
agency.

Mr. SporiLA. We do defer to a considerable degree to the Con-
gress in whatever you believe is appropriate to help inform your
judgment. Our concern is not delaying doing things that are needed
now.

Mr. HUTCHINSON. Your point is very well taken, and I would em-
phasize the same point that you just made, that the intent of this
legislation is not to infringe upon the agencies as they move for-
ward. In fact, it is not going to stop. You've got them moving for-
ward into a final rulemaking position here long before the commis-
sion will render any results.

Mr. SpoTiLA. Clearly, we would continue to move forward in
areas where we could. There are legislative proposals in front of
the Congress that we think are urgently needed and so we do have
some concern, if the Congress were to halt its action pending the
report of a commission.

We also were attempting to share some of our experience, and
that is where we have found the greatest success has been in very
focused, targeted efforts rather than broad ones. This is a huge
topic. It is easy to be a mile wide and an inch deep. That is not
very helpful.

Mr. HUTCHINSON. I think part of your point is well taken. Let me
just respond in a couple of ways.

First, I think the work of the agencies is very important. They
have a lot of expertise in narrowly starting targeted areas. So I
think that is important. Again, I view this commission as com-
plementary to that.

Even if all of these regulations move forward without any con-
troversy, would you agree with me, 3 years from now we are going
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to need to continue to review, whether through the agency or the
legislative body, the issues of privacy?

Mr. SPOTILA. Absolutely.

Mr. HUTCHINSON. Again, you make the case just by that answer
that it is an ongoing effort on privacy and there are things—I have
cosponsored legislation that ought to be done now. But if every-
thing on the table is adopted, we still need to have a comprehen-
sive review of it, as well, would be my case.

When was the last time, to your knowledge, there was a legisla-
tive effort/commission that reviewed privacy?

Mr. SPOTILA. I don’t recall one certainly in recent times. We can
try to be more specific, but personally I don’t recall one recently.

Mr. HUTCHINSON. I would agree with you not in recent times. I
wouldn’t consider 1974 recent, particularly in view of the techno-
logical developments. I saw the 1974 legislative commission report,
and it was talking about privacy in the Information Age. Well, the
Information Age has dramatically changed since 1974. So there has
been a lot of agency work, but not legislative work.

You make the point that if the commission is adopted, that it
should not be just going on and on without having anything accom-
plished in the short term. You mention that it should be done with-
in a short timeframe.

Do you believe that an 18-month commission is too long or too
short?

Mr. SPOTILA. I think that our concern is that the combination of
a broad list of topics and an 18-month timeframe suggests that the
commission will not be as helpful as you might like it to be; that
targeted efforts that zero in on particular aspects of privacy with
a shorter timeframe, that inform decisionmakers in concrete terms,
will prove more useful.

Mr. HUTCHINSON. I want to invite you because your point as a
concern has been expressed by others. The broadness—there is
some benefit because you are able to look at—rather than a secto-
rial approach, you can look at it in a comprehensive standpoint all
across the line from on-line privacy, which transects everything
from medical records to educational records, so there is some merit
to that.

Also there is the danger of the commission having too much to
do and they don’t know where to start.

I would welcome your view as to ways that the commission can
be pointed in the right direction; we would solicit your views on
that. I would point out that the 18-months is the deadline, the
drop-dead point. It is not just an ongoing thing, it is going to cease
to exist after 18 months. And it also provides, if the commission
deems it appropriate, they could issue a report before then if there
are some urgent matters to address.

Do you believe that it is appropriate that you have an 18-month
deadline, that you can’t go on beyond that?

Mr. HORN. We will have further rounds, but let’s respond to that
question, and then we move to Mr. Moran.

Mr. SPOTILA. I think it is important to have some outside date,
clearly. I think our instinct is that 18 months may be too long, but
this is also related to the nature of the topics that it would be look-
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ing at. We would be happy to continue to work with the committee
and with the Congress to try to refine these approaches.

Mr. HUTCHINSON. Thank you.

I want to assure the other gentlemen that I have additional
questions. I was just taking them one at a time.

Thank you, Mr. Chairman.

Mr. HORN. I am now delighted to yield 6 minutes to the gen-
tleman from Virginia, Mr. Moran. If you have an opening state-
ment and you want to read some of it in, we will give you addi-
tional time.

Mr. MoRAN. Well, thank you very much, Mr. Chairman. I will
just make some introductory comments. The first comment, of
course, is to thank you for having these hearings and to thank my
cosponsor, Mr. Hutchinson, for his excellent leadership on this
issue.

We know that the loss of personal privacy is a cutting-edge issue
and one of the topic issues that confront Americans today. Personal
medical information that is kept, stored, transmitted, distributed to
people without an individual’s knowledge makes them vulnerable.
We know that profiling has taken place among a number of elec-
tronic commerce companies, presumably for the benefit of their cus-
tomers, but obviously for the benefit of companies and oftentimes
without the customer’s knowledge.

But we also have to recognize that the reason—one of the rea-
sons at least that the United States is the leading economic and
social force in our global economy is because we have such a favor-
able regulatory environment, so new ideas, new ventures can
sprout up, take form, and become successful.

We don’t want more regulation than is absolutely necessary, and
I think the history of our economy has proven that that should be
the way in which we ought to operate. But the U.S. Internet econ-
omy is now worth over $350 billion. I think we have about 72 mil-
lion American adults using the Internet today, and those numbers
are increasing; and as they increase, obviously privacy is going to
continue to be an acute concern on the part of the people who use
the Internet.

So our conclusion, the reason why we came up with the bill is
that we need a thoughtful, deliberative approach to a very complex
subject. And that is what we try to do. Maybe we have too many
members, but every group that I have talked to wants to be rep-
resented so that is why we have as many as 17 members. And if
it is as difficult an issue to come to grips with and to come up with
constructive recommendations, we want to give an adequate
amount of time; and that is why we came up with about 18
months.

I know Mr. Hutchinson and Chairman Horn have had this expe-
rience, any number of companies coming to us and showing the
technology that is developing, as we speak, that enables the indus-
try to self-police itself, to self-regulate itself, but we still don’t know
what the proper role for the government is and it would seem that
there is a critical role for the government to perform.

So that is the environment in which we have this hearing.

First of all, Mr. Chairman, I want to ask that two of the speakers
who wanted to present their testimony, Willis Ware, he used to
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work with the RAND Corp., he has some very interesting testi-
mony; and Marjory Blumenthal, who is the Director of the Com-
puter Science and Telecommunications Board for The National
Academies, both speakers wanted their statements included for the
record so we ought to do that.

[The prepared statement of Ms. Blumenthal follows:]
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This statement is intended to provide input into the consideration of the proposed
Commission for the Comprehensive Study of Privacy Protection, addressed in H.R. 4049.
It draws from my experience as the director of the Computer Science and
Telecommunications Board (CSTB) of the National Academies, as well as prior
experience in the former U.S. Congress Office of Technology Assessment. The National
Academy of Sciences was formed in 1863 by congressional charter to advise the federal
government. CSTB, which dates to 1986, is chartered within the National Academies to
address the full range of technical and policy issues associated with information
technology (see www.csth.org), and it has conducted several major, influential studies
relating to privacy and security (security providing context in terms of vulnerabilities,
threats, and attacks on privacy and mechanisms for preventing, detecting, or recovering
from same).

The need for thorough consideration of U.S. privacy policy and the risks and
opportunities to privacy presented by information technology is self-evident—incidents
relating to privacy on the Internet are the stuff of daily news, as well as congressional
hearings and federal agency inquiries. At issue is the scope of what would be useful and
how to proceed. This statement comments briefly on each.

The scope of study proposed appropriately includes both government (at multiple levels)
and private sector activities, which each raise privacy issues separately and in their
interrelation, Beyond that, the written description in H.R. 4049 is at such a high level
that the coverage of various issues is hard to ascertain (e.g., attention to employer-
employee rights and responsibilities, effectiveness as well as potential for seif-regulation
v. government regulation, evolving technical capabilities that promote or contain privacy
risks, procedural options that promote or contain privacy risks and their relation to
technical mechanisms, expectations for changes in circumstances over time and the
achievement of flexible approaches that are responsive to such changes, and so on). The
proposed report contents, for example, call for comment on the “purposes for which
sharing of information is appropriate and beneficial to consumers,” but the hard problems
relate, as they often do, to the details: how much of what kind of information would
achieve what benefits, to whom, and at what costs, to whom? What are the choices and
tradeoffs?

The complexity of the situation should not be underestimated: as CSTB illustrated in its
assessment of the privacy of electronic medical records, For the Record (National
Academy Press, 1997), the electronic capture and communication of sensitive personal
information is expanding from multiple sources, while the set of parties with some
interest in or expectation for access to that information is also expanding, and there are
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numerous choices that can be made by different classes of individuals, organizations,
industries, and government entities at various levels, only some of which may be
captured by institutional and/or government policies. CSTB’s assessments of
cryptography policy and of government systems modermization projects make clear that
balancing high-level public and private sector interests can be difficult, let alone
conflicting interests within the private sector {or within the public sector, for that matter),
Further, the global nature of the economy and increasing numbers of information flows
makes it important to view U.S. circumstances from an international perspective, as
recent negotiations with the European Union have made clear. Therefore, the remainder -
of this statement will concentrate on questions relating to how 1o proceed in studying
privacy issues.

A critical element of a study is the selection of the participants. H.R. 4049 focuses on
political distribution of participants and their selection without comment on their
intellectual and attitudinal qualities. CSTB (and the National Academies generally) use
processes aimed at developing study committees with diversity of many kinds, providing
a microcosm of the differing relevant perspectives. Elements of these processes, which
are labor-intensive, include the following:

» Staff casts a wide net, through conversations with known experts or proponents of
differing views and written and oral solicitations of nominations from a wide range of
organizations (scholarly, business, professional, nonprofitj and individuals
(knowledgeable authorities on the topic), to generate a list of candidates for the
committee.

» Committee candidates are organized to provide sets of altemnative choices for
categories of committee membership that are differentiated by kind of expertise and
outlook on the topic. Primary experts are sought, as opposed to designated policy
officials of, for example, trade associations. Individuals are nominated as individuals,
on the merits of their expertise and potential to contribute to the commiitee, not as
representatives of specific organizations.

» Selection of the sets of candidates by category factors in additional kinds of diversity,
including geographic, demographic (sex, race/ethnicity, age), and affiliation (e.g.,
different kinds of industry, university and other scholarly institution). Affiliation, like
public statements and other expressions of opinions on the topie, are characterized as
the “biases” of committee members, and effort is made to balance biases, that is,
achieve a range of outlook and opinion that will promote balanced consideration of
the issues. By contrast, people who are believed to have a conflict of interest, defined
as an ability to profit directly, personally, and significantly from the plausible
outcome of a study, are excluded from membership.
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» The full set of nominated candidates is reviewed at multiple levels within the
National Academies and ultimately approved by the president of the National
Academy of Sciences, with the review considering the balance and composition of
the proposed committee as well as the caliber of specific nominations. Following
acceptance of an invitation to serve, the names, affiliations, and brief biographies of
the proposed committee are posted on the National Academies Web site for a period
of public comment before committee membership is deemed established.

Selection of a committee chairperson involves the same processes, but often occurs early
on, so that that individual can assist in the composition of the committee. It is important
that the chairperson be perceived as without bias on the topic and broad in outlook and/or
knowledge, as well as demonstrably capable of listening and leading.

Another critical element is the nature of the outcome. At the National Academies, we
often strive for a consensus report. With a contentious, charged topic, that can be
difficult, but even a consensus description of the problem and framing of options can help
to advance the debate. It may be inevitable with a congressional commission, as
suggested by the recent commission experience relating to taxation of commerce over the
Internet, that the political nature of the process hampers achievement of consensus; the
language calling for a majority report and inviting dissenting minority report reinforces
the likelihood of a failure to achieve consensus and sends a signal that consensus isn’t
important. Ifthat is true, however, it calls into question the value of a comrnission as
compared to one or more hearings that feature differing points of view, and it also raises
questions about how to tailor the scope of inquiry to fit the means. That is, if the means
are likely to be politicized, should the scope be narrower to increase the likelihood of a
useful outcome?

Consensus in this arena will be difficuit. At CSTB we have seen that even in such areas a
cryptography policy (Cryprography s Role in Securing the Information Society, National
Academy Press, 1996) and intellectual property in the Internet environment (The Digital
Dilemma, National Academy Press, 2000), it is possible to achieve consensus from a
mixed, representative group on important points. Doing so is not easy; it takes time for
people to be exposed to a wide range of inputs and perspectives, to argue and deliberate,
and to work out differences and careful wording. The National Academies process
provides a neutral, apolitical mesting ground and experienced professional staff support
that foster inquiry, discussion, and agreement. The emphasis on committee deliberation
contrasts to the approach of the former Office of Technology Assessment and many
think-tanks, which consult with outside experts but rely on staff to formulate the analysis
and conclusions. That process is perhaps more efficient to execute, but it is one step
removed from the more direct expression of a mixed group.
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A comprehensive examination of the technical, economic, social, and legal dimensions of
the privacy policy challenge would be valuable. It is high on the iist of CSTB’s own
objectives, because of the compelling need and the value of a neutral, balanced analysis

at this time. I am pleased to contribute to the Comumittee’s evaluation of a proposed
approach to the problem, and I forward to the outcome of this process and to contributing
further to progress in this important area of public policy.
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Mr. HORN. Without objection, those statements will be put in the
record. At the end of the hearing you might want to read some per-
tinent paragraphs.

Mr. MoRAN. Thank you, Mr. Chairman. I wanted to make sure
that I didn’t forget, and I know that you keep the record open for
a couple of weeks.

[The prepared statement of Hon. James P. Moran follows:]



61

STATEMENT OF
CONGRESSMAN JAMES P. MORAN. JR.
BEFORE THE SUBCOMMITTEE
ON GOVERNMENT MANAGEMENT,
INFORMATION AND TECHNOLOGY
HEARING ON HUTCHINSON/MORAN PRIVACY COMMISSION ACT
May 15, 2000

CHAIRMAN HORN, MEMBERS OF THE SUBCOMMITTEE, Thank vou for the
opportunity to appear before you with Congressman Hutchinson for this hearing on H.R. 4049,
the Privacy Commjssion Act.

Aunericans are more and more aware and concerned that their personal information is not
as secure as they would like. In fact. ina Wall Strveet Journal/NBC News poll last fall, loss of
personal privacy ranked in the top list of issues that concern Americans in the new century.

These concerns are valid. People know that their medical data, which is the most persona
information about any of us. is increasingly being electronically stored and transmitted. There
have been reports of surreptitious collection of consumer data by Internet marketers and
questionable distribution of personal information by on-line companies. While the industry is
presently attempting to self-regulate, there are no uniform standards ensuring individuals’
protections.

At the same time we must recognize that the United States is the leading economic and
social force in the global economy, largely because of a favorable regulatory climatc and the free
flow of information and there is a danger of over-reaction in privacy regulation.

The U.S. Internet economy is already worth an estimated $350 billion. 72 million

American adults, some 35 percent of the American population, are expected to be on-line by the

end of this year. The Internet has flourished in the absence of burdenscme government
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regulations or taxation. Given the stakes to our economy and the depth ot public concern, it is
clear that what is needed is a thoughtful, deliberate approach to privacy issues by Congress.

This is exactly what the Hutchinson/Moran bill provides. It sets up a |7 member
commission appointed jointly by the President and the Republican and Democratic leadership in
Cungress to examine the threats to the privacy of Americans and to report back on what
legislation may be necessary.

It also directs the Commission to report on non-legislative solutions. If selfsregulation can
be improved, how should industry achieve it? [t requires an analysis of existing statutes and
regulations on privacy, and an analvsis of the extent to which any new regulations would impose
undue costs or burders on our economy.

In short, this is a balanced, measured approach to a complex issue. [ commend Mr,
Hutchinson for his leadership on it and [ commend this committee for holding hearings on this

subject.
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Mr. MORAN. Now, the question that I was most interested in ask-
ing was, first of all, Mr. Spotila, who is—you represent the admin-
istration on the panel. We have had some prior efforts to come up
with studies relevant to consumer privacy. I know with regard to
medical privacy issues, HHS took up a major privacy regulation—
effort, last year.

Now, recommendations were made in September 1997, and a
proposed rule was made in November 1999. I understand that
HHS’s efforts to examine medical privacy included a number of
consultations with various Federal agencies, and any number of
hearings as well; and the comments that they got were in the tens
of thousands.

Do you have any idea of the time and resources that were re-
quired by the Department of Health and Human Services when—
in their preparation for coming up with the regulations that were
required in 1997, and which were finally issued last year? Do we
have any idea of the cost that was encompassed by performing that
task?

Mr. SpoTILA. I don’t have, offhand, a dollar aggregate cost. Clear-
ly, there was a period of time when the agency was waiting to see
if Congress would take action; and then certainly last year there
was a major effort in which my office participated in working with
the Department to prepare that proposed rule.

There was a team working at HHS on this subject. They worked
intensively on drafting the provision. The proposal did get some-
thing like 53,000 comments. You are correct, we received wide-
spread public reaction to the proposal and, of course the Depart-
ment is looking right now at trying to finalize that rule before the
end of the year. If it is important, we certainly could inquire and
provide for the committee whatever financial or economic estimates
there might be from the Department as to what that aggregate cost
would be.

Mr. MORAN. I think it would be an interesting consideration. And
similarly, the legislation on financial services modernization re-
quired a similar type of study, and I think it would be useful to
know the resources that are being required to conduct that study,
as well, because both studies seem to be relevant to the subject at
hand.

Mr. SPOTILA. We can reach out and attempt to get that informa-
tion and submit it to the committee.

Mr. MORAN. Thank you, Mr. Spotila.

Mr. HORN. We will put that in the record at this point without
objection. The 6 minutes plus I believe has expired. But we will get
back to that.

Mr. MORAN. Thank you, Mr. Chairman.

Mr. HORN. Let me get my 5 minutes in.

Mr. Spotila, I am curious, what is your view of Mr. Stone’s objec-
tion to the preemption of State law?

Mr. SPOTILA. In general, we are deferential to State law and to
the desire of States to have stronger privacy protections. That has
been the approach we have engaged in, and we are sensitive from
a federalism standpoint to that type of approach. We realize that
there is benefit from having a common standard, and Mr. Stone
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was alluding to the difficulty that can occur if there is a hodge-
podge of different standards that may not be consistent.

So I think there is a need for balance. Our approach has been
to try to zero in on things that we felt did have common application
and that could form a basis, but not necessarily to preempt alto-
gether an area where the States have strong interest and where
they have had a historic activity.

Mr. HORN. Well, there is no question that industry and other en-
tities across America would like one policy and not 50 policies. But
I do remember in this room a few years ago when we had the fro-
zen chicken hearing and that was because Tyson and whoever else
was running the Department of Agriculture, so they had a softer
freezing thing and California had a very high standard.

I think it is still that way. California has a high standard, but
they were preempted by the Federal Government with a weaker
standard. So I wish you well when you are trying to get a higher
standard, because I think that is what we ought to be moving for
where we can, but we don’t want to disrupt the whole economy in
the process.

I will be getting in, with some panels, the European situation
where every country in Europe is supposed to be putting a privacy
law on the books, and that will be a real problem for American in-
dustry, and I have talked to a number of presidents, prime min-
isters, defense ministers, foreign affairs ministers and urged them
to get subcommittee—or subcorporations of European corporations
and American corporations to give them some advice on the prac-
tical aspects of this.

Has your office done any of this in relation to the Department
of State?

Mr. SpotiLA. We have had some contact. Peter Swire has had
some coordination contact with European Union issues. In fact, he
is something of an expert from his work in the world of academia.

I would emphasize also that we strongly encourage self-regu-
latory efforts. We do so not only because that is always a good
thing to do but because very often with well-intentioned and inter-
ested private sector parties, we can come up with better and more
sensible approaches. So our sense is that any approach, Federal or
State, should allow substantial room for private, self-regulatory ef-
forts as well.

Mr. HORN. What evidence do you have that the commission could
result in delays in the development of the privacy initiatives?

Mr. SPOTILA. It is a general concern. We have seen some sugges-
tions that people who oppose privacy reform would welcome any ef-
fort to add delay. My colleague from Minnesota was mentioning
this: now you have a commission, why don’t we wait a year and a
half and hold up everything until the commission has reported?

That is exactly what we think would be a mistake. I recognize
that you emphasized that is not the intention here, but there is
concern that there are those who might use it in that way. We
have to be sensitive to that concern in considering any approach
like this.

Mr. HorN. Well, I would think with 17 people there, there could
be a majority. I think if it is broadly spread out among the various
interests and not just one interest or two interests, I would think
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that kind of dialog and discussion would be worthwhile. I think
back to the Hoover Commission in the late 1940’s and the early
1950’s, and that made major proposals to the Federal Government
and a lot of progress was made. And what I have found over the
years, if you don’t have a mechanism which brings people together,
gets a consensus, that you are just going to be spinning the wheels
in Congress, and you would be better off having a group of people,
including experts and others, who just ask the question, “Why? It
sounds dumb to me, now explain it to me. If you go through that
process, you are more likely to get legislation out of the Congress,
I would think. But you might take a look at it.

And then I guess I would ask you, Mr. Spotila, what section of
the bill puts at risk the release of classified information? Where do
you see that in the bill?

Mr. SporiLA. This was a relatively late concern that we received
from the National Security Agency and the Department of Defense.
Their concern was that some of the broader references to the com-
mission getting information from the agencies failed to make a dis-
tinction as to the handling of classified information. So our sense
is, that is something that bears further discussion. I would be
happy to get back to you more specifically with that, although I
don’t have their specific recommendation for how that might be ad-
dressed. They certainly do feel there ought to be some specific ap-
proach to classified materials to the extent that they might be
drawn in.

Mr. HORN. Well, since Mr. Hutchinson is next with 5 minutes,
you might want to continue that discussion, and I am sure he has
many more questions. We would like to know where he thinks this
great power is found.

Mr. HUTCHINSON. Thank you, Mr. Chairman.

I would very much like to address a concern which has been
raised on national security issue. That seems relatively simple to
fix, but very important and it sounds like you have put out a re-
quest to different agencies, maybe responding to the commission
idea and getting some feedback; and I would love to have the bene-
fit of any concern, positive or negative, about the commission.

Mr. Veator, thank you again for your testimony. If you would
give my regards to Lieutenant Governor Swift, I enjoyed and ap-
preciate her work on privacy. And one thing that struck me about
your testimony is that you mentioned two or three bills are pend-
ing in State legislatures dealing with the privacy issue now. In
your State of Massachusetts, have you all passed any substantive
privacy legislation?

Mr. VEATOR. I think that there are—the short answer is no, I
think not in the last year or so. There are several bills that are
quite close, working their way through the legislature relating to—
primarily to medical and health privacy. There are two bills relat-
ing to financial service, primarily to financial services privacy.

Mr. HUTCHINSON. Are you aware of some States that are using
the commission approach to developing their own State policies on
privacy?

Mr. VEATOR. I am not aware of other States, just our experience
where we tried to pull together as many people we could with di-
verse stakes, if you will.
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Mr. HUTCHINSON. General Hatch may be aware of that. Are you
aware of any States, Mr. Hatch?

Mr. HATCH. In Minnesota, we did try to appoint a task force. The
problem is it ends up being, as you have indicated, a lot of interest
groups. The purpose of a task force is to do one of three things: ei-
ther find out the technology of an issue that we cannot as lay peo-
ple figure out; second is develop, by consensus, on an issue that we
cannot get people to agree; and the third is to avoid the issue alto-
gether.

In this case, there is no science. There is science creates the
issue. The technology brings in part the issue, but it is not a hard
one, a fundamental issue of privacy. It goes back to the beginning
of this country and even further than that. It is a value issue. Re-
statement of torts, courts have covered it, statutes have covered it.

It is not a consensus. We will never get a consensus on it. You
have got too many companies that make exchange on the data, too
much legal and I think questionable activity that goes on by the
use of the information versus the fundamental right of privacy. So
the third becomes the issue to defer.

When we tried it, we quickly recognized that it doesn’t work. You
are not going to get a consensus on it. The first meeting we figured
that out. It isn’t going to occur.

Mr. HUTCHINSON. Mr. Hatch, if I might follow on on some of your
comments, I think you are right. I think a task force, or in this
case a commission, can do a number of things. One is to help build
a consensus. You also mentioned the possibility of delay. And again
that is not the intent, nor do I think it should be the result. I think
it can be a very positive thing. But a consensus to me is important.

You have introduced legislation in your State of Minnesota ad-
dressing privacy, and I think specifically toughening up the opt-in
on the financial records.

Mr. HATCH. Right.

Mr. HUTCHINSON. Has that passed?

Mr. HATCH. It’s passed one house and hopefully we have 2 days
left, we can get the other house to do it. But we have 59 hurdles
to overcome to get to those votes.

Mr. HUTCHINSON. You have 59 hurdles in Minnesota. We have
435 hurdles in the U.S. Congress. And so consensus is important
for us to build as well. And I disagree, I think that, you know, you
indicate that the American public either believe or don’t believe or
industry believes or don’t believe. I think information is crucial.
And I think that one of the things this commission provides is that
you have hearings. And it’s not just to receive information, but it’s
also an education process. People have a great understanding as to
how privacy can be protected, but also that some exchange of infor-
mation in terms of health records or health might be important for
research.

So information is valuable in building that consensus, and so I
hope that that would be the goal of this commission.

Mr. Chairman, you were generous to offer to put things in the
record. It was pointed out by your staff that the committee received
a letter from the office of the Attorney General of the State of
Texas, and has that been made a part of the record yet?
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Mr. HoRN. I was planning to make it at end of the hearing and
quote various paragraphs.

Mr. HUTCHINSON. Well, this is your thunder, but I was going to
ask whether Mr. Hatch—General Hatch, if other Attorney Generals
that you have talked to have looked at privacy in their States in
terms of whether it should be the State level multitude of layers
of privacy or whether there should be a national standard. Has
that been addressed?

Mr. HaTcH. We've had discussions on it. I think it is safe to say
that most, I won’t say all, but many of the Attorney Generals are
in agreement that it ought to be. It is a part of the police powers
of a State and it ought to be addressed at the State level. It cer-
tainly ought to be addressed at the Federal level. I think the con-
fidence level that Congress will address it is very low. We saw that
with FSMA. The bill passed and it was basically dressed up as a
basic privacy act, but it was a bank disclosure act. Banks have
more authority to disclose information.

Mr. HUTCHINSON. Are you speaking of the Gramm-Leach-Bliley
legislation that provided for an opt-out provision?

Mr. HATCH. Actually, it provided for, sir, a provision to trade in-
formation without an opt-out to any affiliate. It allows them to
trade information without an opt-out to any other company for the
sale of financial products, and then it defines a “financial product”
very broadly. So it basically did little, if anything. There would be
an argument that it tromped on the fiduciary laws that have been
enacted and have been longstanding in many States.

Mr. HUTCHINSON. I think my time has expired, Mr. Chairman.
I was going to have Mr. Spotila respond to that from the adminis-
tration standpoint, but I yield back to the Chair.

Mr. HORN. Go ahead. We will give Mr. Moran extra minutes.

Mr. HUTCHINSON. Mr. Spotila, do you believe that we should
have Congress address further the Gramm-Leach-Bliley provisions
that the Attorney General just referred to?

Mr. SPOTILA. It is our position that the statute was a step in the
right direction, but it did leave gaps that do need to be addressed.

Mr. HUTCHINSON. And right now the administration is adopting
the regulations to carry that out. There is legislation pending that
would adjust that. It is my judgment, there—this legislation might
move forward. And if it can, terrific, if you can build a consensus.
But would a commission, though, looking at this from a substantive
standpoint, look at the impact of your regulations that the adminis-
tration is putting out and how industry is adjusting to that, getting
consumer feedback; the commission would take that and make a
recommendation from there. Would that not be helpful in building
consensus to move forward?

Mr. SPOTILA. Actually, this is an interesting point, because as I
mentioned in my testimony, one of the areas we have a lot of con-
cern is that the commission might be a reason for people not to
take action on financial privacy legislation that we think is clearly
needed after that statute. If that financial privacy legislation did
move forward and the commission was now studying what, if any-
thing else—assuming there was a commission—what, if anything
else, was needed after that, without having delayed this process,
the argument for it would I think be stronger than if it were to
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suggest that we should hold up completely financial privacy legisla-
tion and let the commission try to develop consensus and look at
this in a couple of years.

Our sense is that this is a more urgent priority and that part of
the challenge here as the Congress considers this bill, is how it
might form a mechanism or create a mechanism that would allow
us to consider that longer view in studying these issues without
paralyzing us in areas that are of real priority, where action is
clearly needed and needed more swiftly.

This is actually one of the most sensitive areas about the bill and
one that gives us some discomfort for this reason.

If I might add, as to your earlier question on the issue of classi-
fied information, the language in section 7(c), which indicates that
the commission may secure directly from any department or agency
information necessary to enable it to carry out the act, and that the
head of that department shall furnish that information to the com-
mission, is the language that the agencies specifically are con-
cerned about because it does not differentiate whether that infor-
mation is classified or not. And there is no provision here that indi-
cates the commission is equipped to handle classified information.

So that is the specific provision that we are concerned about. As
to how, if at all, that could be refined, we would have to get back
to you.

Mr. HUTCHINSON. Thank you, Mr. Chairman.

Mr. HORN. The gentleman from Virginia. We are going to start
10-minute rounds now. It is like a dance out of the 1930’s. So go
ahead, my friend.

Mr. MORAN. Thank you, Mr. Horn. I don’t want to put our wit-
nesses through too long a marathon session. I will try to wrap up
any further questions I have at least today in this round.

Let me ask Mr. Spotila again, in light of the efforts that were
made with regard to medical privacy culminating in the regulations
in August 1999, and the financial services modernization effort
that is currently being made, has OMB done any preliminary anal-
ysis as to what resources might be required to perform the kind of
commission that we are talking about? Has there been any discus-
sion in that regard?

Mr. SPOTILA. I'm not aware of OMB having tried to estimate the
cost of the commission. That’s not necessarily something we would
try to do. I'm sure if you would like us to, we could try——

Mr. MORAN. Have there been discussions at OMB as to the bene-
fit of having a comprehensive study instead of the ad hoc reactive
study as a result of legislation, whether it be in medical privacy or
financial privacy areas?

Mr. SpOTILA. There has been discussion not only within OMB,
but within the administration on this issue of what I call the more
targeted approach. When it works well, it is targeted and focused
and very pragmatic, it doesn’t, it is very ad hoc and kind of irre-
sponsible. This is versus a broad approach which might be either
visionary or a waste of time. We have had a lot of discussion about
this.

Our concern is, that if the commission is focused on too broad an
area, than it won’t produce much of value, and if its timeframe is
too distant, it might not inform decisionmakers on matters that
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need more urgent attention. That is not to say that it is impossible
for a commission to add value. That is not what we are saying at
all. We do have concerns about how this balance might be struck,
however, and concerns that the way the bill is crafted now, it
might not be striking the balance correctly.

Mr. MORAN. Give me a moment to consider what you just said,
that you might not be striking the balance correctly. I would not
have been surprised if the administration had recommended a
broad study so that it could make its recommendations in a consist-
ent framework, particularly given the resources that are currently
going into the information security effort, which is very much relat-
ed to this.

Mr. SPOTILA. Yes.

Mr. MoRAN. And I know that those efforts are substantial. They
are being coordinated—actually, we are trying to figure out the
best place for it to be coordinated. But there is an office—you are
involved in that coordination?

Mr. SPOTILA. Yes, I am.

Mr. MORAN. And it would seem that when you make broad-based
policy recommendations that are applicable to medical privacy, that
there should be some consistency in terms of individual privacy
with regard to financial services as well, and that would include
profiling issues, the issues of shared information that enhance cus-
tomer service.

So I guess I was a little taken aback, or questioning at least, of
the effort on the part of the administration to take a position that
we need legislation immediately. And I'm referring to the Presi-
dent’s recent speech that protected people’s privacy without having
a good idea of how it is that you want to do that beyond what was
included in the medical effort that HHS conducted. In terms of fi-
nancial services, we haven’t done it yet. I mean, we've got legisla-
tion. Regulations haven’t actually been issued. And my interest is
in trying to keep the issue from being politicized and to put for-
ward legislation that not only stands the test of time, but has some
consistent principles that are applied broadly, whether it be in
medicine or financial services or in any other area of electronic
commerce and communication.

But I'm not lecturing you. I just wondered—do you have any
comments on that before I go on?

Mr. SpoTILA. Again, when I talked about striking a balance,
what I meant to say was that we see pressing needs in the area
of protecting privacy, financial records, medical records, genetic dis-
crimination. There are pending legislative proposals in front of the
Congress that we believe are well conceived and well drafted. They
could perhaps be refined further, but they are good pieces of legis-
lation and we do not want to see those bills frozen because a com-
mission is set up to look at the whole subject of privacy in all of
its ramifications.

Now, having said that, that does not mean that we don’t share
your sense that privacy is important and that we need to study it
in a comprehensive way and that we will need to be doing this over
a period of time.

Mr. MORAN. And that we need some consistent principles in the
projection of government policy.
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Mr. SPoTILA. Exactly.

Mr. MORAN. Mr. Chairman, I'd like to ask of the three other wit-
nesses your expectation and recommendations with regard to the
issue of whether this commission should deal with State legislation
in terms of a Federal floor and what the downside of doing that
would be. Of course, the other alternative is to simply preempt
State legislation with Federal legislation and there is precedent for
doing both.

Maybe we can ask Mr. Veator and then Mr. Hatch and Mr.
Stone.

Mr. VEATOR. Thank you, Congressman. We obviously generally
do not like to have our efforts preempted. On the other hand, I
think that is one of the issues that the committee will have to look
at as to whether or not preemption, whether it is a floor or overall
preemption, should be applied differently to different levels—ex-
cuse me different areas. To the extent that we are talking about
criminal statutes, that is traditionally within the police powers of
the State, then you may not want to preempt those kinds of things.

On the other hand, financial services seem to be increasingly, na-
tional if not international, so some level of preemption may be
more appealing. Oddly enough, health care and health information,
insurance companies that provide or pay for health care generally
are still licensed on a State-by-State basis, so it may make sense
for States to retain the ability to legislate in those areas.

Mr. MoRAN. Would you narrow the scope of the commission to
what States—other State studies have done? Have you considered
that?

Mr. VEATOR. I don’t—at some point, obviously, the commission
would want to figure out what needs to be looked at, because as
I think one of the witnesses said, privacy is pervasive in every area
and the things you keep hearing, again, are financial services,
health, identity theft, personal security, that is sometimes threat-
ened by the dissemination of our information. I'm not so sure that
the commission needs to narrow its inquiry. In fact, I think one of
the things that the commission would have to do is see how all
areas of privacy are becoming increasingly related as industry con-
verges as we go on-line and information becomes more and more
available.

Mr. MORAN. Thank you. Mr. Hatch.

Mr. HatcH. Sir, I think that certainly with the Internet you're
dealing more with interstate commerce, and I think a Federal ap-
proach to it would probably be best. With regard to banks, insur-
ance, the type of issues that have—medical, I think the States cer-
tainly ought to be able to exercise their police power. Once again,
I'm not excited about the idea of a commission. I just have bad vi-
brations about it, and in the sense that I'm afraid that it’s going
to be used just to delay action by policymakers.

And for what it’s worth in terms of coming up with consistent
principles, I would recommend to Congress to look to the restate-
ment of torts on privacy. I mean, it has a very long-debated, re-
searched application of the law. The problem is it doesn’t—they
have great principles, but nobody ever anticipated the change in
technology in terms of the speed with which information is ex-
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changed. But the principles are still the same. It is a balance: your
expectation of privacy versus the right to know.

Mr. MoORAN. That’s the point we make that things are happening
%0 fast that self-regulatory capacity seems to be developing. Mr.

tone.

Mr. STONE. Thank you, Mr. Moran. I think that while the con-
cept of a Federal floor and individual State regulation or legislation
has some appeal, I think what we are going to be left with is the
same patchwork quilt of legislative and regulatory requirements
that we currently run the risk of facing today. And as the chairman
mentioned a few moments ago, one of the issues that we have to
deal with is where do you set the standard for Federal preemption?

I think it is important to recognize that what we are talking
about here, at least from the perspective that we are here today,
is first and foremost people and their health. And there is no
s}tlandard essentially high enough that could be set in protecting
that.

On the other side of the coin, though, we’ve heard that we have
2,000 to 3,000 pending privacy bills in State legislatures, which
makes my blood run cold in terms of trying to provide services on
a national basis. If you're an employer, like a Federal Express with
employees in all 50 States, Puerto Rico, and in the District, and
you want to provide a proven, comprehensive health program to
those employees, if you run into the situation where you’re able to
do that in one jurisdiction but not able to do that in another, there
are obviously some real problems.

I think 50 years ago, health care was very local. You had a local
physician, you had a local hospital, you never went outside of town,
maybe to the nearest big city for your health care. I don’t think
that’s true today. I think if any of you gentlemen found yourself in
need of hospitalization or health care services here in the District,
you would like that institution and those caregivers to be able to
communicate with your caregivers in your home States. And it is
not atypical today for people to travel many States away for health
care and for us to be dealing with, because of technology and just
because of the aggregation of services, a provision of services from
people in States different than where the patient may reside.

I suggest that that is a pretty good picture of what the framers
had in mind when they were talking about interstate commerce,
and I don’t think that it is true today as it was several years ago
that health care is entirely local and constrained within the bound-
aries of the State in which the patient may reside or in which they
may be living at the time that they’re receiving care.

So I would urge, again, for consideration of Federal preemption,
set the standard as high as consensus of you and your colleagues
will allow to protect both the rights of privacy, the need for con-
fidentiality and the ability to provide services to the people of
America.

Mr. MORAN. Thank you. Thank you, Mr. Chairman.

Mr. HorN. I thank you, and will now go at a few other questions
that are somewhat generalist. Mr. Spotila, the thought is that in
view of the recent attack on the Federal computer systems, what
is the Office of Management and Budget doing to ensure the secu-
rity of the personal information that is stored on government com-
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puters? And obviously that is a major problem. We can do all the
legislating we want to have privacy, but if somebody can get access
regardless of that, what are the plans in that area the administra-
tion has?

Mr. SpoTiLA. We have been giving this area priority for some
time now. And let me begin by saying that although we are greatly
committed to this, and are of the belief that we currently offer good
protection to that data, we also understand that the security threat
is an ongoing challenge and that there is never a final answer here;
that there is a need to continue to maintain and upgrade security
as one goes forward in light of changes in technology and changes
in the possible threat.

We have been working at the Office of Management and Budget
with all of the agencies to improve their approach to information
security. We have put out best practices and sets of principles. We
have integrated the need to consider information security planning
into their information technology planning in the budget process.
There was significant improvement last year and the Director this
year has given new guidance to the agencies so that this will be
rolled into the budget process from the very beginning, going for-
ward.

We think that’s extremely important. What we have said, that
security is not an add-on, and that one must approach information
security in an integrated way from the very beginning as tech-
nology planning is done, reflects the best advice of GAO and cer-
tainly our best thinking as well.

We are working, in addition to that, with our security agencies,
with the law enforcement agencies and with the President’s advisor
on counterterrorism so that we can support initiatives in that area.

This will be an ongoing challenge, and we certainly look forward
to working with you and this committee as we go forward in this
area.

Mr. HORN. In your testimony, you mentioned the Health Insur-
ance Portability and Accountability Act of 1996, and you quote As-
sistant Secretary of Health and Human Services, Margaret Ham-
burg, as to believing that legislation is the only way to ensure
health information privacy.

Has—and that’s the bottom of page 4 of your testimony. And the
question would be, has the Department explored other alter-
natives?

Mr. SpoTiLA. Well, among other things, the Department is work-
ing on finalizing the health privacy regulations that we referred to
earlier. It will be issuing a rule this year that we think will be very
constructive. We are just concerned that the enforcement powers
that are available under existing law are not as effective as they
should be and that Federal legislation is needed so that anyone
who would misuse personal health information would be subject to
accountability. It is really a matter of building on some of the posi-
tive steps that have taken place in the past, including these rules
that will be coming out this year, and filling in other gaps.

Mr. HORN. Is there any thought as to the type of penalty that
might apply at this point?

Mr. SpoTiLA. Well, there has been a variety of testimony on what
new legislation in this area might look like or what it ought to look
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like. We think it is necessary to set the standard correctly first,
and then to address penalties. I think that we have to fill the gaps
and make it clear that we recognize the sensitivity of health
records, that we think that the individual should have some control
over how those health records are used and that they shouldn’t be
used without consent. These principles are vitally important and
there are some gaps in terms of how they are applied.

The specific penalty could vary. I think the notion that we've set
those standards and that we’ve tried to address those gaps is the
most important principle.

Mr. HOrN. Now, has the administration already come up with
that in the draft of the Health and Human Services—or do you
have other drafts going with the principal idea?

Mr. SPOTILA. There is, as I mentioned, a proposed rule that went
out for comment that got 53,000 comments. The Department is
working on finalizing that rule. It is a huge task. Reviewing all of
those comments and taking them into consideration will be very
time consuming. Our timeframe on that is to get the rule out this
year. The possibility of future legislation is something that could be
looked at.

Mr. HOrRN. We've got fiscal years, we've got calendar years.
Which year?

Mr. SPOTILA. I'm referring to calendar year 2000 for getting the
rule out, with the proviso that we would like to do it as soon as
it could be done. I don’t mean to suggest that it will be the last
day of the calendar year.

Mr. HorN. I wanted to know if it was the midnight judges’ tech-
nique.

Mr. SpoTiLA. We would very much like it not to be. Part of a re-
sponsible approach to a rule like this is to consider seriously those
comments that members of the public made and to take them into
account and address in the preamble to the rule what the Depart-
ment believes about those comments. When you get 53,000, that’s
a big job. So we are trying to get it right. We are trying also to
be fair and proper in the process. So it will be time consuming, but
we think the rule will be a good one when it comes out.

Mr. HORN. One of the arguments against developing a new pri-
vacy commission is the potential that old work will be duplicated.
I just want to ask you if you and your staff and the HHS staff,
have they looked at other commission studies at the State level and
individuals in Washington think tanks? And what kind of help
have you relied on?

Mr. SpoTiLA. We have attempted—and the Department, obvi-
ously has had the lead here—we have attempted to draw on all of
those studies and all of the information that we know of. So that
would include those to which you refer. That in going forward in
setting up a sensible rule, we could take into account that wisdom.

The comment about the commission or concern about the com-
mission is that it’s important that any future effort that studies the
privacy area should also build on what has gone before and that
should be a guiding principle.

Mr. HORN. Moving to Mr. Veator, in your testimony you men-
tioned that businesses were taking steps to protect private informa-
tion. Could you sort of describe the Massachusetts experience and
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what is happening in that area and what companies have been suc-
cessful?

Mr. VEATOR. Well, since finalizing our legislation, we have had
the opportunity to meet with a number of businesses who are ei-
ther happy or concerned at different levels by it, and we have had
the opportunity to learn what their privacy protection policies are.
And I note that I think that the FTC sweeps Web sites. Web sites
with privacy protection policies have gone from something like 14
percent to 56 percent in the last year. So I think more and more
companies are aware, especially on-line, that they need have some
sort of privacy protection right up front.

Mr. HORN. Now, as I understand it, the Massachusetts Lieuten-
ant Governor has taken an active role in the issue of privacy as a
member of the Federal Trade Commission study on privacy. So you
found that to be helpful, I take it?

Mr. VEATOR. I think it was both helpful and informative as to
how a commission approach really could be very helpful. The par-
ticular FTC committee was on providing consumers with access to
their personal data on-line and ensuring security of that data at
the same time. The committee managed to get 40 representatives,
approximately, from industry, privacy advocacy groups, from
around the country, and the depth and wealth of information I
think that was available in the room when those people met and
on lots of conference calls was instrumental in putting together
what I think is a very robust analysis of security and access.

Mr. HORN. Mr. Stone, I'm curious; in your testimony you discuss
the positive effects on disease management when medical records
are accessible to companies such as American Health Ways. Now,
beyond the patient’s name and the physician’s diagnosis, what kind
of information do these companies really receive? Is it address, So-
cial Security number, entire medical history or what?

Mr. STONE. Mr. Chairman, it’s the entire medical history, both
past and going forward, that is received and used by a disease
management organization. I think that recognizing we are dealing
with a chronic disease population, it’s problematic to think of the
use of information in an episode-of-care kind of fashion that per-
meates so much of American medicine. In order to help people with
chronic diseases who are ill from the day theyre diagnosed and
until the day that they die, we need to know how to work with
them and their physicians in order to develop and implement care
plans that are responsive to the changes in their condition over
time.

So we start out with a complete medical record consisting of
claims information, the insurance company; pharmacy information,
the pharmacy benefits manager; lab information and any informa-
tion which we can get—which proves to be difficult sometimes be-
cause physicians are still pretty much on paper processes in their
office—and information from the patient. As this information is up-
dated over time, the patient’s stratification within the system will
change and the interventions which are provided in support of
their self-management efforts and in support of their physician’s
care plans will change as well.
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So it becomes a rather comprehensive clinical and financial data-
base of information with respect to each of the patients that are in
the program.

Mr. HORN. Mr. Stone, are there other companies such as yours?

Mr. STONE. Yes, sir, there are.

Mr. HORN. How many are we talking about?

Mr. STONE. Well, the current count is somewhere around 170. I
would suggest that a number of those organizations, however, are
claiming to provide disease management services in order to take
advantage of some of the protections that have been afforded them
under the HHS proposed regulations and which were even included
in Senator Jeffords’ bill on privacy which did not emerge from com-
mittee last year. And one of the things that we hope that Congress
and/or this commission can do is begin to draw the distinction be-
tween those disease management efforts which are legitimately
aimed at improving individuals’ health and those that are
masquerading as a way to offer that chronically ill population
something for sale.

Mr. HORN. So disease management would be a generic term,
then, for describing the 170; is that correct?

Mr. STONE. Yes, Mr. Chairman.

Mr. HORN. Do you know of any examples where other firms than
your own have violated a commonsense standard of privacy?

Mr. STONE. I can’t say specifically. I think that if the committee
were to look at the broad variety of organizations that are claiming
to provide disease management services, and the broad variety of
the scope of services that are being offered, staff might very quickly
be able to identify segments of the disease management industry
that might fall into that category.

Mr. HORN. Let me ask you this. We have in this country a tradi-
tional checks-and-balance system, and on the health side you have
got outside company inspections. And groups that do this are Vet-
erans Administration, hospital consultants, and so forth. And what
other balances do you see to try and keep privacy sacred, if you
will, if the individual wants that?

Mr. STONE. Well, if I understand your question correctly, Mr.
Chairman, I think that it’s important to recognize that disease
management as a concept is only 6 or 7 years old, and has made
significant strides toward professionalization and self-regulation
over the last year to 18 months. I fully anticipate that within the
next year to 18 months, we are going to see emerge accrediting pro-
grams for disease management organizations. I know that such
programs are under consideration by the Joint Commission on Ac-
creditation of Health Care Organizations, URAC and NCQA,
among others, and I think those are going to come into play in the
relatively near future. I think clearly that kind of good house-
keeping seal of approval will go a long way to assuring patients
and physicians and health plans that the information being re-
ceived by organizations with that kind of accreditation has met a
certain set of standards.

In the interim, the industry has—is working on its own state-
ment through the Disease Management Association of America on
privacy, on the minimum standards that should be in place, and I
think that we are going to see not only the accreditation process
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develop but a rapid shrinking of the number of organizations offer-
ing disease management services as those industry efforts for self-
regulation take hold.

Mr. HORN. Now, remind me on that. In your testimony it seems
to me there is real concern about State privacy laws that inhibit
people from getting the treatment they need. How serious a situa-
tion is that and should that be Federal preemption?

Mr. SToNE. Well, I think, fortunately, the States have been rel-
atively slow to the legislative process. There is State law in Califor-
nia which was passed at the 11th hour in their last legislative ses-
sion which is currently going under emergency remediation because
of the essentially chilling impact it had on the delivery of disease
management service.

I think everybody is familiar with the effort in the State of
Maine last year which, while well-intentioned, prevented clergy
from visiting people in the hospital because the hospital couldn’t
tell the clergyman whether the patient was actually there.

Mr. HORN. I thought the flowers example was particularly upset-
ting.

Mr. STONE. Massachusetts has legislation pending. Texas has
legislation pending. Florida has legislation pending. Certainly three
bellwether States in terms of health care regulation.

All of which was modeled after the California bill which managed
to pass, and the industry association is also lobbying hard in all of
those States, pointing out that the California bill is about to be re-
pealed, at least as it relates to disease management.

I think that to the extent that the organizations who are provid-
ing these services on behalf of health plans, their members and
physicians recognized, again, that this is people’s health we are
talking about, the issues become fairly straightforward. It’s when
you fall over the line into the provision of health care services or
would-be provision of health care services in support of commerce
or some other product or service that the abuses that we've all
heard about come to pass.

Mr. HORN. Attorney General Hatch, does Minnesota have a Free-
dom of Information Act?

Mr. HATCH. Yes, sir, we call it the Data Practices Act; but yes,
sir.

Mr. HoORrN. Has the impact of privacy laws—or would it be, in
your mind—in any way change the Freedom of Information Act or
would the State have to change it if they had a privacy law?

Mr. HATCH. No, sir. We took—at least the way we’re approaching
it is we take one segment of society, take it issue by issue: banking,
financial data, versus health data versus government data. And
oddly enough in Minnesota and I think most States and certainly
in the Federal Government, the issue of government data has been
with the Freedom of Information Act and the Data Practices Act
has been debated and there are statutes in place. There is some ef-
fect on government data in Minnesota with regard to the Shelby
amendment on driver’s licenses. We are having a debate on that
issue. But pretty much government information is leaving it alone
in terms of what the Data Practices Act contains, which parallels
very closely what goes on at the Federal level.
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Mr. HORN. Well, let’s hear about the Federal level. Mr. Spotila,
how much, if any, would be a problem with, say, the HHS privacy
regulations which are out there now and the Freedom of Informa-
tion Act? Is there a problem there, and has anybody between Jus-
tice and your office thought through those problems?

Mr. SPOTILA. Our sense is that there is not a problem, that the
Freedom of Information Act has always allowed for the protection
of private information of the sort that we are talking about, indi-
vidual information.

In terms of what the HHS rule will look like as a final rule, that
is still in the course of development. We're certainly sensitive to
not creating a problem with the Freedom of Information Act; that
would be something that we are always going to be careful about.

Mr. HORN. Do any of you see any problems here that we haven’t
brought up yet that you’d like to raise and maybe did not raise in
your own statements? Do you have something, Mr. Spotila?

Mr. SpOTILA. Nothing else, other than as I mentioned, that we
welcome the good intentions that are reflected in this bill and
would look forward to working with the committee further.

Mr. HORN. Getting back to Mr. Hatch a minute, in your testi-
mony you talked about the need for the States to take action on
the issue of privacy. Our staff has talked with people from the
Mayo Clinic and the University of Minnesota. They discussed their
concerns with privacy legislation initiated in the Minnesota legisla-
ture saying the opt-in policy was not successful for them.

Mr. HATCH. Sir, what that relates to is it is a separate bill. In
Minnesota, health data is transferred to the government without
your permission; all patients without permission, without knowl-
edge. And what I proposed is a bill saying at least you ought to get
the consent of the patient. Center for Disease Control, Mayo Clinic
and everybody else does it.

I am surprised that all of the health information, at least health
data is being transferred to the Minnesota Department of Health
Data Institute without even the knowledge of the patients, and
there are a number of issues that will be coming out with regard
to how that information is being used.

In that case, there were physicians at the Mayo Clinic who were
on the Health Data Institute who opposed it even though only 60
percent of the—a little more than 60 percent of the patient data
that is being sent, again without knowledge, people who are charity
cases, people who pay cash, people that go in for certain types of,
say, cosmetic surgery surgeries that are not covered by an HMO or
insurer, are not transferred. So actually, statistically, the informa-
tion is not as credible as a process where you do get the consent
of a patient, simply because 97 percent of them will consent to it.
In this case it is about 60.

I don’t oppose having the information sent to the government as
long as you don’t have a patient’s name and Social Security num-
ber attached to it. And there have been examples of leaks; you
mentioned yourself, sir, with regard to government data being
transmitted inadvertently. We had examples in Florida of lists and
certainly we have other statutes that require listing of epidemics—
epidemiology with regard to transferable diseases. But they did dis-
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agree with the idea that the patient ought to have to give consent
because their data is being sent.

Mr. HORN. Has there been any effect on the quality of medical
research to your knowledge?

Mr. HATCH. No.
Mr. HORN. Here people would argue the Shelby amendment is a
problem.

Mr. HATCH. Your Honor, in Minnesota the Department of Health
has never issued any studies. They gather the data but no studies
have ever been issued. And, indeed, if they did, given the fact that
only 60 percent of the data is being transmitted, it is probably less
credible than the research facilities that do get patient consent.
They get about 97 percent data response.

My beef with that is simply that you ought to at least notify the
patient. When you walk into a hospital you have to sign three
times. One of them is a consent form that basically allows a trans-
mission. It seems to me before it goes to the government, there
ought to be some acknowledgment by the patient that it goes. Ei-
ther that, or you can send the data, but just don’t send the pa-
tient’s name with it. Give it a code. That was my beef.

Mr. HORN. In other words, your State health department could
collect this data but would not need to have the address and the
name of the person that is the result of that data?

Mr. HATCH. Sir, yes, and my proposal did not pass. So that’s the
one that did not get enacted.

Mr. HorN. How about it, Mr. Stone? How much of a difficulty
would that be with, say, the management—disease managment
companies?

Mr. STONE. I think, Mr. Chairman, there are significant dif-
ferences between research which requires aggregated data but does
not require, as General Hatch suggested, patient names and identi-
fiable information for the analysis on that data to be carried out,
and for activities that are in the stream of delivering health care
services, which is where our industry, our company, HHS, Senator
Frist and Breaux and the President have all put disease manage-
ment as part of the treatment side of medicine.

And to do treatment effectively, you need to know who you are
talking to and where they live and how to contact them so that you
can have intermittent actions, whether those be face to face, phone,
Internet or whatever, with those individuals in order to further
their care.

Mr. HORN. But does the patient know that this personal informa-
tion is being released to you?

Mr. STONE. I would say probably not, since in our case, anyway,
all of our programs are private labeled for the insurer who is our
customer. So the patients and their physicians are advised of a new
diabetes program for Cigna Health Care. The patients are given an
opportunity, in our model specifically, to opt out of participating in
that program. Less than 2 percent do. And if they don’t, they begin
to receive interactions as if our personnel were Cigna’s personnel.
So I doubt that they know that it’s coming from American Health
Ways.

Mr. HORN. Now, you operate in all 50 States or what?

Mr. STONE. We're currently operating, I think, in 33 States.
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Mr. HoOrN. In 33 States; is there any way that employers, insur-
ance companies, could get those lists of yours with, say, diabetes
or cancer or whatever?

Mr. STONE. Other than the insurance company that we are pro-
viding the program for? I guess there is, given the ability to tap
into electronic data systems. But it would be extremely difficult
since we are not using the Internet, we are operating on a closed
network at the moment and we are transferring information back
and forth with our insurance plan customers on a weekly or month-
ly basis.

Mr. HORN. Well, what kind of data could you find in a small Min-
nesota town, let’s say, where you have got 200 people and Olie is
57 years of age, you don’t need his name, everybody in town knows
he’s 57. Isn’t that a worry for you? I think it is for a lot of people
who say, gee, the boss is going to hear that I've got this disease
and there goes my pension.

Mr. STONE. I think that the issue you're raising Mr. Chairman,
is a very real issue. Most of the companies that we have talked to
do not want to know, and create some very serious iron walls be-
tween their H.R. functions as it relates to their employees and
those individuals in the organization who may have personal
health care information and the review, hiring, firing processes of
the company.

We do not provide information back to an individual’s employer.
Our exchange is strictly limited to the health plan that has hired
us to work with their members and their providers for the delivery
of disease management services. So it is a very tight network.

Mr. HORN. Well, could that health plan just cancel them like
that? I find health plans aren’t exactly easy to deal with.

Mr. STONE. Without meaning to, obviously, to step on our cus-
tomers’ toes, again, I guess that’s certainly possible. I think what’s
happened in the health plan industry—and I would, you know,
defer to their industry association for more detailed response—that
they have recognized finally that the days of riding the utilization
review and contracting horses to margin are over. And with some-
where between 10 and 15 percent of all their members having
chronic diseases, with all of us getting older, and therefore sicker,
health plans have begun to realize that if they are going to ever
return to any kind of reasonable margin level, they are going to
have to take care of patients. And the basic premise underlying all
disease management is that healthy people cost less.

Mr. HORN. Now, you work with university medical researchers
on a lot of your work?

Mr. STONE. No, we don’t.

Mr. HORN. You don’t?

Mr. STONE. No.

Mr. HORN. So there aren’t any studies being done, then, as to the
success or not success?

Mr. STONE. Well, in fact, there are. In 1998, there was a study
released by the Lewin Group, Dr. Rubin was the principal author,
former assistant Secretary of HHS, which validated our outcomes
for our diabetes program for 7,000 commercial members in HMOs.
And as I alluded to in my testimony, next week we will be releas-
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ing a similar study on 20,000 HMO members in Medicare-Plus
Choice plans.

So despite the fact that we are a commercial venture, we are
fully prepared and have always been prepared to put our results
out there to stand the scrutiny of public and scientific review, and
in the hope that people will come to recognize that these kinds of
programs do improve health, do create satisfied consumers and pro-
viders and save significant amounts of money.

Mr. HORN. Let me round that one out. When an organization or
a company such as yours or other types in medical research receive
public money for, say, research, does the taxpayers or the govern-
ment at all levels have access to private records used in a publicly
funded study? I would be interested in what you all think on that
one.

Mr. STONE. I don’t know that I have the expertise to respond to
that. I do know that 2 years ago we entered into an agreement
with NIH to provide them with blinded aggregate data from our
database. And it is now the largest single database on diabetes in
the country. NIH was perfectly happy to take that data in a blind-
ed format without any patient identifiers on it. Although I have to
admit in 2 years they have never once asked us for anything.

Mr. HORN. Mr. Hatch.

Mr. HatcH. The issue I was going to advise in private practice
as a lawyer—I represented insurance companies and third-party
administrators as well as some patients, actually, but the third-
party administrators of self-insured plans all—I shouldn’t say all,
but most at one time or another do get a request from an employer
with regard to issues concerning health care. They were uniformly
advised you have ADA issues here; don’t recommend that you be
doing this. On the other hand they are telling me: That is easy for
to you say, but that is my largest client.

And I recall vividly, one being a trucking company, requests the
copies of anyone having chemical dependencies. The issues here—
this is the other side of it. The public, if you're a patient and you're
aware that that data is going to be transmitted beyond the doctor,
you won’t get treatment. I will not go in for chemical dependency
treatment if I know that my employer will find out. Or as an Attor-
ney General, if the voters would find out, maybe it is something
that I want to keep confidential.

Too many areas, venereal diseases, there are too many issues
that crop up in our lives. But if I know that that is being transmit-
ted, that is going to interfere with the physician’s ability to treat
the patient.

And I don’t have any problem with aggregate data, even with pa-
tient identifier data if the patient signs off, gives a consent. And
my understanding is that roughly 97 percent of the public will give
consent on that, at least participated in that decision.

Mr. HORN. Mr. Veator.

Mr. VEATOR. We currently have a bill in front of the Massachu-
setts Legislature relating to just that question. And I think the
issues have come down to the same, which is how do you ensure
or motivate the use of aggregated, deidentified data, and then how
do you protect people who want medical services and at the same
time are aware that either through sharing information by insur-
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ance companies between either health care insurers or life insur-
ers, how you get medical services when they're worried about that
data being disseminated, properly, as it turns out in many cases.
Those are the issues I know that the Massachusetts Legislature is
dealing with now.

Mr. HORN. In your research on that, in Massachusetts, are there
a number of States doing the same thing?

Mr. VEATOR. I think so. I know that California, for example, has
either enacted or has something pending along those lines.

Mr. HORN. Let me ask you, Mr. Spotila, what’s the Federal Gov-
ernment’s position on this?

Mr. SPOTILA. There are two aspects I would point out. Aside from
this issue of aggregate data versus treatment information, we are
also aware that the Centers for Disease Control and perhaps other
public health agencies might have access to information about med-
ical conditions. But they have handled that information in accord-
ance with the Privacy Act and other confidentiality restrictions.
There’s always a need for balance between proper use and privacy.

The proposed rule that the Department of Health and Human
Services has put out on health privacy also deals with this subject.
We are likely to see an addressing of it in the final rule either
through the setting of criteria or insistence that the identification
tags be removed from some of that information.

It’s an important question. It’s very much on everyone’s mind,
and we are trying to strike the right balance to make certain that
we don’t lose some of the advantages, whether it be improved treat-
ment or public health response, as we take better steps to protect
individual privacy.

Mr. HORN. Let me move back to Attorney General Hatch now. In
your testimony, you mentioned how you took legal action against
the U.S. bank for selling personal information to marketing compa-
nies such as Member Works Incorporated. I'm curious, what addi-
tional actions did the Minnesota courts take to protect the interests
in personal privacy?

Mr. HATCH. The courts or the legislature? The courts?

Mr. HorN. The courts.

Mr. HATCH. Well, both cases settled, so they did not go any fur-
ther than that. I think there’s still a class action that’s pending in
the private side of it.

In the U.S. bank case, the bank did agree to prohibit—to not
agree to any distribution even with consent, basically. They cannot
distribute information to third-party marketers. They can distrib-
ute to affiliates on an opt-out. So it is—oddly enough, that bank is
probably working under stricter guidelines than any other bank in
the country right now.

The Member Works we did settle. The allegation there was es-
sentially they took the data, including the date of birth, and basi-
cally according to the audiotapes of the supposed consent, our esti-
mate is roughly half never agreed to any acquisition. While we did
not have statistics on it, I was surprised at the age of people; it
could be that they’re the only ones home that are answering the
phones; could be they are the ones that are most vulnerable to a
direct sales pitch. But it may also be that companies are targeting
that group, and I don’t know. But we will have more knowledge on
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that I think by year end as we’re gathering through it and looking
at other cases.

But it appears that, you know, the financial data, two-thirds of
fraud basically is directed against senior citizens, No. 1, because
they’ve got the money, it is their nest egg; and No. 2, they are per-
haps more trusting, more vulnerable.

And financial data in the wrong hands is very—can be very dan-
gerous. And the courts have not gone further, but other than that,
we do have class actions pending.

Mr. HORN. We have another few hours this week, not for your
panel, but for the panel on Tuesday and we will set up another
panel, panels one and two, on the Tuesday one, and then we will
have a hearing later in the week on a related subject, which in-
volves Social Security in relation to privacy and the numbers there-
of.

So what I'm going to do today is just thank you all, because you
have given us a number of vital perspectives that we really need,
and we hadn’t thought about. So I am most grateful to you for the
testimony you have given to us.

And I do want to thank the staff for putting this together and
that is J. Russell George, the staff director and chief counsel for the
Government Management, Information, and Technology Sub-
committee; and then on my left, your right, Heather Bailey is the
counsel for this hearing. Bonnie Heald, director of communications
back there next to Mr. George; Bryan Sisk, the clerk; and Liz
Seong, is an intern; and Michael Soon, intern. And then Trey Hen-
derson is counsel for Mr. Turner, the ranking member, and the mi-
nority; Jean Gosa is minority clerk. And we have today Doreen
Dotzler and Joe Strickland as the court reporters.

And I will now read the statement from the Attorney General of
the State of Texas and put that in the record.

I don’t know if the Attorney General is Democrat or Republican.
You might know.

Mr. HATCH. He’s a Republican.

Mr. HORN. He’s a Republican, OK. Because I know the Governor
has a lot of Democrats in the State government, so I did not quite
know whether this was one of the Republicans that got in. But his
letter is very interesting. He said—this is John Cornyn, Attorney
General of Texas. He says:

I want to express my support for the privacy commission, H.R. 4049, under con-
sideration by our committee here. And this legislation proposes the creation of a pri-
vacy commission that will undertake a comprehensive study of the issues relating
to the protection of individual privacy and the appropriate balance to be achieved
between protecting individual privacy and allowing appropriate uses of information.

With the advent of the Internet and the information era, privacy has become a
central issue for American citizens, industry and policymakers. As consumers are
becoming more aware of the personal information that is being collected and used
by on-line companies, their concern about individual privacy is growing.

The technology industry is also focused on the privacy issue. Recognizing that the
future of the Internet depends on consumer confidence, the technology community
has taken laudable steps to develop self-regulatory standing programs to build con-
sumer trust in the new medium. The erosion of the consumer trust poses a serious
threat to personal privacy and the future success of e-commerce and thus creates
the need for government to consider appropriate steps for the protection of consumer

rivacy.
P At t%,le same time, however we must find a way to protect consumer privacy with-
out stifling growth and innovation in the rapidly changing world of cyberspace. I



83

believe the establishment of this commission is a step in the right direction toward
achieving this balance.

Over the past few years, privacy initiatives have cropped up across the country.
The Federal Government, States, the private sector, industry groups, and consumer
groups have all formed working groups to study the issue. None of these initiatives,
however, appear to be taking the coordinated global approach proposed by the Pri-
vacy Commission Act.

Because the Internet has no boundaries, it is imperative that Federal, State and
local efforts to protect privacy and encourage the growth of the new economy be co-
ordinated. Government, industry and consumer groups need to work together to
help define their appropriate roles in achieving a balanced solution to the privacy
problem. State attorneys general have a unique perspective to share in this debate
because we are responsible for protecting consumers’ rights in 50 States.

As the Attorney General of Texas, I am deeply concerned about the privacy issue.
In particular, I am concerned about protecting children’s privacy and maintaining
the confidentiality of sensitive medical and financial information. In Texas, we are
currently studying our laws to determine how we can best protect consumer privacy
while still encouraging the growth of e-commerce.

My office has created an Internet bureau that will protect consumers’ privacy on-
line in addition to fighting cybercrime. Over the last month, I have met with numer-
ous members of our very large and growing technology community in Texas. I have
gained an understanding of the industry’s concerns and its efforts to regulate itself
in the privacy arena. In Texas, we are working to protect consumers while fostering
the growth of technology businesses.

Because I believe the proposed privacy commission will help coordinate the efforts
and perspectives of all of us involved in the privacy debate, I encourage your sub-
committee to support the proposed Privacy Commission Act.

Thank you for your consideration of my views. I respectfully request this letter
be submitted for the record.

We thank you; and we thank Attorney General Hatch; and we
thank you, Mr. Veator, on the State perspective; and we thank you,
Mr. Stone, on the very interesting and unique model that is going
on in disease management. And we thank you, Mr. Spotila, for giv-
ing us the broad view of what is going on in the Federal Govern-
ment. Thank you very much for coming.

Now, the Democratic staff and the Republican staff might have
additional questions, and if you don’t mind we would like you to
respond to them because Mr. Turner had to go out for a very im-
portant meeting. He might well have some questions, and we would
appreciate it if you would give those answers. We will put them in
the record without objection at this point.

At this point, we are recessing until Tuesday at 2 p.m. to con-
tinue the rest of the panels, and that is in room 2247. The full com-
mittee, I believe, is in here. It will be in room 2154. The full com-
mittee is not meeting.

With that, we are adjourned.

[Whereupon, at 4:03 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Statement by

Wil]is H. Ware

To the

Committee on Government Reform
Subcommittee on Government Management

United State House of Representatives
Hearing On

Establishing a Commission for the Comprehensive
Study of Privacy Protection

HR 4049

May 15, 2000

Introduction

Mr. Chairman and members of the Subcommittee, I regret not being able to be present in
person today to discuss a topic which has been a central item of both my personal and
professional auention for the Jast 30 years. My name is Willis H. Ware and I have
enjoyed a lifelong career with the RAND Corporation of Santa Monica, California. My
present statas is that of resident consultant and staff member cmeritus: but in the past, I
have held various management and research staff positions within RAND, In these
several roles, I have participared in many policy studies, both within the company and as
member or chairruan of various federal-level committecs and advisory boards.

The views presented below are personal ones that reflect my fifty years in the computer
field: and of that, thirty years have included an involvement with privacy, information
sceurity, and critical infrastructure protection. My views were formulated without
reference to priar testimony before the subcommittes; and fo the extent that there is
sirnilarity or overlap, it is coincidentsl. These views are based on my professional
achievements and experience; in no way do they reflect any that might be held by RAND
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In the carly 1970% 1 chaired [HEW] Secretary Elliot Richardson's comumitice on
Automated Personal Data Systems. This effart produced the well known report: Records,
Computers and the Rights of Citizens. The wark of this group provided the intellectual
stimnlus and framework far the Privacy Act of 1974. In particular its report introdnced
the concept of a Code of Fair Information Practices, and provided the details of such 2
Code. The Act, in turm, established the Privacy Protection Study Commission [PPSC] to
which I was appointed as a Commissioner by President Ford: I also served as its vice
chairman. Ihave given many presentations and written many papers on various aspects
of persanal privacy, many of them gddressing policy cansiderations relevant to actions
that the federal govemment might have taken. My name, reputation and achievements
are well known in the fields of information security and personal privacy.

Semantics

Ler me caution the subcommittes that the word privacy is sometimes used as a synonym
far confidentinlity. HR 4049 uses the word in its proper and original sense; hamely, the
collection, storage, and use of infarmation about individuals for the purpose of making
decisions ahout them for some right, benefit, or privilege. That is also the sense in which
1 will use the term today. To put it another way: what personal information will be
allowed to be collected, and for what purpese will it be allowed to be used.

Scope of Statement

I wiil not address the need far Congress to atiend to the privacy issue. You have already
heard excellent westimony during your April hearings, particularly the starement of Mr.
Robert Douglas which illustrates how the Internet is creating sericus privacy issues, and
the statement of Ms, Sallie Twentyman which describes so poignantly how the growing
incidence of idenvity theft impacts an individual. Ir goss withour saying that the privacy
issue is in urgent need of attention.

Neither will 1 address the detailed wording of the draft bill, although I offer some
thoughts for minor adjustments.

I want to concentrate on the larger aspect; namely, the setting in which this bill is
presented before Congress, and the expectations that Congress might have from a
commission that this bill would create. In providing my views, I have drawn on my
sxperience as a commissioner of the Privacy Protection Study Commission which did a
simijar smdy in the middle 1970%, and my experience as chairman of the HEW
Committee.
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The Present Privacy Issue

I think it important for the subcommittee to understand how the privacy issbe has
evolved, During the HEW Committee work, the focal point of concermn was the
govemment agency, and its holdings and use of personal information. The federal
govemument was seen as fhe problem. Of primary concern were the huge databanks that
federal agencies mainmin In support of their missions, There was also an overtons of
instinoting a universal personal identifier which Cotipress was considering; namely, the
Social Security Numnber. During the work of the Privacy Protection Study Commission,
the scope of privacy concerns expanded to include the behavior of large corparations.
They also operate large recordkeeping systerns and data banks of personal information
which has been gathered primarily to support the corpaorate mission and its marketed
products and services.

In the intervening 25 years, the new and present concern is the information industry per
se - an industry in which information about people is gathered solely to become a
commodity and & marketeble product. As well understood and underscored by your priar
testimony, the very cxistence of the Internet has been a major driver in the emergence of
this new aspect. And of course, the older aspects of privacy have become more
complicated and complex under the widespread adoption of electromic computer and
communications technology; ¢.g., the electronic delivery of benefits such as food stamps,
the electropic filing of tax returns and other documents, clectronic comrnerce.

Admiuedly, the three different aspects of the privacy issue do not exist in individnal

- isolation: they do indeed intersct. But for the work of the Congress it is Iiportant to
pnderstand the evolving structure of the privacy issue, and which aspects have some
coverage in law vs, those that are completely pnaddressed. 1 think that Congress, and any
new commission, would find that extant privacy laws probably are in need of some
updating 1o reflect the contemporary infarmation infrastructure.

Detailed Comments

1. Thave no comment on Section 2, Findings. The staternents therein are in the nawre of

scene setting, are generally sadsfactory, and sufficient for establishing the thrust of the
il

2. One comment on Section 3, Duties of the Commission. This levies an appropriate
charge on the Commission except that it is worded as though the privacy issue had
never been sindied before. There is no reference to the many studies that have been
done, in particular the PPSC cffort of the mid-1970%. If it is appropriate for a law to
teference precedence and histary of an issue, I would think it proper to modify this
section accordingly. Certainly, a new and wise commisston would first read
thoroughly the PPSC report, the intervening other studies, and determine what had
changed and how. A niew commission would have to decide which privacy issues
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need to be addressad de novo; and which simply need an update or possibly
extrapolation.

3. Membership. Seventeen is a big group; the PPSC had 7 members. After the death of
one, the bulk of its work was done by the remaining, supported by a very effective staff.
The enabling act provided that two members would be from Congress, which was a
conseguence of how the Act came into existence. Generally, the PPSC had perfect
attendance for its meetings, except that the political members tended 0 have schedule
conflicts, often unexpectedly. High attendance was very important, especially for those
discussions in which positions were arpued out. On balance. I would say that the bulk of
the intellecrual insights, and the innovarive positions and solutions came from the private
sector members of PPSC and from the staff.

In regard to this corrent effort, T would have great concern that the wording of Section §
will ternpt the Congress to appoint its own with the result that the commission wonld
become a political animal, whereas it mnst be a thoughifol policy-ariented study group. 1
would urge thar at Jeast baif, even 2/3, of the membership be from the private sector and a
minimurm from within government. The law should make this clear. The reality of
gemting good commissioners will lie in the selection process, and probably cannot he
addressed in words of the law,

I take this position on membership for a very significant reason. In the 1970%, the
privacy issue was congidered to be a problem driven by the actions of federal agencies.

In the 20007, the privacy problem is driven equally by the government and by the private
sector. Indeed, many of HR 4049’ findings are issues deriving from the behavior of the
private sector. This is all the moee reason for a Iarge fraction of a new comumission 10 be
non-government people,

4. Scction 6 is straightforward. I would observe that the PPSC fortunately had a
chairperson who had been through a prior coramiiteg action on privacy [HEW Secretary
Elliot Richardson’s study commintee]. Ms. Carole Parsons [Bailey] was experienced,
knew the topic very thoroughly, and was a dedicated worker. A law probably cannot
address the qualifications of the staff directar, but the success of the commission will
depend very heavily on the person’s qualifications. You would not want someone for
whom this wonld be seen as just another administrative assignment; you would want
sameone dedicated to the cause and ideally, already knowledgenable about it.

5. Section 7 is largely conventional legislative boiler plate and needs no comment.

6. Section 9, [ would estimare that $2.5M is too little for the commission todo a
comprehensive job. Itis wrue thar past work and the experience of histary is much more
extensive now than it was in 1975. Therefore, one might suppose that the task of a new
commission would be less demanding than that for the PPSC. The PPSC expended (as T
recally $2.25M over 2+ years but just the effects of inflation over 25 vears wounld make 2
realistic funding more fike $4-5M.
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In addition 1 point out that the nature of the privacy issues are today every bit as complex
and intricate as they were in 1970 and again in 1975, The new aspects and the recent
evolution of privacy are very different from what has been studied before; history and
insights are minimal on their particular nature. A current comunission would have as
difficult a ask as did the PPSC, especiaily given the tast moving nature of the elecironic
world. Thus, one should not expect a new commission to do its task (so to speak) "on the
cheap™; it must be adequately funded and certainly mare generously than the draft bill
provides.

Overall Time Line

1 want to estimate the likely time line for a new commission because it relates to the
Congressional expectations for and from it. HR 4049 is just starting through the
legislarive process. With luck it might be signed into law before the present
Administration changes, It would take perhaps 6 months ar so before funding would be
available, office space located and arranged for. a director and staff on hand, etc. It could
be even longer before all appointees were in place. Allowing for a little slippage, lerus
suppose that HR 4049 is passed; and the commission, fully functional by the end of 2001.

It is projected o be finished in 18 months thereafter. It probably would take of the order
of 4-6 months far the Comrnission to argue out its position, formulate its
recommendations and publish a repart. If that were subtracted from the 18 months, that
leaves a year or so to do substantive work -- a minimal calendar period. The PPSC
functioned for 2 years and 3 months and we had a very intensive schedule for hearings
and work, supported by full-rime staff activities and interactions with commissioners
between meetings. Nonetheless, ail that aside; suppose it could happen. A report would
then be before Congress sometime in 2003.

Congress and the [then) Administration wobld have to decide what action 1o take. Who
knows how long that would take, but my guess is that little remedial privacy law could be
in place before 2005.

Meanwhile, the private sector warld and its electromic infrastructure is moving very
rapidly. We all know it. Driven by a seemingly overwhelming nrge for economic
opportunity and by abundant venture capital, the private information industry and
electronic commerce -- the new twists to the privacy issue -- are creaing privacy
infractions almast faster than they can be idenrified.

To wait until 2005 for remedial action on pressing and current privacy issues
strikes me as being neglectful of a very important gocial issoe.
Congressional Expectations

Even if my time estmate could be squeezed by a year -- 2004 for legislation or rule
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making -- the beneficial consequences are likely to still be marginal. The privacy issues
of today will either have been solved, will have become overwhelming and outside the
reach of any reasonable law or regulation, or their consequences will have been accepted
by society.

1 make this major observation.

1 think it is a serions shortfall in outcome if Congress expects the
results of 3 new privacy commission to point the way for the country
1o handle its present privacy obligations.

1 fear that any report of a commission, no matier how excellent, witl have been avertaken
by svents in the real world, There {s no way that the commission could be agile enough,
especially in its political setting. to keep up with the moving target represented by taday’s
privacy 1ssues.

Alternaie Approach

I cannot express pessimistic views about the effectiveness of HR 4049 without offering
ap alternate choice. 1 would rather have Congress focus on 2 or 3 of the obvious privacy
problems of today and dea] with them; but still create the commission as the means to
provide a forward looking big picture. The combination of its report plus the experience
of the legislation -- that I would hope Congress could pass on 2-3 issues concurrently -~
would put the country in position about 2005 or so to review the privacy simarion, make
adjustments in old legislation, and innovate new.

One can debate what current major privacy issncs require attention, some more urgently
than others. Certainly, medical and financial privecy are both high on the list, especially
the role of the SSN in these areas. Also urgent for antention is the privacy dimension
raised by the intersction of commercial interests with the Interner. The activities of the
jaw enforcement community should be on the list. The beliavior of the federal
government could stand review, as might the actions of the states and their electronic
interactions with the federal government. Privacy conseguences of the drive to protect
the critical infrasoructure might be on the list.

In fact, Congress could profitably hold hearings on the question: "Whuat are the major
privacy issues that Congress should address in 20017" Or Congress might request some

appropriate study organization to conduct such an examination, perhaps in workshop
format to economize oo time.

Conclusion

HR 4049 is generally satistactory as an item of legislation 1o create a new privacy
commissien; it could stand some fine tuning as suggested above, My concerns are two
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fold:

Is the calendar period one in which the commission’s work could have any
consequence for present privacy concems?

What are the expectations of Congress and can this approach satisfy
them? Is the effort warth the while?

In considering these two points, note also the following. In 1970 and again in 1575 when
the HEW Committee and the PPSC were respectively in operation, there were no really
pressing privacy issues demanding stiention. While the privacy issue itself transcended
academic interest, the incidence of privacy infractions and personal harm were
occasional. There were few evenis in the real world threatening the citizenry in 4 major

way; whatever time the PPSC needed for its task conld be easily accommaodated without
serious risk to the country,

Taday is different; everything is happening much faster. Propress is at electronic speeds;
the prohfcrauon in usage of modern information technology is astounding. Unlike the
siroation in 1975, there are many privacy issues demanding attention now; there are many
privacy issues threatening the citizen -- even new anes scemingly on an almost daily
basis. There are no checks and balances in place 1o give the citizen standing to seek
redress or remedial action in case of harm. Thas. you will understand (a) my concem
about the time table over which a new commission could lead to remedial privacy actions

and (b) that independent efforts by Congress are needed to nddress roday’s privacy
threats.
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 OFFICE OF THE ATTORNEY GENERAL - STATE OF TEXAS
Joun CORNYN

May 15, 2000

The Honorable Stephen Horn

Chairman, Government Management,
Information & Technology Subcommittee

U.S. House of Representatives

2331 Rayburn House Office Building

Washington, D.C. 20515

Re:  Prvacy Commission Act
Dear Chairman Horn:

I want to express my support for the Privacy Commission Act (H.R. 4049) currently
under consideration by the House Government Reform Committee and your
subcommittee. This legislation proposes the creation of a Privacy Commission that will
undertake a comprehensive study of the issues relating to the protection of individual
privacy and the appropriate balance to be achieved between protecting individual privacy
and allowing appropriate uses of information.

With the advent of the Internet and the information era, privacy has become a central
issue for American citizens, industry and policy makers. As consumers are becoming
more aware of the personal information that is being collected and used by online
companies, their concern about their individual privacy is growing. The technology
industry is also focused on the privacy issue. Recognizing that the future of the Internet
depends on consumer confidence, the technology community has taken laudable steps to
develop self-regulatory standards programs to build consumer trust in the new medium.

The erosion of consumer trust poses a serious threat to personal privacy and the future
success of e-commerce and, thus, creates the need for government to consider appropriate
steps for the protection of consumer privacy. At the same time, however, we must find a
way to protect consumer privacy without stifling growth and innovation in the rapidly
changing world of cyberspace. I believe the establishment of this Commission is a step
in the right direction toward achieving this balance.

Over the past few years, privacy initiatives have cropped up across the country. The
federal government, states, the private sector, industry groups and consumer groups have
all formed working groups to study the issue. None of these initiatives, however, appear
to be taking the coordinated, global approach proposed by the Privacy Commission Act.
Because the Internet has no boundaries, it is imperative that federal, state and local efforts
to protect privacy and encourage the growth of the new economy be coordinated.

PosT OFFICE BOX 12548, AusTiN, Tzixas 78711-2548 TrL: (512)463-2100 WEs: WWW.OAG.STATE.TX.US

o Equal Employment Opportunity Employer - Printed on Recycled Paper
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The Honorable Stephen Horn
May 15, 2000
Page 2

Government, industry and consumer groups need to work together to help define their
appropriate roles in achieving a balanced solution to the privacy problem.

State Attorneys General have a unique perspective to share in this debate because we are
responsible for protecting consumers’ rights in the fifty states. Asthe Attorney General
of Texas, I am deeply concerned about the privacy issue. In particular, I am concerned
about protecting children’s privacy and maintaining the confidentiality of sensitive
medical and financial information. In Texas, we are currently studying our laws to
determine how we can best protect consumer privacy while still encouraging the growth
of e-commerce. My office is creating an InterNet Bureau that will protect consumers’
privacy online in addition to fighting cybercrime.. Over the last month, T have met with
numerous members of our very large and growing technology community in Texas. I
have gained an understanding of the industry’s concerns and its efforts to regulate itself in
the privacy arena. In Texas, we are working together to protect consumers while
fostering the growth of technology businesses.

Because I believe the proposed Privacy Commission will help to coordinate the efforts
and perspectives of all of us involved in the privacy debate, I encourage your
Subcommittee to support the proposed Privacy Commission Act. Thank you for your
consideration of my views. I respectfully request that this letter be submitted for the
record.

Jd (g

John Cornyn
Attorney General of Texas

JC:cm

cc: Congressman Judy Biggert, Vice Chairman
Congressman Thomas M. Davis
Congressman Greg Walden
Congressman Doug Ose
Congressman Paul Ryan
Congressman Jim Turner
Congressman Paul E. Kanjorski
Congressman Major R. Owens
Congressman Patsy T. Mink
Congressman Carolyn B. Maloney
Texas Delegation



H.R. 4049, TO ESTABLISH THE COMMISSION
FOR COMPREHENSIVE STUDY OF PRIVACY
PROTECTION

TUESDAY, MAY 16, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2 p.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn, Turner, and Waxman (ex officio).

Also present: Representatives Hutchinson and Moran of Virginia.

Staff present: J. Russell George, staff director; Bonnie Heald,
communications director; Heather Bailey, professional staff mem-
ber; Bryan Sisk, clerk; Liz Seong and Michael Soon, interns; Phil
Barnett, minority chief counsel; Kristin Amerling, minority deputy
chief counsel; Michelle Ash and Trey Henderson, minority counsels;
and Jean Gosa, minority assistant clerk.

Mr. HORN. A quorum is present. We have a vote on the floor, and
we will be in recess until 20 after 2. We're in recess.

[Recess.]

Mr. HORN. A quorum being present, this hearing of the Sub-
committee on Government Management, Information, and Tech-
nology will resume.

The subcommittee is continuing its examination of H.R. 4049, a
bill to establish a commission on the comprehensive study of pri-
vacy protection.

Yesterday the Honorable John Spotila, Administrator of Regu-
latory Affairs at the Office of Management and Budget, testified
about the efforts being taken by Federal agencies to protect private
information against inappropriate disclosure.

Minnesota’s Attorney General Mike Hatch and Mr. David Veator,
from the Massachusetts’ Office of Consumer Affairs and Business
Regulation discussed the complexities of attempting to craft appro-
priate State legislation.

Our fourth witness was from the private sector and discussed
why such legislation is necessary. Mr. Robert Stone is the executive
vice president of American Healthways, a company that provides
disease management programs to about 170,000 people enrolled in
health maintenance organizations. His company sets up treatment
plans for patients with chronic illnesses. Mr. Stone testified that in

(93)
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many States HMOs share their patients’ medical records with dis-
ease management companies such as American Healthways, even
though most patients are unaware that a third party is viewing
their personal records.

With that, we will proceed with the panels today, and we will
begin with panel one for Tuesday. Mr. Belair I see is here, editor
of Privacy & American Business; Dr. Mary Culnan, professor,
McDonough School of Business, Georgetown University; Christine
Varney, former Commissioner, Federal Trade Commission; and
Solveig Singleton, Director of Information Studies at the CATO In-
stitute; Ron Plesser, legislative counsel, 1977 Privacy Commission,
and Stanley Sokul, member of the Advisory Commission on Elec-
tronic Commerce.

Let me explain how the subcommittee works. We work essen-
tially that once—we’re going right down the line, and your state-
ment is fully put in the record. We'd like you to summarize it in
5 minutes so we can have a dialog between the Members here and
the other witnesses so we get something from that besides simply
a written paper. In the case of government agencies, usually the
person’s never written the paper, but you're different, and I know
you struggled over it probably like all of us when we are in the pri-
vate sector.

So we will also have panel two today, the Honorable Edward
Markey, Member from Massachusetts; the Honorable Joe Barton,
Member from Texas; the Honorable Jim Greenwood, Member from
Pennsylvania, and they will join us on panel two.

So we think we are without a lot of votes to disrupt us today,
but that’s democracy, so we have to do that. It’s always a pleasure
to take a walk anyhow around here.

[The prepared statement of Hon. Stephen Horn follows:]



DAN BURTON. INDIANA,
THAIRMAN

BENJAMIN A GILMAN, NEW YORK

CONSTANCE & MORELLA, MARYLAND

CHRISTOPMER SHAYS, CONNEGTICUT

ILEANA ROS LENTINEN. FLORIDA

JOHN M MCHUGH, NEW YORK

95

ONE HUNDRED SIXTH CONGRESS

Congress of the United States

HENRY A WAXMAN, CALIFCANG,
RANKING MINORITY NEMBER

TOM LANTOS. CALIFORNIA

ROBERT € WISE, Ja WEST VIRGINA

MAJOR R_OWENS, NEW YORK

EDOLPHUS TOWNS, NEW YORK

PAULE. KANIORSKI

, PENNSYLVANIA

STEPHEN HORN. CALIFORNIA ¥ A CONOIT, CAUIF
N MICA. FL PATSY . MiNK, NAWAL
AS M. DAVIS Il VIRGINIA GAROLYN 8. MALONEY. NEW YORK
MES

House of Representatives
COMMITTEE ON GOVERNMENT REFORM
2157 RavBURN House OFFICE BUILDING
WASHINGTON, DC 205156143

W
THOMAS H. ALLEN, MAINE
GREG WALOEN, OREGON HAROLD €. FORD, Jn., TENNESSEE
OSE. CALIFORNIA
PAUL AYAN, WISCONSIN Maomry (262) 225.8074
HAT CORUTILE CALFORNA - es) BERNARD SANDERS, VERMONT,
HELEN CHENOWETH, [DAHO. OEPeNENT -
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“Legislative Hearing to Establish the Commission for the Comprehensive
Study of Privacy Protection”

OPENING STATEMENT
REPRESENTATIVE STEPHEN HORN (R-CA)
Chairman, Subcommittee on Government Management,
Information, and Technology
May 16, 2000

A quorum being present, this hearing of the Subcommittee on Government Management,
Information, and Technology will resume. The subcommittee is continuing its examination of
H.R. 4049, a bill to establish a commission on the comprehensive study of privacy protection.

Yesterday, the Honorable John Spotila, Administrator of Regulatory Affairs at the Office
of Management and Budget testified about the efforts being taken by federal agencies to protect
private information against inappropriate disclosure.

Minnesota's Attorney General Mike Hatch and Mr. David Veator from Massachusetts’
Office of Consumer Affairs and Business Regulation discussed the complexities of atternpting to
craft appropriate state legislation.

Our fourth witness was from the private sector, and discussed why such legislation is
necessary. Mr. Robert Stone is Executive Vice President of American Healthways, a company
that provides disease management programs to about 170,000 people enrolled in health
maintenance organizations. His company sets up treatment plans for patients with chronic
illnesses.

Mr. Stone testified that in many states HMOs share their patients' medical records with
disease management companies, such as American Healthways, even though most patients are
unaware that a third party is viewing their personal records.
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American Healthways does not share the medical records with other companies, such as
marketing agencies or employers, Mr. Stone said, adding that not all of the 170 companies that
provide similar medical services are as respectful of patient privacy.

Today, the subcommittee will continue this important discussion with representatives
from privacy commissions that have been established by state and federal agencies. They will
discuss their work, and suggest areas that need additional study.

I welcome our witnesses, and look forward to their testimony.
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Mr. HOrN. So we will begin, then, with, besides my opening
statement, I believe the gentleman, the ranking member on the full
committee, Mr. Waxman for an opening statement.

Mr. WAXMAN. Thank you very much, Mr. Chairman. I want to
commend you for holding hearings today and yesterday on H.R.
4049. 1 regret I was unable to attend yesterday’s session due to a
preexisting schedule conflict. I was flying back from Los Angeles.
You know how that is, Mr. Chairman. But I understand the session
was informative.

H.R. 4049 proposes a $2.5 million privacy commission to study
a wide range of very complex issues that affect a tremendous num-
ber of stakeholders. It is important to examine this proposal care-
fully and ensure that those with relevant expertise and experience
have had a chance to review it, and I appreciate that you facili-
tated that process with this week’s hearings.

The schedule the subcommittee has set for moving this legisla-
tion forward, however, may be self-defeating. Many of us want
strong privacy legislation, but the rushing pace we are following
with this bill may result in legislation that is counterproductive to
privacy efforts. H.R. 4049 was introduced at the end of March. The
subcommittee announced last week that it is interested in having
a markup by next week. This intention to mark up this bill by next
week was announced before the subcommittee even heard from the
many experts that are coming before us this week, and as we saw
from testimony and statements provided yesterday, the bill poses
numerous issues that require careful thought. I fear that by rush-
ing, we could foreclose the opportunity to design a commission we
can be confident would be an effective use of taxpayers’ dollars. It
would be ironic if those arguing for a deliberate, thorough commis-
sion review of privacy issues do not give deliberate, thorough con-
sideration to issues relevant to establishing such a commission.

I think it’s worthy noting that the pace in which the committee
is moving on this proposal to study privacy stands in stark contrast
to the complete lack of attention the committee has paid to legisla-
tion that would actually establish privacy protections. For example,
in May of last year, Mr. Condit, myself, Mr. Markey, Mr. Dingell,
Mr. Turner, and many other colleagues on this committee and oth-
ers introduced legislation that would establish comprehensive pri-
vacy protections for individuals’ medical records. That bill was re-
ferred to this very subcommittee, yet 12 months later there’s been
no consideration whatsoever of that bill or other medical privacy
proposals that have been referred to this subcommittee.

As we examine the merits of H.R. 4049, it’s imperative that we
remember that Congress has a responsibility to do more than re-
quest the study of privacy issues. Congress should act immediately
to address serious privacy concerns in several areas. For example,
many individuals currently are withholding medical information
from their health care providers, even avoiding medical care for
fear of privacy violations.

Years of congressional hearings and study by governmental and
nongovernmental entities have provided us with more than suffi-
cient information to take action to enact comprehensive medical
privacy protections. Congress also must ensure that adequate pri-
vacy protections apply to individuals’ financial information.
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One of the questions that has arisen about the Privacy Commis-
sion proposal is whether a commission would delay ongoing privacy
initiatives. I understand the proponents of the legislation have em-
phasized that this measure is intended to complement, not delay,
ongoing efforts. However, I think that an April 17, 2000, editorial
in the Life and Financial Services edition of the National Under-
writer magazine provides insight into this issue. The editorial
chides the Financial Services Coordinating Council, which rep-
resents insurance companies and securities firms, for failing to en-
dorse H.R. 4049, arguing that, “by not lending its considerable
weight to the effort to enact the bill, FSCC may be missing a gold-
en opportunity to forestall highly restrictive privacy measures that
will be introduced both in Congress and in State legislatures
around the country.”

The editorial further stated, “If the financial services industry
can make a strong economic case for the consumer benefits of infor-
mation-sharing, the bipartisan Commission proposed by Represent-
atives Hutchison and Moran provides the best forum to do it. More-
over, the presence of such a commission will provide a strong argu-
ment for Congress and the State legislators to wait for the results
before enacting highly restrictive privacy legislation.”

This editorial underscores that despite the best intentions of the
proposal’s authors, others may well want to use it to impede pri-
vacy protection efforts.

If we are to move forward with H.R. 4049, we must ensure that
any privacy commission created is structured so that its delibera-
tions will involve consensus-building instead of divisiveness, and so
that members on the Commission have appropriate expertise and
experience. Further, the Commission’s resources and powers must
be consistent with the mandate it is expected to carry out.

In this week’s hearing on the bill, we are receiving testimony
from individuals who have been involved with the study of privacy
or who have worked on privacy initiatives. These witnesses can
help us better understand the issues relevant to constructing an ef-
fective commission. I look forward to the testimony of today’s wit-
nesses.

I want to note that in addition to statements submitted yester-
day for the record, I've received comments on this bill from privacy
consultant Robert Gelman and would like to enter his statement
intokthe record. I also request that we keep the record open for 2
weeks.

Mr. HORN. Without objection, that will be put in the record.

[The prepared statement of Hon. Henry A. Waxman follows:]
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STATEMENT OF REP. HENRY A. WAXMAN
LEGISLATIVE HEARING ON H.R. 4049
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION AND TECHNOLOGY
May 16, 2000

Mr. Chairman, I want to commend you for holding hearings today and
yesterday on H.R. 4049. Iregret that I was unable to attend yesterday’s session
due to a pre-existing schedule conflict, but I understand that the session was

informative.

H.R. 4049 proposes a $2.5 million privacy commission to study a wide
range of very complex issues that affect a tremendous number of stakeholders. It
is important to examine this proposal carefully and ensure that those with relevant
expertise and experience have had a chance to review it, and I appreciate that you

facilitated that process with this week’s hearings.

The schedule the Subcommittee has set for moving this legislation forward,
however, may be self-defeating. Many of us want strong privacy bills, but the
rushed pace we are following with this bill may result in legislation that is

counterproductive to privacy efforts.

H.R. 4049 was introduced at the end of March. The Subcommittee
announced last week that the Subcommittee is interested in having a markup by
next week. This intention to mark up this bill by next week was announced before

the Subcommittee even heard from the many experts that are coming before
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Subcommittee this week -- and, as we saw from testimony and statements
provided yesterday, the bill poses numerous issues that require careful thought. I
fear that by rushing we could foreclose the opportunity to design a commission we
can be confident would be an effective use of taxpayer dollars. It would be ironic
if those arguing for a deliberate, thorough commission review of privacy issues do
not give deliberate, thorough consideration to issues relevant to establishing such

a commission.

I think it is worth noting that the pace at which this Committee is moving on
this proposal to study privacy stands in stark contrast to the complete lack of
attention the Committee has paid to legislation that would actually establish
privacy protections. For example, in May of last year, Mr. Condit, myself, Mr.
Markey, Mr. Dingell, Mr. Turner, many other colleagues on this Committee, and
others introduced legislation that would establish comprehensive privacy
protections for individuals’ medical records. That bill was referred to this very
Subcommittee. Yet, 12 months later, there has been no consideration whatsoever
of that bill or other medical privacy proposals that have been referred to this

Subcommittee.

As we examine the merits of H.R. 4049, it is imperative that we remember
that Congress has the responsibility to do more than request the study of privacy
issues. Congress should act immediately to address serious privacy concerns in
several areas. For example, many individuals currently are withholding medical
information from their health care providers, even avoiding medical care, for fear

of privacy violations. Years of congressional hearings and study by governmental
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and nongovernmental entities have provided us with more than sufficient
information to take action to enact comprehensive medical privacy protections.
Congress also must ensure that adequate privacy protections apply to individuals’

financial information.

One of the questions that has arisen about the Privacy Commission proposal
is whether a commission would delay ongoing privacy initiatives. [ understand
that proponents of the legislation have emphasized that this measure is intended to
complement, not delay, ongoing efforts. However, I think that an April 17, 2000,
editorial in the “Life and Financial Services” edition of the National Underwriter
magazine provides insight into this issue. The editorial chides the Financial
Services Coordinating Council (FSCC), which represents insurance companies

and securities firms, for failing to endorse H.R. 4049, arguing that:

“by not lending its considerable weight to the effort to enact the bill, FSCC
may be missing a golden opportunity to forestall highly restrictive privacy
measures that will be introduced both in Congress and in state legislature

around the country.”

The editorial further stated:

“If the financial services industry can make a strong economic case for the
consumer benefits of information sharing, the bipartisan commission
proposed by Reps. Hutchinson and Moran provides the best forum to do it.

Moreover, the presence of such a commission will provide a strong
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argument for Congress and the state legislatures to wait for the results

before enacting highly restrictive privacy legislation.”

This editorial underscores that, despite the best intentions of the proposal’s

authors, others may well want to use it to impede privacy protection efforts.

If we are to move forward with H.R. 4049, we must ensure that any privacy
commission created is structured so that its deliberations will involve consensus
building instead of divisiveness, and so that members on the commission have
appropriate expertise and experience. Further, the commission’s resources and

powers must be consistent with the mandate it is expected to carry out.

In this week’s hearings on the bill, we are receiving testimony from
individuals who have been involved with the study of privacy or have worked on
privacy initiatives. These witnesses can help us better understand that issues
relevant to constructing an effective commission. I look forward to the testimony
of today’s witnesses. I want to note that, in addition to statements submitted
yesterday for the record, I have received comments on this bill from privacy
consultant Robert Gellman, and would like to enter his statement into the record. I
also request that we keep the record open for two weeks so that others with

expertise and interest in these issues may also submit their comments.



103

ROBERT GELLMAN
Privacy and Information Policy Consultant 202-543-7923
431 Fifth Street SE Fax: 202-547-8287
Washington, DC 20003 rgellman@cais.com

May 12, 2000

The Honorable Henry Waxman

House Committee on Government Reform
B-350A Rayburn HOB

Washington, DC 20515

Dear Mr. Waxman:

This letter responds to a request from your staff for comments on HR. 4049, a bill to
establish the Commission for the Comprehensive Study of Privacy Protection.

Information about my background may help to evaluate my comments. 1 worked on the
staff of the House Subcommittee on Government Information from 1977 through 1994. I was
the principal staffer responsible for privacy during that period. The first hearing 1 ever organized
was to receive the report of the Privacy Protection Study Commission in 1977. 1 also worked on
legislation designed to establish a permanent privacy commission. I am familiar with the
operation of privacy agencies around the world.

Ibelieve that the United States needs a pertanent privacy policy agency rather than
another temporary study commission. Most other western industrialized countries have privacy
agencies, and these agencies have proved to be effective in representing privacy interests and
assisting with the implementation of privacy laws. U.S. privacy laws and activities are more
cumbersome, more expensive, and less effective because of the lack of a privacy agency. Just
about every privacy study conducted in the last couple of decades has recommended establishing
a permanent federal privacy agency. For a review of some past studies and recommendations,
see my 1993 article Fragmented, Incomplete, and Discontinuous: The Failure of Federal Privacy
Regulatory Proposals and Institutions, V1 Software Law Journal 199 (1993).

Dealing with privacy is a continuous process today and not a one-time event. We spend
too much time reinventing the wheel every time a privacy issue arises concerning public records,
health records, bank records, marketing records, ete. Privacy needs permanent representation in
an independent agency that has no other responsibilities.

The Federal Trade Commission does some privacy work, but it shows interest in privacy
only when the subject is in the headlines. The FTC has disappeared from the privacy landscape
for years at a time in the past. The FTC should retain its enforcement responsibilities for
privacy, but policy leadership belongs elsewhere.

1do not recommend that a privacy agency have regulatory powers. I believe that much
progress could be made if a privacy agency were given the task of seeking the general
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implementation of Fair Information Practices by government and business record keepers. The
agency should be organized in the same way as independent regulatory commissions, but without

regulatory powers. A privacy agency could also undertake educational, investigatory, and
research activities.

Having stated what I favor, let mie explain some of my specific concerns about HR.
4049,

1. The Commission's charge is t00 broad and too unfecused. Under the bill, the
Comrnission's general goals include identifying privacy threats, analyzing information sharing,
reviewing and making recommendations on legislation, regulations, and self-regulatory efforts,
and analyzing privacy costs. Subjects include the Privacy Act of 1974 and the Freedom of
Information Act, pending congressional legislation, and governmental and private sector privacy
protection efforts. The bilt also mentions medical, financial, insurance, drivers, and education
records, Social Security numbers, and the Internet. This is too much-work to be accomplished in
18 months. Just reviewing the Privacy Act of 1974, a law that is outdated and badly in need of 2
total revision, would take 18 months. If a Commission is to be established, it must be givena
specific set of well-defined tasks.

2. The Commission is required to hold too many hearings. Holding hearings as a way
of gathering facts and opinions is appropriate, but the bill's schedule of 20 hearings to be held in
five geographical regions is excessive. Travel costs for 17 members plus staff together with
other hearing expenses would soak up most of the Commission's budget.

3. It is not clear that a Commission will resolve any existing differences on privacy.
Privacy has become a major issue in the last few years, and many companies and organizations
have well-entrenched positions. [ is unlikely that a high-profile commission, politically
appointed and consisting of representatives of these institutions, will accomplish much. The
recently completed Internet tax commission offers an example of a study that resulted in nothing
usefitl because the politics of the issue prevented any consensus. The Privacy Protection Study
Commission in 1977 operated in a somewhat less politically charged environment, and it did
manage a consensus. But few of its recommendations were seriously considered by the
Congress and very few were adopted. In retrospect, the Privacy Protection Study Commission

was largely a failure even though it began its life under more favorable circumstances than the
proposed new Commission will.

Indeed, in some areas, the issues and alternatives are already well-known. For example,
consider health privacy. Legislation has been pending before the Congress for years, but there is
not enough consensus for action. The issues have been studied and analyzed, and serious
attempts to find compromises have been attempted in the House and the Senate. We have
already had several major independent studies of health privacy, complete with horror stories and

recommendations. It is hard to see how a new Commission will contribute anything useful on
health privacy.
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In other areas, it would be useful to find facts about the flow of personal information
between companics, across the Internet, and among government agencies. However, we do not
need & high-level politically appointed Commission to find facts.

Other areas also need attention. The Privacy Act of 1974 is a good example of & law that
needs a major overhaul, but no existing institution has the time, resources, or interest to do the
wark. The Act applies only to the federal government, and it is not clear that a politicaily
appointed Commission is needed to recommend changes. Indeed, appointed Commissioners
would find the task of recommending changes to the Privacy Act to be boring.

4. Useful alternatives to a C ission should be considered. The political and cost
problems associated with a Commission can be avoided by asking a neutral, technically skilled
organization to study specific privacy issues. For example, the Computer Science and

Telecommunications Board (CTSB) at the National Research Council has policy and information
technology expertise. Its work deals with computers, telecommunications, and their application
in the real world. Those are the relevant skills for addressing many privacy issues and for
considering the consequences of ever-changing technologies with implications for privacy. The
CT3B would be useful in reviewing the Privacy Act of 1974 and making recommendations for
updating the law to reflect the use of computers and the Internet by the federal government. The
CTSB could also tackle other privacy issues, especially those relating to the Internet.

5. The legislation has technical problems that will interfere with the Commission’s
work. First, the Commission does not have enough money to fulfill its mission.

Second, the director is appointed by the Commission and not by the Chairman, That
means that no work can be started until the Commission’s first meeting, That is bad enough, but
any disagresment over the director could delay work for an extended period.

Third, the Commission needs more than one senior staff member. I recommend that the
il provide for a general counsel as well, Tt will be hard to atiract good people at a GS-15
salary. .

Fourth, the Commission should be able to borrow personnel on a non-reimbursable basis
from another agency willing to make staff available. Paying for two senior staffers from other
agencies would practically bankrupt the Commission.

Fifth, the director appoints the staff on hisfher own initiative, without any review or
approval by the Chairman or the Commission. I would require approval of the Chair just asa
precaution.

Sixth, Members of the Commission serve without pay. The schedule that the bill
describes calls for several months of work - at least 20 days of hearings, plus meetings, travel,
- and writing and reviewing. For appointees supported by companies or trade associations, the
money does not matter. However, for some people, sspecially from the consumer community,
the lack of any compensation might well be a barrier to participation. I am concerned that
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consumers are likely to be underrepresented on the Commission anyway, and the lack of
compensation may create an additional obstacle.

Seventh, the Commission should have the authority to issue subpoenas for testimony and
for documents. The Chair should be able to issue a subpoena without a vote of the Commission.

The Commission should also be required to protect any personal information that it acquires.

Eighth, the bill should require federal agencies to cooperate with the Commission. A
general provision is not enforceable, but the language will be useful nevertheless.

Ninth, the legislation should direct the Commission to select a Vice-Chair. If the Chair
gets sick or lazy, a Vice-Chair could step in and provide direction.

I hope that these comments are useful. Please contact me if I ¢can provide any further
assistance or answer any questions.

Sincerely,

Robert Gellman
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Mr. WAXMAN. My second request is that we keep the record open
for 2 weeks so that others with expertise and interest in these
issues may also submit their comments.

Mr. HOrN. Well, let’s try with 1 week, and if there’s still some
more, because I wouldn’t want us to adjourn too much and not get
this done. As you say, this is a very important issue, and we've
been trying to get a number of people to do something about it. So
that’s why these hearings. We've got another hearing this week,
and everybody is welcome.

Mr. WAXMAN. Mr. Chairman, you’re willing to have 1 week for
anyone to submit their comments for the record?

Mr. HORN. Yes, and if there’s others, we’ll work it out. We don’t
really need a rule on it. We'll just put it all in the record.

[The prepared statements of Hon. Jim Turner and Ms.
Blumenthal follow:]
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Statement of the Honorable Jim Turner
GMIT Legislative Hearing: H.R. 4049, "To Establish the Commission for
Comprehensive Study of Privacy Protection”
May 16, 2000

Thank you, Mr. Chairman. This is the third hearing that we have schedﬁled on
H.R. 4049, and I commend the Chairman for his focus on this issue. Privacy stories
have dominated the headlines and nightly news. It is an area of vital importance to the
American people and they are understandably demanding that their personal data be
protected now. As a result, numerous privacy initiatives at the state and federal level
having been moving through the process, and I want to ensure that these are not delayed
as a result of this bill. As I have mentioned before, I am pleased to be a cosponsor of
this legislation which creates a Commission to study privacy issues, and I commend
Congressman Hutchinson and Congressman Moran for their leadership on this bill.
However, I want to precede cautiously and ensure that we carefully consider all the

implications such a Commission might create.

In light of the concerns that other witnesses have raised, members of past and
present entities charged with studying privacy issues have been asked to testify before
the Subcommittee. These witnesses are expected to provide their perspective on the
types of expertise and background that should be sought in Commission members, the
types of issues that should receive focus by the Commission, and the types of reviews
that may be redundant. Additionally, we have invited our colleagues, Congressman
Barton and Congressman Markey of the Congressional Privacy Caucus, to testify. I

also welcome Congressman Greenwood and thank him for his testimony.

Again, I commend the Chairman for holding these hearings and welcome the
witnesses here today. Hopefully, as a result of these hearings, we will be moving
forward on our goal of providing sound privacy protection for all Americans in a timely

fashion.
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Marjory S. Blumenthal
Written Statement
Page one

This statement is intended to provide input into the consideration of the proposed
Commission for the Comprehensive Study of Privacy Protection, addressed in HL.R. 4049.
1t draws from my experience as the director of the Computer Science and
Teleconumunications Board {(CSTB) of the National Academies, as well as prior
experience in the former U.S. Congress Office of Technology Assessment. The National
Academy of Sciences was formed in 1863 by congressional charter to advise the federal
government. CSTB, which dates to 1986, is chartered within the National Academies to
address the full range of technical and policy issues associated with information
technology (see www.cstb.org), and it has conducted several major, influential studies
relating to privacy and security (security providing context in terms of vulnerabilities,
threats, and attacks on privacy and mechanisms for preventing, detecting, or recovering
from same).

The need for thorough consideration of U.S. privacy policy and the risks and
opportunities to privacy presented by information technology is self-evident—incidents
relating to privacy on the Internet are the stuff of daily news, as well as congressional
hearings and federal agency inquiries. At issue is the scope of what would be useful and
how to proceed. This statement comments briefly on each.

The scope of study proposed appropriately includes both government (at multiple levels)
and private sector activities, which each raise privacy issues separately and in their
interreiation. Beyond that, the written description in HLR. 4049 is at such a high level
that the coverage of various issues is hard to ascertain (e.g., attention to employer-
employee rights and responsibilities, effectiveness as well as potential for seif-regulation
v. government regulation, evolving technical capabilities that promote or contain privacy
risks, procedural options that promote or contain privacy risks and their relation to
technical mechanisms, expectations for changes in circumstances over time and the
achievement of flexible approaches that are responsive to such changes, and so on). The
proposed report contents, for example, call for comment on the “purposes for which
sharing of information is appropriate and beneficial to consumers,” but the hard problems
relate, as they often do, to the details: how much of what kind of information would
achieve what benefits, to whom, and at what costs, to whom? What are the choices and
tradeoffs?

The complexity of the situation should not be underestimated: as CSTB illustrated in its
assessment of the privacy of electronic medical records, For the Record (Nationat
Academy Press, 1997), the electronic capture and communication of sensitive personal
information is expanding from multiple sources, while the set of parties with some
interest in or expectation for access to that information is also expanding, and there are
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numerous choices that can be made by different classes of individuals, organizations,
industries, and government entities at various levels, only some of which may be
captured by institutional and/or government policies. CSTB’s assessments of
cryptography policy and of government systems modernization projects make clear that
balancing high-level public and private sector interests can be difficuit, let alone
conflicting interests within the private sector (or within the public sector, for that matter).
Further, the global nature of the economy and increasing numbers of information flows
makes it important to view U.S. circumstances from an international perspective, as
recent negotiations with the European Union have made clear. Therefore, the remainder -
of this statement will concentrate on questions relating to how to proceed in studying
privacy issues.

A critical element of a study is the selection of the participants. HLR. 4049 focuses on
political distribution of participants and their selection without comment on their
intellectual and attitudinal qualities. CSTB (and the National Academies generally) use
processes aimed at developing study committees with diversity of many kinds, providing
a microcosm of the differing relevant perspectives. Elements of these processes, which
are labor-intensive, include the following:

e Staff casts a wide net, through conversations with known experts or proponents of
differing views and written and oral solicitations of nominations from a wide range of
organizations (scholarly, business, professional, nonprofit) and individuals
(knowledgeable authorities on the topic), to generate a list of candidates for the
committee.

» Committee candidates are organized to provide sets of alternative choices for
categories of committee membership that are differentiated by kind of expertise and
outlook on the topic. Primary experts are sought, as opposed to designated policy
officials of, for example, trade associations. Individuals are nominated as individuals,
on the merits of their expertise and potential to contribute to the committee, not as
representatives of specific organizations.

e Selection of the sets of candidates by category factors in additional kinds of diversity,
including geographic, demographic (sex, race/ethnicity, age), and affiliation {(e.g.,
different kinds of industry, university and other scholarly institution). Affiliation, like
public statements and other expressions of opinions on the topie, are characterized as
the “biases” of committee members, and effort is made to balance biases, that is,
achieve a range of outlook and opinion that will promote balanced consideration of
the issues. By contrast, people who are believed to have a conflict of interest, defined
as an ability to profit directly, personally, and significantly from the plausible
outcome of a study, are excluded from membership.
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¢ The full set of nominated candidates is reviewed at multiple levels within the
National Academies and ultimately approved by the president of the National
Academy of Sciences, with the review considering the balance and composition of
the proposed committee as well as the caliber of specific nominations. Following
acceptance of an invitation to serve, the names, affiliations, and brief biographies of
the proposed committee are posted on the National Academies Web site for a period
of public comment before committee membership is deemed established.

Selection of a committee chairperson involves the same processes, but often occurs early -
omn, so that that individual can assist in the composition of the committee. It is important
that the chairperson be perceived as without bias on the topic and broad in outlook and/or
knowledge, as well as demonstrably capable of listening and leading.

Another critical element is the nature of the outcome. At the National Academies, we
often strive for a consensus report. With a contentious, charged topic, that can be
difficult, but even a consensus description of the problem and framing of options can help
to advance the debate. It may be inevitable with a congressional commission, as
suggested by the recent commission experience relating to taxation of commerce over the
Internet, that the political nature of the process hampers achievement of consensus; the
language calling for a majority report and inviting dissenting minority report reinforces
the likelihood of a failure to achieve consensus and sends a signal that consensus isn’t
important. If that is true, however, it calls info question the value of a commission as
compared to one or more hearings that feature differing points of view, and it also raises
questions about how to tailor the scope of inquiry to fit the means. That is, if the means
are likely to be politicized, should the scope be narrower to increase the likelihood of a
useful outcome?

Consensus in this arena will be difficult. At CSTB we have seen that even in such areas a
cryptography policy (Cryptography’s Role in Securing the Information Society, National
Academy Press, 1996) and intellectual property in the Internet environment (The Digital
Dilemma, National Academy Press, 2000), it is possible to achieve consensus from a
mixed, representative group on important points. Doing so is not easy; it takes time for
people to be exposed to a wide range of inputs and perspectives, to argue and deliberate,
and to work out differences and careful wording. The National Academies process
provides a neutral, apolitical meeting ground and experienced professional staff support
that foster inquiry, discussion, and agreement. The emphasis on committee deliberation
contrasts to the approach of the former Office of Technology Assessment and many
think-tanks, which consult with outside experts but rety on staff to formulate the analysis
and conclusions. That process is perhaps more efficient to execute, but it is one step
removed from the more direct expression of 2 mixed group.
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A comprehensive examination of the technical, economic, social, and legal dimensions of
the privacy policy challenge would be valuable. It is high on the list of CSTB’s own
objectives, because of the compelling need and the value of a neutral, balanced analysis
at this time. I am pleased to contribute to the Committee’s evaluation of a proposed
approach to the problem, and I forward to the outcome of this process and to contributing
further to progress in this important area of public policy.



114

Mr. HORN. The gentleman from Arkansas. Thank you. The other
member from the full committee. We're always glad to have you
here.

Mr. HUTCHINSON. Thank you, Mr. Chairman. I want to express
my appreciation to the ranking member of the full committee, Mr.
Waxman, for his thoughtful letter that he sent after the first round
of hearings.

As everyone knows, this is the third day of hearings on this par-
ticular Privacy Commission proposal, and I think it is good for
America. It’s certainly good for this Congress to hear from such dis-
tinguished experts on the issues of privacy and to learn the history
of what we’ve done from a legislative standpoint on the issues of
privacy and what we need to do, and Mr. Waxman’s letter certainly
provoked 2 more days of hearings, which is exactly what we need,
and I think it has been very, very instructive. So I was pleased
that the chairman responded to that request from Mr. Waxman by
scheduling yesterday’s hearings and today’s as well.

I did want to respond to a couple of the remarks of the ranking
gentleman who mentioned that he was concerned that we would
rush to markup on this bill, a commission bill. Of course, we've
passed legislation out of the House in terms of—even though it
didn’t come into law, we passed a commission for studying cam-
paign finance laws. We've had a Medicare commission. So the
structures of commissions have been on the table for some time.
But I think it is important that we get the broadest range of input
as possible, and I would solicit, Mr. Waxman, any suggestions that
you have. We've been in contact with your staff, and we would cer-
tainly love your ideas on how this legislation can be improved.

But I think there is a concern in terms of the markup. This is
May, and this legislative year consists of June and July. We're out
August and in September, and then it’s gone. And in a puff of
smoke we’re out of here, and it’s going to be very difficult even on
a fast track to get legislation through the House and Senate. And
for that reason I would hope that we will continue to move forward
this proposal as well as other proposals that have a consensus in
this body in terms of privacy. And I think it would be regretful if
we went home the end of this year and told the American people
we did nothing on privacy. So I hope that we can.

I'm glad the agencies are moving forward. Whatever happens in
terms of the agencies, whatever happens in terms of other legisla-
tion, it’s important that we continue to study this in a thoughtful
and comprehensive manner. This mission is designed to com-
plement, complement other issues that are out there and not to be
exclusive. I just want to assure the ranking member that that is
my intent, and I hope everyone in Congress looks at it the same

way.

With that I'll be happy to yield and look forward to the testimony
of the witnesses.

Mr. HORN. If the witnesses will stand and raise their right hands
to affirm the oath.

[Witnesses sworn.]

Mr. HORN. The six witnesses did affirm. The clerk will note that,
and we’ll proceed with panel one. The first one is Bob Belair, edi-
tor, Privacy & American Business. Glad to have you here.
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STATEMENTS OF BOB BELAIR, EDITOR, PRIVACY & AMERICAN
BUSINESS; MARY CULNAN, PROFESSOR, McDONOUGH
SCHOOL OF BUSINESS, GEORGETOWN UNIVERSITY; CHRIS-
TINE VARNEY, FORMER COMMISSIONER, FEDERAL TRADE
COMMISSION; SOLVEIG SINGLETON, DIRECTOR OF INFOR-
MATION STUDIES, CATO INSTITUTE; RON PLESSER, LEGIS-
LATIVE COUNSEL, 1977 PRIVACY COMMISSION; AND STAN-
LEY SOKUL, MEMBER, ADVISORY COMMISSION ON ELEC-
TRONIC COMMERCE

Mr. BELAIR. Thank you, Mr. Chairman. Let me commend you
and the members of the subcommittee, and Mr. Hutchison and my
Congressman Mr. Moran for your leadership on this bill. I'm de-
lighted to be here. I think I can catch you up a bit in terms of time.
I appreciate your rescheduling me from yesterday when I couldn’t
make it to today, and mindful of that and the big panel, T'll be
very, very brief.

Let me just say first in response to Mr. Waxman’s comments,
Privacy & American Business, we are not for delay. We have sup-
ported health information privacy legislation. We have supported
other types of legislation when we think that that’s the right re-
sponse and when we think it’s ready. We will support this legisla-
tion and the establishment of a commission in one of our upcoming
editorials. We will lay that out. And we’ll address our view that
this will not lead to delay, as Mr. Hutchison indicated, obviously.

And you folks know better than I do we’re at the end of this Con-
gress. It’s going to be very, very difficult to get substantive privacy
legislation through in this Congress. Obviously it takes time to or-
ganize a new Congress, and your bill does provide for interim re-
ports as well, I'm sure, as other kinds of periodic reports to the
Congress as necessary. We don’t view it as delay. We view it as a
very appropriate opportunity to think comprehensively about the
privacy issue.

And very briefly let me just say that we support the legislation,
and we support the concept of a new privacy commission for three
reasons. First of all, the activity with respect to privacy rights now
is extraordinary. It is truly unprecedented. One example I think is
dramatic. Last cycle, the 1999 cycle for State legislatures, we
tracked over 7,000 privacy bills. That’s one out of every five bills
introduced in the State legislatures. Obviously there’s intense regu-
latory activity at the State level behind that. There’s intense activ-
ity here. We don’t want to slow that down, but on the other hand
we think that it’s important to take a look at what that legislation
is and what it will do, what the consequences and the unintended
consequences are.

Second, the underlying developments that are fueling the privacy
debate are changing extraordinarily rapidly. The self-regulatory en-
vironment changes. The technology environment changes. I think
if you would have asked folks in this room 3 years ago to define
“cookies,” you would have gotten a definition that today we would
snicker at and think is very, very naive. The international environ-
ment is changing and is uncertain. The business models that have
fueled the privacy debate, affiliate sharing, personalization, these,
too, are terms that I don’t think you would have heard in public
debate 3 or 4 years ago. It’s critical that we sort this out.
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Finally, third, although we’ve all worked very hard at privacy,
and for many of us for a long time, there is an awful lot, in fact,
we don’t know. The Internet privacy threat is new, and the dimen-
sions of that threat as well as the consequences of regulating the
Internet have an enormous number of uncertainties. The public
records debate is very important, and what impact on the market-
place and on public safety restrictions on public records could have
in the name of privacy is critical.

Obviously we don’t yet know what the impact of the Children’s
On-Line Privacy Protection Act is going to be or the impact of Title
V, the privacy provisions in last year’s Graham-Leach-Bliley bill.
We don’t even know—and certainly not in a careful sense—when
opt-out and a robust notice makes sense versus when we ought to
do opt-in. And if you look at the factors that have been the pivot
points for the privacy legislation to date, sometimes it’s subject
matter such as in financial or medical legislation. Sometimes it’s
the source, such as legislation that would regulate access to motor
vehicle records. Sometimes it’s the use that is the key determinant,
such as FCRA. Sometimes it’s the type of consumer, such as
COPPA. Sometimes it’s the amalgamation such as the number of
bills that would address amalgamating offline and on-line informa-
tion.

We still have debates about whether the U.S. traditional ap-
proach, a sector-by-sector approach, makes sense. We have debates
about a privacy regulatory agency, and it’s worth noting that while
we have been having that debate, the FTC—and I used to be at the
FTC, and one of my colleagues, of course, on the panel is a former
Commissioner—the FTC has done a lot of good stuff, but the truth
is they have emerged as the Nation’s privacy regulatory agency.
Maybe that’s OK, but it’s been done without a debate, without con-
sideration.

Preemption remains an issue, and let me just close by saying we
really are at a juncture in the road. It’s going to change dramati-
cally over the next few years. We need to figure out a way to pro-
tect privacy, but also make sure that we use personal information
effectively for public safety, to deliver goods and services to con-
sumers for research, to personalize the marketplace, which is going
to be such an important economic stimulator so the stakes are
high. Let’s do it right, and I applaud the subcommittee, and I ap-
plaud the sponsors of the legislation and will continue to be sup-
portive. Thank you.

Mr. HorN. Well, I thank you. You did a fine job of summary, and
you did it under 6 minutes. So thank you.

[The prepared statement of Mr. Belair follows:]
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TESTIMONY OF ROBERT R. BELAIR
BEFORE THE
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION AND TECHNOLOGY
OF THE HOUSE COMMITTEE ON GOVERNMENT REFORM
MAY 16,2000

Mr. Chairman and members of the Subcommittee, I am pleased to testify with regard to H.R.
4049, the Privacy Commission Act of 2000. I want to commend Mr. Hutchinson and my
Congressman, Mr. Moran, and also commend the Chairman and the members of your Subcommittee

for your leadership on this important issue.

I have been an active participant in the privacy debate for approximately 30 years. I have
served as Deputy Counsel of the White House Committee on the Right of Privacy in the Ford
Administration; as General Counsel of the National Commission on the Confidentiality of Health
Records; and as an outside lawyer for the Office of Telecommunications Policy in the Carter White
House, as it undertook follow up projects to the recommendations of the original Privacy Protection
Study Commission. I'm currently a partner in the firm of Mullenholz, Brimsek & Belair, where I
practice privacy law, and, along with Dr. Alan F. Westin, I'm the Editor of Privacy & American

Business, a privacy publication for the business community.
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I am testifying today in support of HR. 4049. I note with interest that the legislation has
been criticized by many in the privacy advocacy community as a proposal for a "Privacy
Procrastination Commission”. 1 also note with interest that the commission has been cz:iticized by
at least some in the business community out of a concemn that the recommendations of such a
commmission will ultimately encourage the enactment of inappropriate or overbearing privacy

legislation.

In fact, the Privacy Commission, with its 18 month timetable coinciding with a ﬁew
Administration and a new Congress, will not slow us down. Further, I do not think that its
recommendations will lead to inappropriate legislation. I do think, however, that the work of the
Privacy Commission will lead to better decisions about privacy, both with respect to any legislation
and with respect to self-regulatory initiatives. The original Privacy Protection Study Commission,
operating in the mid to late 1970s, did a masterful job of sorting out fact from fiction in an

expeditious and appropriate way.

1 support the legislation (and, by the way, many in the business community also support the

legislation} for three compelling reasons.

»  First, privacy has become a major, domestic public policy issue. We {ind privacy stories
on the front pages, on the nightly news and even in the movies. Last year, the state
legislatures considered over 7,000 privacy bills. Approximately one out of every five
bills introduced in the state legislatures was a privacy bill. The Congress currently has

before it dozens of privacy bills. The federal regulatory agencies are busy on numerous
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privacy initiatives. Simply stated, we are right smack in the middle of a privacy feeding
frenzy. The danger, of course, is that legislatures and, even in its wisdom, the Congress
(and this applies, as well to various regulatory agencies), will adopt inar;propriate,
counterproductive legislation. It isn't that we need a cooling off period. What we need

is a thinking smart period.

Second, developments that are relevant to the formulation of privacy policy are moving
with unprecedented velocity and extraordinary volatility. Various industries are moving,
almost on a daily basis, to embrace increasingly comprehensive and robust, self-
regulatory reform. The technology which captures, maintains and disseminates personal
information changes almost on a monthly basis. The international situation -- given the
EU Data Privacy Directive and the ongoing negotiations on Safe Harbor accords --
continues to involve significant uncertainty. Even the business models that are
predicated on the use of personal information -- affiliate sharing and personalization, to
name two -- are changing and evolving. Sorting out what is important and what is
simply transient background noise or an incidental distraction is a major task in this kind
of an environment. A Privacy Commission could serve an important purpose in

undertaking this sorting out process.

Third, despite all of the recent focus on information privacy, the real truth is that there
is an enormous amount that we do not know and an enormous amount of work yet to be

done.
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From a factual standpoint, for example, we still don't know nearly as much as we
need to know about the nature of privacy threats posed in an online environment.
‘We know and appreciate that the public worries about cookies; wom'e:s about the
capture of information regarding browsing behavior; and worries about profiling.
But, we don't know what the dimensions are of the real privacy threats posed by
these activities and what the economic payoffs are of these activities. We don't
know nearly as much as we need to know about the role that public access to
personal information in government-held, public records plays in the marketpiace
and from a public safety standpoint. Nor do we understand the real dimensions

of any privacy threat posed by newly-automated and cumulative public records.

We certainly don't know very much yet about the impact of recently enacted
privacy protection legislation, such as the Children's Online Privacy Protection

Act or the privacy protections in Title V of Grammn-Leach-Bliley.

We still have much to learn about the circumstances under which opt-out is an
appropriate privacy protection approach (particularly, when coupled with a clear,
conspicuous and robust notice) versus the circumstances in which an opt-in is
appropriate. And, of course, we need to identify the circumstances under which
normative information is compiled in databases that are used for risk

management where no type of choice is appropriate.
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o Further, in shaping a privacy policy, there is wide disagreement about the types
of factors that should be considered and how much weight cach of these factors

should be given.

o Is the subject matter and/or sensitivity of the information the most

important factor?
e Is the source of the information an important factor?
e What about the intended uses of the information?

e How much does it matter that the information will be combined with
information about the individual from other sources into some type of a

profile?

Similarly, there is wide disagreement about whether the U.S. should retreat from its
traditional, sector-by-sector approach to privacy protection and, instead, move

toward a European-type, comprehensive or globai approach.

Along the same lines, there is wide disagreement about whether the U.S. should
move toward the establishment of some type of national privacy regulatory agency
or whether the existing combination of courts, consumer protection authorities,

Attorney Generals and various federal agencies provide a more than adequate
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privacy regulatory presence. Indeed, there are those who argue that, while this
debate has been going on, the FTC has effectively emerged as a de facto national

privacy protection agency.

s And, what about the vexing question of preemption? In an electronic environment,
in an environment where information moves across state borders in nanoseconds,
does it really make any sense to allow the location of data, sometimes the momentary
location of data, to dictate the rules that apply? Should we not be moving towérd
national privacy rules instead of a balkanized arrangement in which each state gets
to set its own rules, sometimes in ways that can place a thumb to the windpipe of

national and interstate commerce?

Finally, it cannot be overemphasized that the stakes are high -- very high -- in finding
appropriate and effective answers to these questions and, ultimately, in reshaping our national
privacy and information policy. As a nation, we must find a way to protect information privacy and
to give our citizens confidence that they can engage in e-commerce and provide access to their
personal information, knowing that the information will be used appropriately and in ways that

comport with their understanding of the transaction or event.

At the same time, we must preserve the ability of the business community (and, for that
matter, of the government) to use personal information effectively for vital risk management
determinations; for medical and other kinds of research; to promote consumer convenience and to

drive down the cost and improve the quality of goods and services; and to personalize the
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marketplace -- in a very real sense, revolutionize the marketplace -- to spur growth and to give

consumers information about the goods and services which consumers wish to receive.

The Privacy Commission created by H.R. 4049 will not answer every question to everyone's
satisfaction. But, there is every reason to believe that this is exactly the right time for a Privacy
Commission to look at these questions, as well as the profound changes in the underlying technology
and the underlying business models that have ignited the current privacy debate. Ido not believe
that this will slow us down. I do believe, however, that this will allow us to get to our destinaﬁon
with fewer mistakes and in a way that encourages the effective use of personal information while

protecting privacy.

Thank you.
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Mr. HORN. Dr. Culnan.

Ms. CULNAN. Thank you, Chairman Horn. Thank you for inviting
me to testify. I also want to thank Representative Waxman for his
interest in support of this issue, and to Representative Hutchison
for introducing the legislation.

My name is Mary Culnan, and I'm a professor at Georgetown
University, where I teach electronic commerce. I also bring addi-
tional background to this panel as I have served as a Commissioner
on the President’s Commission on Critical Infrastructure Protec-
tion, and I also finished just this week serving as a member of the
FTC Advisory Committee on Access and Security.

I also support the establishment of a privacy commission. Bob
Belair did an excellent job of summarizing some of the issues that
commend the establishment of such a commission. I don’t think
anyone could have foreseen in 1977 the changes that the personal
computer and the Internet would bring in our work lives, our home
lives and in the world in general today. So I think it’s time to re-
visit these issues on a broad, comprehensive scale, because most of
our legislative efforts have been sectoral.

I only want to address two primary concerns I do have about the
legislation, and I raise some other issues in my written testimony.
The first issue is that H.R. 4049 doesn’t specify any criteria for the
Commission to use in performing its evaluation, and I think this
is a major shortcoming. Since the PPSC issued its report in 1977,
fair information practices have emerged as a global standard for
striking an appropriate balance between protecting individual pri-
vacy and allowing appropriate uses of information for a lot of the
purposes that Bob Belair described.

There is not consensus on how to implement fair information
practices, but there is a consensus that they are global standards,
and I believe the Commission’s findings and recommendations
should be based on the extent to which fair information practices
have been implemented across the domains of the Commission’s
work. They should also be used as criteria to evaluate the current
efforts that have been undertaken to protect privacy that are speci-
fied in the legislation both in the private sector, the Federal Gov-
ernment, and in the States.

My second concern is that of a taxpayer, since I will be helping
to fund the Commission. I think the legislation defines an ambi-
tious agenda for the Commission. I have some concerns that the
Commission will be able to complete its work in the time specified,
given that it’s required to hold so many hearings. I believe the
number is 20. While public hearings are an important way to gath-
er information and to make the Commission’s work accessible to
the public, many privacy issues are complex, and public hearings
are not necessarily the most effective forum to sort these issues out
in detail. When I served on the PCCIP, we held one half-day public
hearing in each of five regions of the country. We also had meet-
ings with business executives, academics, and government officials
in each city. We held a number of conferences and workshops, and
we were briefed by a wide range of individuals and organizations.
Overall we had contacts with more than 6,000 associations, cor-
porations, government agencies, and individuals.
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I think the Commission will need to use a variety of methods, in-
cluding public hearings, for gathering information. Since the com-
missioners are going to be serving without pay, the legislation will
need to better balance the time demands of serving on the Commis-
sion with the demands of the Commissioners’ existing job respon-
sibilities. They will be able to do much of their work electronically,
but they will also need to meet in person to take testimony, for
briefings and to deliberate. There should be at least one hearing in
each region of the country, but given there is probably an upper
limit on the amount of time people can devote, I think the Commis-
sion should decide what methods will best help make its members
able to complete their work.

And then finally I would like to second Representative Waxman’s
call about appointing people to the Commission who can work to-
gether and promote a consensus, because these issues are very dif-
ficult. It’s very important that the Commission represent a range
of expertise and perspectives. Otherwise its results will not be cred-
ible. But if the people—if it’s a very fractious group, also they won’t
be able to work together to promote a consensus, and I think that’s
awfully important.

So I want to thank you again for inviting me to testify, and I look
forward to your questions.

Mr. HorN. Thank you very much. You did it all within 5 min-
utes. So thank you. I didn’t know professors could speak in less
than 50-minute modules. Since I am a professor, I have great dif-
ficulty with this committee. Thank you very much.

[The prepared statement of Ms. Culnan follows:]
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Chairman Horn and members of the Subcommittee, thank you for inviting me to
testify.’ My name is Mary Culnan. Iama professor at the McDonough School of
Business, Georgetown University where I teach electronic commerce. Ihave been
conducting research on the impact of technology on consumer privacy formore than a
decade. Iam also the author of the 1999 Georgetown Internet Privacy Policy Survey. In
1997, I served as a Commissioner on the President’s Commission on Critical
Infrastructure Protection (PCCIP)! and I have just finished serving as a member of the
Federal Trade Commission’s Advisory Committee on Access and Security. This is the
eighth time I have testified before Congress on information privacy issues.

I support the creation of the Commission for the Comprehensive Study of Privacy”
Protection. It has been more than two decades since the Privacy Protection Study
Commission (PPSC) issued its landmark report in 1977. Since then, the personal
computer and the Internet have transformed our economy and the way we work and live,
At the same time, these advances in information technology that provide benefits to both
organizations and individuals simultaneously raise new privacy issues that the 1977 study
could not have envisioned. Because the economy now moves on Internet time,
technology is often ahead of social norms. For example, because today the same
hardware and software platforms are used by so many individuals and organizations, new
features or “Code” that can be developed by a single individual or firm have the potential
for widespread social impacts. These features can either threaten important social values
such as privacy, or they can be used create self-regulatory solutions that promote
important social values. It is time to revisit the issues from the 1977 report as well as the
new issues raised by the information economy on a broad scale and the Commission
creates an opportunity to do just that. However, I do have some concerns about some of
the specifics of the pending legislation, H.R. 4049, which I will address here.

My testimony will address two main topics. I will begin by discussing some

issues related to the scope of proposed Commission’s work. Second, I would like to

! The President’s Commission on Ctitical Infrastructure was created by President Clinton by Executive
Order 13010 of July 15, 1996. The PCCIP was tasked to develop policy recommendations for protecting
and assuring eight critical national infrastructures including the Internet. President Clinton issued PDD 63
on May 22, 1998 which called for implementation of the Commission’s recommendations. See
WWW.Ci20.g0v. :
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address issues related to the operations of the Commission, drawing on my experience as

a Commissioner on the PCCIP.

Comments on the Scope of the Commission’s Work

H.R. 4049 calls for the Commission to undertake a broad assessment of the
privacy issues we are facing today and includes both the private sector as well as the
federal, state and local governments. The Commission needs to look ahead in its research
and its findings as it may be difficult to assess the future by looking in the rear view
mirror. For example, the emergence of the Internet as a critical infrastructure raises new
issues related to the appropriate balance between individual civil liberties and our
national security interests. Individuals are beginning to move their personal information
from the personal computers in their homes that enjoy certain Fourth Amendment
protections, to Web databases that do not enjoy the same protections. Today we are on
the doorstep of yet another revolution based on wireless technology that promises to raise
an entirely new set of privacy issues we have not begun to contemplate. While the
Commission’s responsibilities are specified broadly, its usefulness will be short-lived if it
only focuses on today’s technologies and privacy issues and fails to address these
emerging issues.

Second, a major shortcoming of H.R. 4049 is that it does not specify any criteria
for the Commission to use in performing its evaluation. The PPSC’s conclusions were
based on three concurrent policy objectives: minimize intrusiveness, maximize fairness
and to create legitimate, enforceable expectations of confidentiality. In the more than
two decades since the PPSC issued its report, fair information practices have emerged as
the global standard for striking an appropriate balance between protecting individual
privacy and allowing appropriate uses of information. At the heart of fair information
practices are the following principles:

* Notice about what personal information is collected and how it will be used,

e Choice (e.g. opt out) about subsequent uses of personal information for other

unrelated purposes,

e Access to personal information and the ability to correct any errors,
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e Data Stewardship including integrity and security for data during transmission
and storage, and

¢ Enforcement and redress to ensure that organizations adhere to their stated

policies and that they provide consumers and citizens a with method for

resolving privacy concemns. ‘
Fair information practices serve as the basis for U.S. privacy laws (e.g. Privacy Act of
1974) and self-reguiatory programs (¢.g. TRUSTe and BBBOnline privacy seals) as well
as international privacy laws (e.g. EU Privacy Directive). While there is widespread
consensus about fair information practices as general principles, consensus does not
currently exist about how the principles should be applied in practice across seetors.’

H.R. 4049 contains no mention of fair information practices. The Commission’s

findings and recommendations should include an assessment of the extent to which fair
information practices have been implemented across the various domains of the
Commission’s work. Fair information practices should be used to evaluate current
efforts to address privacy issues by Federal and State governments, individuals or entities
(Section 4(a) (2)) and in the sections of the Commission’s report where the effectiveness
of current efforts to protect privacy are assessed (Section 4(c)(2)(C)). Where fair
information practices are found to be lacking, they can serve as a basis for recommending

new legislative or non-legislative options (Section 4(c)2}D and Gy

% Privacy P ion Stady C ission, Personal Privacy in an Information Society, 1977, p. 15.

? See for example the Final Report of the FTC Advisory Commiittee on Access and Security, May 15, 2000,
available at www fic.gov/acoas.

* For example, the 2000 Web Sweep performed by the FTC found that while the vast majority of popular
Web sites posted privacy disclosures, only 20% of these disclosures included all elements of fair
information practices. See Glenn R. Simpson, “FTC Finds Web Sites Fail to Guard Privacy,” Wall Street
Journal,” May i1, 2000, p. B12.
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Finally, H.R. 4049 is silent on two issues which merit study by the Commission.
First, the section of the bill dealing with the study states that the scope includes
information activities by the States but does not call for an analysis of current or pending
State privacy legislation. Second, there is no mention of workplace privacy issues in the
bill. The PPSC assessed workplace privacy issues in the mainframe computer era and it
would be appropriate to revisit this issue today given the techmology revolution in the
office.

Comments on the Operational Aspects of the Commission

H.R. 4049 defines an ambitious agenda for the Commission. Ihave some
concems about the ability of the Commission to complete its work in eighteen months
given the requirement to hold so many public hearings. Public hearings are an important
way to gather information and to make the Commission’s work accessible to a wide
range of stakeholders. However, short public statements do not effectively communicate
the nuances of complex technologies or business processes, nor do public hearings lend
themselves fo the types of important candid discussions that take place in a less public
setting with no press in attendance.

At the PCCIP, we held a one half-day public hearing in each of five regions of the
country. In each city, the Commissioners also had individual meetings with business
executives, academics and government officials for the remaining half-day. We heid
public meetings in Washington, DC with our Advisory Committee. We also held a
number of conferences and workshops, and were briefed by a wide range of individuals
and organizations. Overall, we had contacts with approximately 6000 associations,
corporations and government agencies.

In my opinion, the workshops were the most productive method of information
gathering. These were full-day roundtable discussions that were organized and facilitated
by a contractor. Each workshop was devoted to a single topic (e.g. business practices and
concerns in a particular industry). The format promoted a full and candid exchange of
information and perspectives among the workshop participants and the Commissioners.

1 believe that the Commission will need to employ a variety of methods, including
public hearings, for gathering information. As the Commissioners serve without pay, the

legislation will need to balance the time demands of serving on the Commission with the
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demands of the Commissioners’ existing job responsibilities. While much of the work of
the Cornmission can be performed electronically, there is probably an upper limit on the
amount of time Commissioners can invest in travel to hearings and other meetings.
Further, most of the current privacy issues are complex problems without obvious
solutions. Developing recommendations to address these issues will require face-to-face
discussions. Irecommend that H.R. 4049 be amended to require at least one public
hearing in each of five regions of the country, but leave the final number to the judgment
of the Commission as to what would best help the members complete their work.

A strength of H.R. 4049 is the requirement that all members of the Commission
be appointed within thirty days after the date of enactment. This will ensure that the )
Commission is at full strength from the beginning and hits the ground running. To be
effective, it is critical that the Commissioners represent a range of expertise and
perspectives. This may turn out to be a chalienge given that the Commissioners will be
appointed by five different individuals. However, if the membership of the Commission
is perceived as favoring a single perspective, this will obviously jeopardize the credibility
of its findings and recommendations.

Finally, there appears to be one minor factual error in the Findings section of the
bill (Sec. 2(10)). This finding appears to be based on the 1999 Georgetown Internet
Privacy Policy Survey of which I am the author’. The FTC used my findings to prepare
its 1999 report to Congress®. The Georgetown study found that 67% (not 87%) of
Internet sites in the sample provide some form of privacy notice. Because the 1999 study
I conducted and the 1998 study conducted by the FTC were based on entirely different
populations of Web sites, it is not correct to say that number of such disclosures increased
from 14% in 1998 to 67% in 1999. There is, however, anecdotal evidence to suggest
there was progress between 1998 and 1999,

This completes my testimony. I welcome your questions and would be happy to

work with the Subcommittee as this issze moves forward.

* See hitp://www.msb.edw/faculty/culnanm/gippshome. htmi
¢ See Self-Regulation and Privacy Online: A Federal Trade C ission Report to Cong) ilable at
hutp://erww fic.gov/os/1999/9907 /privacy99.pdf
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Mr. HORN. Now Ms. Varney, former Commissioner in the Federal
Trade Commission.

Ms. VARNEY. Thank you, Mr. Chairman, Mr. Hutchison, Mr.
Waxman. Thank you very much for inviting me to testify this after-
noon on H.R. 4049, the Privacy Commission Act. My name is Chris-
tine Varney. I'm currently a partner at Hogan & Hartson, and
where I chair the Internet Practice Group, and I have served on
the Federal Trade Commission from 1994 through 1997, I believe,
and did extensive work on privacy while at the Commission.

With your permission, I have submitted for the record extensive
descriptions of fair information and privacy practices that can be
used for future reference, but I would like to take a few minutes
to discuss the bill.

As you know, privacy is not a new issue. As I think you have
heard from other panelists, here in the United States we have a
long history of examining the rights of Americans to be free from
unwanted and unwarranted intrusions, including the collection, use
of personal information about them without their knowledge or
consent. What is new, however, is that in the information age, the
ease with which information about individuals can be gathered, ag-
gregated, and disseminated is unparalleled. There are virtually no
costs or meaningful economic barriers any longer to gathering ex-
tensive information about individuals and using it for any purpose
whatsoever.

This trend has not gone unnoticed by the American public. In
survey after survey, Americans are regularly responding that pri-
vacy 1s their No. 1 concern on the Internet. However, this concern
goes beyond the Internet. Although the Internet make it is easy to
collect, aggregate and transfer information, privacy concerns don’t
stop in cyberspace. As you know, there has been concern around
the use of personal information and potential for abuse of that in-
formation for quite some time. Indeed, Congress has already en-
acted several laws that deal with or touch upon the use of personal
information, including, to name just a few, the Fair Credit Report-
ing Act, the Children’s On-Line Privacy Protection Act, the Finan-
cial Services Modernization Act, the Electronic Funds Transfer Act,
the Electronic Communications Privacy Act, the Drivers Privacy
Protection Act, the Telephone Consumer Protection Act, the Cable
Communications Policy Act, the Video Privacy Protection Act, and
I could go on.

There are also a myriad of State law protections in place. What
is missing, in my view, is a comprehensive and thoughtful review
of the old and new laws and their effectiveness in the information
age. Therefore, I wholeheartedly support the proposals in H.R.
4049 to create a privacy commission. I think Dr. Culnan has raised
some serious concern about how to structure the Commission.

Let me say a few more words about commissions, having been a
Federal Trade Commissioner. As we have seen with other commis-
sions, the work and the results of the Commission can be directly
attributable to the composition of the Commission itself. Should
this Commission be established, I would urge that all of those who
have the ability to appoint Commissioners consider the commit-
ment of a potential appointee to reach consensus as opposed to fur-
thering an agenda. The issues are complex, and the solutions must
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be equally comprehensive. Those who have sat before you and
talked about self-regulation as a failure and legislation as the an-
swer, or self-regulation as a panacea and legislation as repugnant
are, in my view, clearly missing the point.

The point in the information age has to be how can American
consumers, whether they are consuming medical information and
services, financial information and services, or other commercial in-
formation, protect themselves and their privacy desires? In some
instances there will be technological solutions. In some instances
there will be best practices, and in other instances there may be
loopholes in existing law that need to be closed or absence of law
altogether.

Too often the privacy debate has been polarized between those
who wish to prohibit the use of personal information for any and
all purposes and those who wish to exploit the use of personal in-
formation for any and all purposes. Neither of these postures ad-
dresses the increasing concerns of Americans regarding protection
of their personal privacy while allowing for its beneficial use. Nei-
ther of these positions, frankly, can bring a balanced, economically
viable and societally appropriate conclusion to the privacy debate.

Thus I would urge that this Commission be created, but that the
goal of the Commission be clearly articulated as suggesting to the
Congress a legal framework that balances both the economic bene-
fits of the free flow of information with the rights of individuals to
maintain their own preferred zones of privacy through whatever
means makes sense in any given situation, be those means techno-
logical, legal or otherwise.

What will not advance the protection of privacy in the informa-
tion age is a deadlocked Commission with a faction opposed to any
meaningful use of information and a faction opposed to any mean-
ingful limits on the use of information.

Thank you very much.

Mr. HORN. We thank you. That’s a very helpful statement, and
you're well within time.

[The prepared statement of Ms. Varney follows:]
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Statement by Ms. Christine Varney
May 16, 2000

The Internet is poised to become an explosive economic growth opportunity that
will redefine global commerce in the information age. That growth cannot and
will not occur without consumer confidence. Privacy is one of the cornerstones
of consumer confidence in the Internet.

Numerous companies and associations have come together to create policies
and practices that can make privacy a reality for everyone on the Internet.
These companies and associations, the Online Privacy Alliance, are pleased to.
submit the attached documents. First is the Mission Statement describing the
goals of the Online Privacy Alliance, second are the Guidelines for Privacy
Policies that are adopted by all Online Privacy Alliance members, third are the
Principles for Children’s Online Activities, and fourth are the Guidelines for
Effective Enforcement of Self-Regulation.

The Online Privacy Alliance has worked diligently to come up with policies that
can be applied across many industry sectors. These guidelines, principles and
statements reflect not only a deep commitment to online privacy, but also new
policies which the Online Privacy Alliance members support. The Online Privacy
Alliance believes that when there is use or distribution of individually identifiable
information for purposes unrelated to that for which it was collected, individuals
should be given the opportunity to opt out of such unrelated use or distribution.
Also, the Online Privacy Alliance members believe that self-regulation requires
robust enforcement and they are committed to ensuring such.

The OPA and its supporting organizations will continue to work to ensure that
effective online privacy practices are adopted and implemented among the
private sector. In particular, we will be focusing on continuing outreach through
business and consumer education, while increasing awareness of various
privacy assurance programs. It has been a pleasure working with this group and
I look forward to continuing to work with the Online Privacy Alliance to build
consumer confidence in the Internet.

= sewww privacyalliance.org eee
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online privacy alliance

An alliance of global companies & associations
committed to promoting privacy online.

Commiitted Organizations, May 16, 2000

Companies

3Com

Acxiom

AdForce
Advertising.com
America Online, inC.
Ameritech

Apple Computer
AT&T

Avenue A, Inc.

Bank of America

Bell Atlantic

Bell South

BioNetrix Systems Corp.
Cisco
CiickAgents.com
CommTouch Software
Compagq

Deli

Disney

Dun & Bradstreet
DoubleClick tnc.

eBay Inc.

Eastman Kodak, Co.
EDS

EDventure Hotdings, Inc.
E-LOAN

Engage Technologies Inc.
Enonyrmous Corporation
Equifax

Emst and Young
Excite@Home
Experian

Ford

Gateway

Geotrust, Inc.

1BM

INFOSISTANT, INC.
insWeb Corporation
INSUREtrust.com LLC
Intel Com.

intuit

KPMG

LEX]S-NEXIS
Lifescape LLC

CH worldCom
WMicrosoft

MindSpring Enterprises, inc.

MoneyForMail.com
National Foundation for
Consumer Credit

NCR

Nestle' USA

NORTEL

Novell

northpole.com. L1C
Preview Travel
PricewaterhouseCoopers
Privada, (nc.
PrivacyRight, Inc.
PrivaSeek, Inc.
Procter & Gamble
ReatNames Corp.
Real Networks, Inc
Sagent Technologies
Sun Microsystems
Time Wamer inc.
Unilever United States, Inc.
USinternetworking inc.
Viacom

ViewCall Canada, Inc.
WebConnect
Wine.com
Women.com Networks
Xerox

Yahoo!

Associations

American Advertising Federation

American Electronics Association

American Institute of Certified Public Accountants
Assoctatton for Competitive Technology
Association of Online Professionais

Business Software Altiance

CASIE (CASIE is representing Association of National Advertisers &

American Association of Advertising Agencies)
Computer Systems Policy Project (CSPP)
Council of Growing Companies

Direct Marketing Association

Electronic Retailing Association
European-American Business Council
individual Reference Services Group
Information Technology Assodiation of America
Information Technology industry Councit
Interactive Digital Software Association
Interactive Travel Services Association (ITSA}
internet Advertising Bureau/FAST

Internet Alliance

Motion Picture Association of America
Software & Information Industry Assotiation
The United States Chamber of Commerce

The United States Council for intemnational Business

e e Www privacyaliiance.org eee
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online privacy alliance

An alliance of global companies & associations

committed to promoting privacy online.

Mission Statement

The Online Privacy Alliance will lead and support self-regulatory initiatives that
create an environment of trust and that foster the protection of individuals’ privacy

online and in electronic commerce.

The Alliance will;

® identify and advance effective online privacy policies across the private
sector;

® support and foster the development and use of self-regulatory enforcement
mechanisms and activities, as well as user empowerment technology tools,
designed to protect individuals’ privacy;

* support compliance with and strong enforcement of applicable laws and
regulations;

® support and foster the development and use of practices and policies that
protect the privacy of children;

® promote bioad awareness of and participation in Alliance initiatives by
businesses, non-profils, policy makers and consumers; and

o seek input and support for Alliance initiatives from consumer, business,
academic, advocacy and other organizations that share its commitment to
privacy protection.

Membership Pledge

As members of the Alliance:
* we endorse its mission;

e we commit ourselves to implement online privacy policies consistent with the
Alliance’s guidelines; and

* we commit curselves to participate in effective and appropriate self-requlatory
enforcement activities and mechanisms.

s e e www.privacyalliance.org eee
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online privacy alliance

An alliance of global companies & associations
committed to promoting privacy online.

Guidelines for Online Privacy Policies

Upon joining the Online Privacy Alliance, each member organization agrees that
its policies for protecting individually identifiable information in an online or
electronic commerce environment will address at least the following elements,
with customization and enhancement as appropriate ta its own business or
industry sector.

Adoption and Implementation of a Privacy Policy

An organization engaged in online activities or electronic commerce has a
responsibility to adopt and implement a policy for protecting the privacy of
individually identifiable information. Organizations should also take steps that
foster the adoption and implementation of effective online privacy policies by the
organizations with which they interact, e.g., by sharing best practices with
business partners.

Notice and Disclosure

An organization's privacy policy must be easy to find, read and understand. The
policy must be available prior to or at the time that individually identifiable
information is collected or requested.

The policy must state clearly: what information is being collected; the use of that
information; possible third party distribution of that information; the choices
available to an individual regarding collection, use and distribution of the collected
information; a statement of the organization’s commitment to data security; and
what steps the organization takes to ensure data quality and access.

The policy should disclose the consequences, if any, of an individual's refusal to
provide information. The palicy should also include a clear statement of what
accountability mechanism the organization uses, including how to contact the
organization.

Choice/Consent

Individuals must be given the opportunity to exercise choice regarding how
individually identifiable information collected from them online may be used when
such use is unrelated to the purpose for which the information was collected. At
a minimum, individuals should be given the opportunity to opt out of such use.
Additionally, in the vast majority of circumstances, where there is third party
distribution of individually identifiable information, collected online from the
individual, unrelated to the purpose for which it was collected, the individual
should be given the opportunity to opt out.

e e e www privacyalliance.org eee
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Consent for such use or third party distribution may also be obtained through
technological tools or opt-in.
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Data Security

Organizations creating, maintaining, using or disseminating individually
identifiable information shoulid take appropriate measures to assure its reliability
and should take reasonable precautions to protect it from loss, misuse or
aiteration. They should take reasonable steps to assure that third parties to
which they transfer such information are aware of these security practices, and
that the third parties also take reasonable precautions to protect any transferred
information.

Data Quality and Access

Organizations creating, maintaining, using or disseminating individually
identifiable information should take reasonable steps to assure that the data are
accurate, complete and timely for the purposes for which they are to be used.

Organizations should establish appropriate processes or mechanisms so that
inaccuracies in material individuaily identifiable information, such as account or
contact information, may be corrected. These processes and mechanisms
should be simple and easy to use, and provide assurance that inaccuracies have
been corrected. Other procedures to assure data quality may include use of
reliable sources and collection methods, reasonable and appropriate consumer
access and correction, and protections against accidental or unauthorized
alteration.

L 3

These guidelines are not intended to apply to proprietary, publicly available or
" public record information, nor to supersede obiigations imposed by statute,
regulation or iegal process.

Other valuable resources available to Alliance members in the development of
privacy palicies include: the OECD's “Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data”; the U.S. Department of Commerce’s
“Staff Discussion Paper of Privacy Self-Reguiation”; and various industry
association programs.
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online privacy alliance

An ailliance of giobail companies & associations
committed to promoting privacy onfine.

Principles for Children's Online Activities

The Members of the Online Privacy Alliance believe that the development of
interactive online communications provides tremendous opportunities for
children. At the same time, it presents unique challenges for protecting the
privacy of young children. Children under 13 are special. Unlike adults,
they may not be fully capable of understanding the consequences of giving
out personal information online. However, chiidren often understand how
to navigate online far better than their parents do. Parents will not always
have the knowledge, the ability or the opportunity to intervene in their
children's choices about giving out personal information. Therefore,
companies operating online must protect the privacy of children.

In connection with online activities of children under 13, the Alliance
adopts the following principles.

Companies doing business online that operate sites that are directed at children
under 13 or at which the age of visitors is known, must at those sites:

+ Not collect onlfine contact information from a child under 13 without prior
parental consent or direct parental notification of the nature and intended use
of this information, which shall include an opportunity for the parent to prevent
use of the information and participation in the activity. This online contact
information shali only be used to directly respond to the child's request and
shall not be used to recontact the child for other purposes without prior
parental consent.

s Not collect individually identifiable offline contact information from children
under 13 without prior parental consent.

* Not distribute to third parties any individually identifiable information collected
from a child under 13 without prior parental consent.

» Not give the ability to children under 13 to publicly post or otherwise distribute
individually identifiable contact information without prior parental consent.
Sites directed to children under 13 must take best efforts to prohibit a child
from posting contact information.

+ Not entice a child under 13 by the prospect of a special game, prize or other
activity, to divulge more information than is needed to participate in that
activity.
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online privacy alliance

An alliance of global companies & associations
committed to promoting privacy onling.

Effective Enforcement of Self-Regulation
Summary

Effective enforcement of online privacy policies is intended to assure an
organization's compliance with its privacy policies for the collection, use and
disclosure of personally identifiable information online and provide for consurner
complaint resolution. Whether administered by a third-party privacy seal
program, licensing program or a membership association, the effective
enforcement of self-regulation requires: 1) verification and monitoring, 2}
complaint resolution and 3) education and outreach. The Online Privacy Alliance
believes the best way to create public trust is for organizations to alert consumers
and other individuals to the organization's practices and procedures through
participation in a program that has an easy to recognize symbol or seal.

Third-Party Enforcement Programs

Validation by an independent trusted third party that organizations are engaged in
meaningful self-regulation of online privacy, may be necessary to grow consumer
confidence. Such validation should be easily recognized by consumers, for
example through the use of a seai or other symbol. The symbol or seal can be
used to connote both compliance with privacy policies and an easy method for
consumers to contact the seal provider, Thus, the Online Privacy Alliance
supports third-party enforcement programs that award an identifiable symbol to
signify to consumers that the owner or operator of a Web site, online service or
other online area has adopted a privacy policy that includes the elements
articulated by the Online Privacy Alliance, has put in place procedures to ensure
compliance with those policies, and offers consumer complaint resolution.

Privacy Seal Program

Such a privacy seal program (hereinafter “the seal program”) should implement
mechanisms necessary ¢ maintain objectivity and build legitimacy with
consumers. The seal program should utilize a governing structure that solicits
and considers input from the business community, consumer/advocacy
organizations and academics in formulating its policies. The seal program should
strive to create a consistent and predictable framework in implementing its
procedures. The seal program should be independent and should endeavor fo
make receipt of the seal affordable for and available to all online businesses.

A seal program should include the following characteristics:

« Ubiquity: In order to minimize confusion and increase consumer confidence,
efforts shall be taken to ensure ubiquitous adoption, and recognition of seals
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through branding efforts, including, for example, co-branding with
corporations or associations.

« Comprehensiveness: A seal program should be flexible enough to address
issues related to both sensitive and non-sensitive information.

+ Accessibility: A seal should be easy for the user to locate, use and
comprehend.

« Affordability: The cost and structure of a seal should encourage broad use
and should not be prohibitive to small businesses. The cost of a seal will vary
based on a number of factors, including the extent and complexity of review,
size of the business, the amount and type of individually identifiable
information collected, used and distributed, and other criteria.

« Integrity: A seal provider should be able to pursue all necessary avenues to
maintain the integrity of the seal, including trademark enforcement actions.

« Depth: A seal provider should have the ability to handle the number and
breadth of consumer inquiries and complaints about the potential violation of
online privacy policies and should have an established set of mechanisms fo -
address those inquiries and complaints.

Verification and Monitoring

A seal program must require that its participants adopt a privacy poficy that
comports with the principles endorsed by the Online Privacy Alliance. The scope
of this requirement only applies to the participating organization and does not
apply to the Web pages of affiliates or other Web pages linked to or from the
participating organization’s Web page. While these baseline principles should be
standardized, individual policies accepted by the seal provider shouid allow for
sector-specific variations. The seal program must then require that an
organization put in place either self-assessment or accept the seal program’s
compliance review prior to awarding the seal.

If a self-assessment system is chosen, it must be pursuant to a rigorous, uniform,
clearly articutated and publicly disclosed seal program methodology under which
an organization would be asked to verify that its published privacy policy is
accurate, comprehensive, prominently displayed, completely implemented and
accessible; and that consumers are informed of the consumer complaint
resolution mechanisms through which complaints are handled. A statement
verifying the self-assessment should be signed by a corporate officer or some
other authorized representative of the company. The self-assessment should
then be reviewed by the seal program to assure compliance with the
methodology. Specific criteria for when a company should improve the
implementation of its self-assessment system, adopt further measures, or
circumstances when a third-party review is required, should be part of the seal
program’s methodology for acceptable self-assessment.

Periodic reviews should be required by the seal program to ensure that those
displaying the seal continue to abide by their privacy policies and that those
policies continue to be consistent with its principles. These periodic reviews may
include, but are not limited to, auditing, random reviews, use of “decoys” or use of
technology tools as appropriate to ensure that sites are adhering to the
articulated privacy policies.
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In cases where there is evidence that the company is not abiding by its privacy
policies, the seal provider should establish clear criteria for placing that company
on probation or beginning procedures for the seal’s revocation. The seal provider
should establish clearly defined criteria for when and how a company’s seal may
be revoked. A company should be given notice and the opportunity to request
outside review before its seal is revoked. Seal revocation should be a matter of
public record. The seal provider must clearly state the grounds for revocation
and establish a post-revocation appeals process. In addition to the above
criteria, the seal provider should also strive to ensure the integrity of the seal by
monitoring for misuse or misappropriation.

Consumer Complaint Resolution

An effective third-party enforcement mechanism must provide its participants and
consumers a structure to resolve complaints and consequences for failure to do
so. Thus, a seal program must define the scope of complaints subject to the
complaint resolution process, have a system in place to address complaints, the
necessary staff to handle the volume of complaints and the organizational depth
to resolve them. The seal program must provide a variety of easy mechanisms to
allow consumers to lodge complaints or ask questions. Seal recipients must
agree to the complaint resolution procedure.

Under the complaint resolution system, consumers must first be required to seek
redress for their complaints from the company they believed to have aggrieved
them, before being granted access to the seal program’s complaint resolution
mechanism. Where complaints cannot be adequately resolved by the company,
and where the consumer and company have exhausted good faith efforts to
reach agreement, the company should be required to submit to a complaint
resolution mechanism.

Complaint resolution outcomes must not be contrary to any existing legal
obligations of the participating company. Failure of a company to agree with the
outcome of the seal program’s complaint resolution should result in previously
identified consequences to the company. Notwithstanding the complaint
resofution process, the consumer, the company and the seal provider may
pursue other available legal recourse.

Education and Outreach

A seal program must develop and implement policies to educate consumers and
business about online privacy.

A seal program must develop and implement policies to encourage awareness of
the program and online privacy issues with both consumers and businesses.
Such techniques shall include: publicity for participating companies, public
disclosure of material non-compliance or seal revocation, periodic publication of
the resuits of the monitoring and review procedures, or referral of non-complying
companies to the appropriate government agencies.
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online privacy alliance

An alliance of global companies & associations
committed to promoting privacy online.

Online Privacy Alliance Association Policy
An association that joins the Online Privacy Alliance agrees to:

¢ endorse the Ailiance mission statement, including: 1) adopting and posting
privacy guidelines consistent with the Alliance's guidelines and appropriate to
the association's membership; and 2) participating in self-regulatory
enforcement mechanisms appropriate to the association's online activities;

» encourage its members to adopt privacy guidelines consistent with the
Alliance’s guidelines and apprepriate to their industry's sector, and to
implement appropriate self-regulatory mechanisms; and

« actively participate in the Alliance's business outreach and consumer
education programs.

An association also may administer a seal or other third-party self-regulatory
enforcement program at its discretion.
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Other Materials

Privacy Initiatives by Private Sector: A partial review of steps which OPA Supporters
have done to help foster consumer confidence by protecting personal privacy in
cyberspace.

See hitp:/fwww.privacyalliance.org/resources/privinit.shtml

A Quick Guide to Helpful Tips and Technical Tools for safeguarding your privacy
online.
See http://www.privacyalliance.org/resources/rulesntools.shtml

The OPA White Paper details a "layered” approach to privacy protection. The paper
describes how the enforcement of existing laws by government, combined with
industry self-regulation, creates "adequate" safeguards for the protection of personal
information collected online in the United States.

See http://www.privacyalliance.org/news/12031998-5.shimi

The OPA Commentary document gives background on the development of the OPA

Guidelines.
See http:/iwww.privacyalliance.org/news/12031998-4.shtmi

eeewww.privacyalliance.orgese



Whaf Is...FIP (Fair Information Practices) (a definition)

lof2

148

FIP (Fair Information Practices}

FIP (Fair Information Practices) is a general term for a set of standards governing ) N

the collection and use of personal data and addressing issues of privacy and M

accuracy. Different organizations and countries have their own terms for these g .

concerns - the UK terms it "Data Protection”, the European Uriion calis it "Personal

Data Privacy,” and the OECD has written Guidelines on the Protection of Privacy "

and Transborder Flows of Personal Data, which states these principles: with the accent
on ease

a web solution

Collection Limitation Principle: There should be limits to the

collection of personal data and any such data should be obtained by lawful
and fair means and, where appropriate, with the knowledge or consent

of the data subject.

Data Quality Principle: Personal data should be relevant to the
purposes for which they are to be used, and, to the extent necessary for
those purposes, should be accurate, complete and kept up-to-date.

Purpose Specification Principle: The purposes for which personal
data are collected should be specified not later than at the time of data
collection and the subsequent use limited to the fulfillment of those
purposes or such others as are not incompatible with these purposes and
as are specified on each occasion of change of purpose.

Use Limitation Principle: Personal data should not be disclosed made
available or otherwise used for purposes other than those specified in
accordance with the Purpose Specification Principle except:

a.with the consent of the data subject; or
b.by the authority of law.

Security Safeguards Principle: Personal data should be protected by
reasonable security safeguards against such risks as loss or
unauthorized access, destruction, use, modification or disclosure of
data.

Openness Principle: There should be a general policy of openness
about developmients, practices and policies with respect to personal
data. Means should be readily available of establishing the existence
and nature of personal data, and the main purposes of their use, as well
as the identity and usual residence of the data controller.

Individual Participation Principle: An individual should have the
right:

a.to obtain from a data controller, or otherwise, confirmation of whether
or not the data controller has data relating to him;

b.to have communicated to him, data relating to him withina
reasonable time; at a charge, if any, that is not excessive; in a
reasonable manner; and in a form that is readily intelligible to him;

¢.to be given reasons if a request made under subparagraphs(a) and (b)
is denied, and to be able to challenge such denial; and

d.to challenge data relating to him and, if the challenge is successful to
have the data erased, rectified, completed or amended.

Accountability Prineiple: A data controller should be accountable for
complying with measures which give effect to the principles stated

5/16/00 10:41 AM
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FIP (Fair Information Practices) (a definition) wysiwyg://1 7/http:/fwww.whatis.com/fip.htm
above.

These principles are reprinted from http://www junkbusters,com/ht/en/fip htmI#OECD under the terms

of the GNU General Public Licence.

Selected Links

> QECD: Guidelines on the Protection of Privacy and Transhorder Flows of Personal Data is
available.

» Junkbusters on FIP has more information,

Assistance by: Simon Smith
Last update: September 12, 1999
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Mr. HORN. And now our next individual is Solveig Singleton, di-
rector of information studies for the CATO Institute.

You might tell in a little description what the CATO Institute is.

Ms. SINGLETON. Sure, I will. Thank you, Mr. Chairman.

I'm Solveig Singleton, director of information studies at the
CATO Institute, which is a free market or libertarian think tank
based in Washington, DC. My area of expertise includes the Inter-
net and telecommunications regulation. My testimony today is in-
tended to illustrate how a privacy commission as proposed in H.R.
4049 can be of help to Congress in understanding privacy in the
big picture in this country.

There are many privacy issues that come before Congress piece-
meal, and Congress is well-adapted to hearings on specific topics
like medical legislation or financial privacy and so on, but Congress
rarely has the leisure to sit back and consider a comprehensive
view of privacy overall across the economy.

Let me talk now a little bit about one of the questions I think
would be important for the Commission to consider. I think the
Commission could play a vital part in increasing Congress’ under-
standing of how the increased use of government databases, new
surveillance techniques and so on ultimately will affect the rela-
tionship between the U.S. citizens and their government.

Just in the past decade alone, we've had several new Federal
databases created. I'll just run down some of these quickly. There’s
a National Directory of New Hires intended to enforce child sup-
port orders, but, of course, everybody ends up in it, not just par-
ents. There’s a new employment database for the Workforce Invest-
ment Act, a national medical database with proposed unique health
identifiers, and there’s a National Center for Education Statistics.
On top of that, there’s been various proposals for monitoring and
tracing citizens’ activities such as FIDNET, Federal mandates for
driver’s licenses, and an employment eligibility confirmation pilot
proposal from the Immigration and Naturalization Service.

Now, each of these databases and each of these proposals comes
along with good intentions, but the concern overall is that ulti-
mately what we may see in this country is the right to work, the
right to travel, the right to seek medical attention, the right per-
haps to consult a lawyer in confidence, that these things are gradu-
ally transformed into privileges that are enjoyed only by those peo-
ple who have their paperwork in order. And most Americans, I
think, have better things to do than wanting to be thinking about
whether their paperwork is in order all the time. People lose
things, mistakes are made by clerks and so on. So I think a privacy
commission would be ideally situated to look at these developments
in the big picture.

Second, I think a commission could add substantially to
Congress’s understanding of the use of information about consum-
ers by private sector businesses. Now, those of you who have heard
me testify on Internet privacy will know I think many concerns
about business use information are overstated. I basically think
private businesses, they are either going to sell you something or
not sell you something. I think that when it’s a legitimate business
that consumers need to be protected from, that the need for protec-
tion for consumers is fairly limited. But nevertheless, new tech-
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nology makes people uneasy, and there’s a danger that Congress
will face tremendous pressure to move forward on privacy before
they entirely understand the economic consequences of regulation.

In particular there’s been a lot of opinion, including my own,
brought forward in testimony, but very little actual factual infor-
mation about the way information is used in the economy, what it
means to businesses in terms of keeping costs down, what it means
to consumers in terms of getting information about new products,
new businesses, new services, and in particular there’s little hard
information about the impact of privacy regulation on small busi-
nesses including Websites, startups of any kind, charities and
grass-roots political groups, many of whom trade actively in lists of
information about donors or subscribers in order to get their foot
in the door of civil society.

Third, a really critical issue, and where there is a real danger to
consumers, is in the area of fraud and identity theft. There’s some
serious questions that need to be asked about the best approach to
fraud and security issues. Is it to have less information circulating
through the economy as a whole, or is it, in fact, to have more in-
formation about people of a kind that is easier to verify, such as
digital signatures? In some cases the use of biometric identifiers
like fingerprints might be appropriate. And finally, I think the
most important question of all is how can law enforcement be more
effective in enforcing existing laws against fraud and identity theft?
A lot of these questions may be enforcement questions rather than
questions of new laws or new policies being needed.

So to conclude and second the comments of some of the other
panelists, I note that I think the proper role of the Commission
would be to provide balanced and objective analysis and scholar-
ship to fill gaps in our understanding of the complexities of privacy.
I think in particular it might be valuable to have the Commission
have the authority to contract with a group—a reputable group, an
independent group of economists to come up with something like
a cost-benefit analysis of different types of proposed regulation.

With that I conclude.

Mr. HORN. We thank you. Those are some very helpful sugges-
tions.

[The prepared statement of Ms. Singleton follows:]
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Information, and Technology.
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Mr. Chairman, my name is Solveig Singleton and I am a lawyer and the director of
information studies at the Cato Institute, Thank you for this opportunity to comment on the idea
of a privacy commission. My testimony will examine the role such a commission would play in
the debate about privacy. I will offer several important issues as examples of important
contributions that such a commission might make. These will include:

s A review of how the vast amounts of information requested by the féderai government can
affect our rights to travel and work, and how to prevent abuses.

« How to apply the Fourth Amendment of the U.S. Constitution, which describes lawful
searches and scizures, to new computer and wireless communications networks,

« In the private sector, the impact of broad privacy legislation or regulation on small

businesses, consumers, charities, and grassroots groups.
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Privacy, The Federal Government, and the Fourth Amendment

Government has unique powers of investigation, arrest, and trial that the private sector
lacks. These unique powers make the possession of information by government fundamentally
alarming in a way that uses of information in the private sector are not. This century alone
contains far too many examples of governments--including our own--that have abused
information they were entrusted with.

Just in the past decade, massive government databases have grown up. Beyond the
census, social security, and the Bank Secrecy Act, there's a National Directory of New Hires w‘ith
everyone in it (child support), federal mandates for dri?ers’ licenses and birth certificates, pilot
programs for "employment eligibility confirmation” (immigration), the evolution of the social
security card into a de facto national identifier, a new employment database for the Workforce
Investment Act, a national medical database with unique health identifiers, and the National
Center for Education Statistics. On top of those new databases have come new proposals for
monitoring and tracing citizen's activities, such as FIDNET.

A privacy commission could play a vital part in increasing Congress's understanding of
how government information gathering and surveillance affects U.S. citizen's freedoms to work
and travel, seek medical treatment, or exercise other rights overall. Most data-collecting
proposals come with benefits attached—-Aid to Families with Dependant Children, immigration
law enforcement, or proposals to enforce child support orders--and each proposal standing alone
seems well-intentioned enough on its face. But must we treat everyone like a deadbeat dad in
order to catch a few wrong-doers? Will more government demands for information and

identification turn holding a job or moving from state to state into a privilege enjoyed by those
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with the right paperwork? This is the kind of question that a privacy commission would be
ideally situated to investigate, to consider the implications of these databases as a whole, rather
than in a piecemeal fashion.

Second, there is the question of whether the means by which information is collected is
consistent with the Fourth Amendment. The Fourth Amendment of the United States
Constitution provides that:

The right of the people to be secure in their persons, houses, papers, and effects, against

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but

upon probable cause, supported by Oath or Affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.

Today, however, some police practices, such as the aggressive "stop and frisk" searches
used on the occasion of the death of Amadou Diallo in New York City, seem to bypass this
showing of probable cause. Some have proposed to allow "surreptitious” searches of homes for
encryption keys. The "Know Your Customer" rules that the FDIC formally proposed--and
backed down from--just last year remain in place as informal agency guidelines followed by
many banks. The brunt of careless or unconstitutional searches will be borne, as atways, by those
least able to defend themselves--immigrants, small businesses, and minorities.

A privacy commission could provide much-needed perspective on an age when law
enforcement has access to satellite photos, infrared, plaint-text readers, and many other
surveillance data. The commission might be asked to study the application of the Fourth
Amendment to police practices, business records, and new computer networks. The commission

could also provide valuable information about alternatives law enforcement techniques (such as

the use of informants) that do not jeopardize the safeguards provided by the Fourth Amendment.
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Data Protection and the Private Sector

A privacy commission could also fill significant holes in Congresses understanding of
another completely different aspect of privacy, the use of information about consumers by private
sector businesses. Private sector businesses have little power to violate citizen's rights with the
information they hold; consumers do not need to be protected from people trying to invent and
sell goods and services. Nevertheless, the use of consumer information by the private sector has
become controversial. Horror stories and consumer surveys have taken the place of leadershipv
from legislators. There is some danger that broad legislation or regulation could be passed with
bizarre and painful consequences for the information economy.

For example, little information is available on the probable impact of privacy regulation
on small businesses (including web sites), startups, charities, and grassroots groups. The
experience of Europe with privacy regulation suggests that regulation makes the kind of
information that these groups use to get their foot in the door of civil society much less readily
available, and much more expensive than when information flows freely throughout the
economy.

In addition, a privacy commission should ask how privacy regulation would effect the
availability of products, services, and information to consumers. Information about the impact of
such regqlation on the prices and selection of goods and services to consumers is vitally needed,
and this information cannot be provided by shallow surveys of web policies or public opinions.

Finally, a privacy commission should consider how to best defend consumers from real

dangers such as identity theft and fraud. Treating legitimate businesses like stalkers is not the

4
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answer. Would the use of biometric identifiers like voiceprints or fingerprints help businesses
with security concerns? How can law enforcement be more effective in enforcing existing laws

against fraud and identity theft?

Conclusion: The Need for a Balanced and Scholarly Commission

A privacy commission could play a vital role in informing Congress, and, ultimately, the
American public, about the changing relationship between the federal government and its citizens
that comes with the growth of federal databases and investigative powers. This "Big Picture" éf
this issue has never been addressed. Databases and péwers of search and seizure have grown up
on a piecemeal basis. But Congress would be right to ask whether the result has has been a
systemic shift in the powers of government with relation to the people.

Likewise, a privacy commission could play a very important role in ensuring that
Congress does not adopt radical proposals to regulate private-sector uses of information without
fully understanding their economic consequences. The usual rule for people interacting with one
another is that each is free to learn from the other, and make free use of the knowledge gained in
the exchange. That is how the economy has long operated (with a few exceptions). Abandoning
the free flow of information is a truly drastic measure, and should not be considered without a
complete understanding of its economic impact.

My primary misgiving about the idea of a privacy commission is that its work cannot
provide a solid foundation for Congressional understanding of these issues unless the
commission is balanced. It is easy to imagine a commission composed mainly of a bunch of the

usual suspects with an agenda, with little new to offer in terms of serious analysis of privacy
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issues. In my view, the proper role of a commission would be to provide objective analysis and
scholarship--the politics is for Congress. It might help to limit such a commission's role to that
of a fact-finder, for example, rather than asking that its primary role be to recommend one policy

over another.
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Mr. HORN. Mr. Ron Plesser is legislative counsel to the 1977 Pri-
vacy Commission. Mr. Plesser.
hMr. PLESSER. I think I was general counsel, but “was” rather
than “is.”

Good afternoon, Mr. Chairman, members of the committee, and
thank you very much for the opportunity to appear before your
subcommittee as it examines the creation of a commission for the
study of privacy protection. My name is Ronald Plesser, and I'm
partner in the law firm of Piper Marbury Rudnick & Wolfe, and I
chair their Electronic Commerce and Privacy Group. I served as
general counsel for the Privacy Protection Study Commission for
the entire life of the Commission from 1975 to 1977, and most re-
cently I've served along with Mary Culnan on the Federal Trade
Commission’s Advisory Committee on Online Access and Security.

I'm pleased to appear before you today to share my experiences
as a staff member of the first and only Privacy Commission and to
comment on H.R. 4049 and the potential establishment of a new
privacy commission.

Created by the Privacy Act of 1974, the Privacy Protection Study
Commission was directed by Congress to make a study of, quote—
study of the data banks, automatic data processing programs, and
information systems of governmental, regional, and private organi-
zations in order to determine the standards and procedures in force
for the protection of personal information. The Commission also
sought to examine the balances between legitimate and at times
competing interests of the individual, the information system and
society in general.

I would like to point out, as I think others have, that we issued
our report in 1977, which actually was the first year that the per-
sonal computer was commercially available. So there’s obviously
been a world of development and shift since then, but I think their
basic principles may have stayed more the same than we could
have imagined. The Commission recommended ways of providing
additional protection for the privacy of individuals while meeting
society’s legitimate need for information.

The Commission based its recommendations on the conclusion
that effective privacy protection must have three concurrent objec-
tives: one, minimize intrusiveness in the lives of individuals, and
this relates really to a large extent to government issues; maximize
fairness in institutional decisions made about individuals—this is
the famous fair information practice principles; and provide indi-
viduals with legitimate, enforceable expectations of confidentiality.

One of the critical findings of this report was that privacy needs
to be addressed on sector-specific basis, given that there are dif-
ferent concerns raised by different information systems. The Com-
mission felt that the historic development of privacy protection as
well as the then current realities required that each be dealt with
separately.

The Commission explicitly rejected a proposal for an omnibus
privacy statute establishing government authority to regulate the
flow of all personal information. This rejection was based on sev-
eral considerations, including the danger of government control
over the flow of both public and private information, the greater in-
fluence on the private sector than the public sector of economic in-
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centives that encourage voluntary compliance with principles, and
three, the difficulty of legislating a single standard for widely vary-
ing recordkeeping practices in the private sector.

I would like to highlight a few areas of the particular bill you're
looking at that I believe could pose obstacles to the effective service
of a commission based on my practical experience. First, the Com-
mission envisioned by the bill is comprised of too many members.
It was critical that there were seven members of the Commission
as compared to the 17 recommended by H.R. 4049. Broad represen-
tation of various interests on the Commission is an important goal.
However, for management reasons and to enable group consensus,
]i;c is important that the Commission be limited to a smaller num-

er.

The second point, the Commission’s effort needs to be sufficiently
funded to allow for careful, balanced investigation. H.R. 4049 allo-
cates $2.5 million in the year 2000, and you may be interested to
know that that’s exactly the same amount of money that the Pri-
vacy Commission got in 1974, and while we, I think, felt that was
a fully sufficient amount of money back in 1974, we had 60-some-
odd days of hearings and other stuff. I think that amount is woe-
fully inadequate for an adequate study today.

I've hit my time, and I wondered if I could have just another
minute to say that I think there are competing reasons for and
against the Privacy Commission. On one hand, I agree with what
everyone has said about the complexity of the issue and that it
needs additional study. Whether that initial study has to be done
by a new independent commission, or it can be done by existing au-
thorities I think is an issue.

I'm also concerned—I was very involved with the Children’s On-
line Privacy Protection Act representing several clients, and I think
we came out with a very balanced piece of legislation that was sup-
ported by government, public interest groups, the private sector
and, of course, Congress. I wonder if we could have developed
something as carefully tuned and balanced as a result of a commis-
sion process, or if it worked just as well by having inquiry by Con-
gress without having the added kind of exposure and publicity that
would be involved in a commission. I think there are positions on
both sides of it. I certainly support Christine Varney’s point of view
on the need to have a commission, but I think we should look at
it very carefully as we go forward. Thank you.

Mr. HORN. Thank you very much. Those are very helpful sugges-
tions.

[The prepared statement of Mr. Plesser follows:]
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Introduction

Good morning, Mr. Chairman, and thank you for the opportunity to appear before your
Subcommittee as it examines the creation of a commission for the study of privacy protection.
My name is Ronald Plesser and I am a partner at the law firm of Piper Marbury Rudnick &
Wolfe LLP. By way of a brief introduction to my experience in the privacy arena, I represent
many companies on a wide array of privacy-related issues, including health care, financial,
children, Web site, wiretap and cable privacy, as well as European and other international
privacy matters. I have been actively involved in state, federal, and international legislative
initiatives as well as self-regulatory efforts in these areas for many years. I work extensively
with various trade associations and “dot-com” companies to develop and implement fair
information policies and practices. In addition, I coordinate a group of the leading information
industry companies that provide services to help identify, verify, or locate individuals. I worked
with this group to develop and adopt self-regulatory principles governing the collection, use and
dissemination of personal information.

I served as general counsel to the Privacy Protection Study Commission for the entire life
of the Commission from 1975 to 1977. In addition, I served on the Clinton-Gore transition team
on Telecommunications, participated as the industry representative in the U.S. delegation to the
OECD on Consumer Protection in the Global Electronic Environment this past year, am
currently on the coordinating committee of the Online Privacy Alliance (OPA), and also serve on
the Federal Trade Commission’s (FTC) Advisory Committee on Online Access and Security.

I am pleased to appear before you today to share my experiences as a staff member of the
first and only Privacy Protection Study Commission, and to comment on H.R. 4049 and the

potential establishment of a new privacy protection study commission.
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Because there has been heightened attention to privacy in recent years, this issue has been
deemed a top priority by government and industry alike. In seeking to address the privacy issue
as it emerges in a variety of different settings, it becomes immediately evident that privacy
protection is a complex task because the requirements are never static and the issues are multi-
faceted. Privacy issues have always involved a careful weighing of a multitude of factors in
efforts to strike the appropriate balance between individual privacy interests and important and
soctally beneficial uses of information. An examination of privacy protection necessarily
involves assessing and reassessing the interplay between technology and privacy in light of
developments that have a major effect on the collection, use, and disclosure of individual
information in the global information economy. In viewing privacy against this backdrop, the
Privacy Commission’s report, although issued in 1577, still has validity, offering many lessons
both in terms of the substantive findings articulated in the report as well as in the process
involved in its creation. I now would like to share with you some of these lessons.

The Privacy Balance

Created by the Privacy Act of 1974, the Privacy Protection Study Commission was
directed by Congress to make a “study of the data banks, automatic data processing programs,
and information systems of governmental, regional, and private organizations, in order to
determine the standards and procedures in force for the protection of personal information.” The
Commission sought to examine the balance between legitimate and, at times, competing interests
of the individual, the information system, and society in general.

The Commission recommended ways of providing additional protection for the privacy

of individuals while meeting society’s legitimate needs for information. The Commission based

WASH1:278592:1:5/12/00 2
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its recomumendations on the conclusion that effective privacy protection must have three

concurrent objectives:
. minimize intrusiveness in the lives of individuals;
. maximize fairness in institutional decisions made about individuals; and
. provide individuals with legitimate, enforceable expectations of confidentiality.

One of the critical findings of this report was that privacy needs to be addressed on a
sector-specific basis given that there are different concerns raised by different information
systems. The Commission felt that the historical development of privacy protections as well as
the then-current realities required that each area be dealt with separately.

The Commission explicitly rejected a proposal for an omnibus privacy statute
establishing governmental authority to regulate the flow of all personal data, This rejection was
based on several considerations, including: (1) the danger of government control over the flow
of both public and private information; (2) the greater influence on the private sector than on the
public sector of economic incentives that encourage voluntary compliance with privacy
principles; and (3) the difficulty of legislating a single standard for widely varying record-

keeping practices in the private sector.

The standards applied to the various record-keeping relationships in the private sector
have emerged from sharply focused legislative inquiries that identify problems arising in
particular record-keeping relationships. By considering the distinct roles played by specific
types of records in the lives of individuals, and the nature of the harm caused by their misuse,
Congress and state legislatures have been able to balance the privacy interests at stake against the

public interests that are served by the use of personal data in various contexts.

WASH1:276582:1:5/12/00 3
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The Evolution of the Information Age

It is important to remember that when we wrote the report in 1977 we were living in a
very different age. It is hard to believe that more than 20 years have passed and we are now into
anew millennium. We had just passed the bicentennial at the time the report was released, and
we were only embarking upon the advent of the personal computer. In our survey of the privacy
landscape, we looked at large computing systems with centralized databases rather than the
distributed network capacities of the modern era. While the information age was being
speculated on, no one dreamed that the Internet and the World Wide Web would become as
pervasive as they are today.

Although we are living in a vastly different era, one bedrock of privacy protection still
predominates. That is, that in addressing the privacy issue we need to balance an individual’s
privacy and the need for government and the private sector to use and maintain information in
ways that further societal interests. U.S. privacy laws have continued to advance these
objectives through the further development of the sector-by-sector approach to data privacy,
which accounts for the sensitivity of the personal data and whether it is likely 1o be used in a way
that could adversely affect the data subject.

Practical Experiences

I would like to highlight a few areas of the bill that I believe could pose obstacles to the
effective service of a commission based on my practical experiences. First, the commission
envisioned by the bill is comprised of too many members. It was critical that there were seven
members on the Commission as compared to the 17 recommended by H. R. 4049, Broad

representation of the various interests on the commission is an important goal. However, for

WASH1.:276692:1:5M12/00 4
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management reasons, and to enable group consensus, it is important that the commission be
limited to a smaller number. Second, the commission’s effort needs to be sufficiently funded to
allow methodological and balanced investigations. H.R. 4049 allocates only $2,500,000, which
is about the same amount of money allocated for the study in 1974. It is important that sufficient
resources are allocated to ensure that factual research, hearings, and transcripts all are part of the
effort of the privacy commission.

Conclusion

There are competing reasons both for and against creating a new privacy commission.
On the one hand, I recognize the complexity of the privacy issue and appreciate the fact that this
issue deserves a thorough examination so that appropriate balances can be struck to perpetuate
the American privacy values and principles which have developed. In addition, the creation of a
commission is a better option than broad legislation that does not further the sectoral approach to
privacy protection.

On the other hand, I do have significant reservations about establishment of a
commission because its characterization of the issues likely would receive a great deal of
attention and scrutiny, which could distort the privacy issue and undermine much of the promise
and value of responsible information policies and practices. Such potential hype would not
result in good public policy. In 1998, Congress enacted the Children’s Online Privacy Protection
Act (COPPA) with broad support from industry and consumer interests. This statute was written
without a study commission and reflects a good piece of legislation that carefully addresses real
problems.

I commend the Commiitee on its thoughtful inquiry into this important issue and its

efforts to further the dialogue on privacy.
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Mr. HORN. Our last witness on this panel is Stanley Sokul, mem-
ber of the Advisory Commission on Electronic Commerce. Why
don’t you tell us a little bit about that advisory commission.

Mr. SokUL. Thank you. Thank you for inviting me to testify
today. As you noted, I served as a member of the Advisory Commis-
sion on Electronic Commerce, which studied the issues surrounding
Internet taxation. We issued our report on April 12, and our tenure
expired on April 21.

I'm here primarily to urge you not to neglect the privacy implica-
tions of Internet taxation, but would also like to offer some sugges-
tions on a potential privacy commission based on my Tax Commis-
sion experience.

If a commission on privacy is created, I hope the subcommittee
will consider an issue that the Tax Commission uncovered but did
not resolve. In order for States to effectively collect taxes on Inter-
net sales transactions, the sales need to be identified on an individ-
ual basis. Such government tracking of consumers’ Internet pur-
chases could have significant privacy ramifications. The most strik-
ing example involves the types of privacy invasions that would
have to occur for States to track and tax the purchase of digital
goods.

The Internet privacy debate generally focuses on the activities of
private entities, how companies compile on-line purchase informa-
tion and even track Web surfing for commercial purposes. The de-
bate revolves around the nature and extent of consumer access to
and control over the collection and use of such information; for ex-
ample, should an opt-in or opt-out requirement be imposed on
Internet data gathering and sharing.

In contrast, imposing a national system to collect State sales
taxes raises the specter of the government tracking individual pur-
chase information. In this environment, the consumers would have
no control. The only way for consumers to opt out of the govern-
ment tracking their purchase activity would be to forego the Inter-
net purchase altogether.

During the Tax Commission process, the State and local organi-
zations proposed a Streamlined Sales Tax System for the 21st cen-
tury. This system would insert a new layer of requirements into
electronic sales transactions, a national clearinghouse or database,
to track Internet purchases so the proper tax could be calculated,
levied, and remitted to the proper jurisdiction. This proposal raised
some significant privacy concerns, and ultimately the States
stopped advocating the system as a solution, at least before our
Commission.

The effects a new Internet sales tax collection regime would have
on consumer privacy and thus Internet commerce remain unex-
plored. Confronted with many concerns but few details, the Tax
Commission adopted a resolution I authored to recommend that
Congress study the privacy implications of Internet taxation very
carefully. It was one of the few items that attained a two-thirds
supermajority vote to constitute a formal recommendation to Con-
gress. We recommended that Congress explore privacy issues in-
volved in the collection and administration of taxes on e-commerce,
with special attention given to the repercussions and impact that
any new system of revenue collection may have upon U.S. citizens.



167

Accordingly, because the Privacy Commission may be a key vehi-
cle through which Congress explores Internet privacy issues, I
would urge that the privacy implications of Internet taxation be
added to the Commission’s agenda.

Finally, I would like to comment briefly on two problems that the
Tax Commission confronted. First, our Commission lost nearly half
of its 18-month tenure due to an appointment controversy. The
statute required equal representation from State and local interests
and business interests and gave the House and Senate leaders a
fixed number of appointments. When all the appointments were an-
nounced, a statutory balance had not been achieved, and the imbal-
ance took 8 months to sort out.

H.R. 4049 as presently written provides leadership with specific
appointments, but does not specify that certain interests must be
represented on the Commission. If the subcommittee ultimately de-
cides to list different interests that should be represented, I would
suggest that you carefully account for what will occur if the initial
round of appointments fails to fulfill the representational require-
ments.

Second, the Tax Commission operated under a two-thirds super-
majority requirement to report findings and recommendations to
Congress. H.R. 4049 presently contains only a simple majority re-
quirement. I would urge you to consider a supermajority provision.
While the Tax Commission did not ultimately achieve a two-thirds
result for the bulk of its report, and that failure created some con-
troversy, I believe still that the requirement created a healthy dy-
namic within the Commission that encouraged the opposing inter-
ests to work together. However, if you institute a supermajority
provision, the statute must be clear that a lack of one does not ne-
gate the need to file a report.

Thank you again for the opportunity to testify, and I'll be happy
to answer any questions.

Mr. HOrN. Well, thank you.

[The prepared statement of Mr. Sokul follows:]
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Thank you for the opportunity to testify today. As you know, I served as a Member of
the Advisory Commission on Electronic Commerce, whi.ch studied the issues surrounding
Internet taxation. We issued our report on April 12, 2000, and our statutory tenure expired on
April 21, 2000. 1 am here primarily to urge you not to neglect the privacy implications of
Internet taxation, but would also like to offer some suggestions for the privacy commission based

on my tax comunission experience.

The privacy issues raised by the Internet are just as complex and confusing as the tax
issues. As with taxes, offline privacy rules and expectations do not necessarily translate well to
the Internet environment. Furthermore, different rules may exist for different situations. Three
different federal agencies — the Departments of Treasury and Health and Human Services, and
reportedly ‘the Federal Trade Commission — are currently working on new privacy rules in their
respective spheres. They have unlikely consulted with each other, however, to sce if consistency
is possible or even desirable. A comumission process is an understandable means of sorting

through the present confusion.
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Privacy and Internet Taxation
If a commission on privacy is created, I hope this subcommittee will consider an issue
that the Advisory Commission on Electronic Commerce uncovered, but did not resotve, In order
for states to effectively collect taxes on Internet sales transactions, the sales need to be identified
on an individual basis. Such government tracking of consumers’ Internet purchases could have
significant privacy ramifications. The most striking example involves the types of privacy

invasions that would have to occur for the states to track and tax the purchase of digital goods.

The Internet privacy debate generally focuses ‘on the activities of private entities — how
companies compile online purchase information, and even track Web surfing, for commercial
purposes. The debate revolves around the nature and extent of consumer control over the
collection and use of such information — for example, should an opt-in or opt-out requirement be

imposed on Internet data gathering and sharing activity.

In contrast, imposing a national system to collect state sales taxes raises the specter of the
government tracking individual purchase information, In this environment, the consumers would
have no control. The only way for consumers to “opt out” of the government tracking their

purchase activity would be to forego the Internet purchase altogether.

During the tax commission process, the state and local organizations proposed a
“Streamlined Sales Tax System for the 21" Century.” This system would insett a new layer of

requirements into electronic sales transactions — a national clearinghouse or database — to track



170

Internet purchases so that the proper tax could be calculated, levied and remitted to the proper
state. These new clearinghouses were labeled “Trusted Third Parties.” This Trusted Third
Party system raised some significant privacy concerns, and ultimately the states stopped

advocating the system as a solution before the Commission.

The effects a new Internet sales tax collection regime would have on consumer privacy
and thus Internet commerce remain unexplored. Confronted with many concerns but few details,
the tax commission adopted a resolution I authored to recommend that Congress study the
privacy implications of Internet taxation very carefully (attached). This resolution was one of
the few items that attained a 2/3rds supermajority to constitute a formal recommendation to
Congress. We recommended that Congress “explore privacy issues involved in the collection
and administration of taxes on e-commerce, with special attention given to the repercussions and
impact that any new system of revenue collection may have upon U.S. citizens..., " and that
Congress “[t]ake great care in the crafting of any laws pertaining to online privacy (if such laws
are necessary) to avoid policy missteps that could endanger U.S. leadership in worldwide e-

commerce.”

Accordingly, because the privacy commission may be a key vehicle through which
Congress explores Internet privaéy issues, I would urge that the privacy implications of Internet

taxation be added fo the commission’s agenda.
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Drafting Issues
Finally, I would like to comment briefly on two problems the tax commission confronted.
First, our commission lost nearly half of its eighteen-month tenure due to an appointment
controversy. The statute required equal representation from state and local interests and
business interests, and gave the House and Senate Leaders a fixed number of appointments.
When all the appointments were announced, the statutory balance had not been achieved, and the

imbalance took eight months to resolve.

H.R. 4049, as presently written, provides I,eadeﬁhip with specific appointments, but
does not specify that certain interests must be represented on the commission. Some tension
exists here becanse balanced representation will help give credibility to the commission and its
work. If the subcomumittee ultimately decides to list the different interests that should be
represented, I would suggest that you carefully account for what will occur if the initial round of

appointments fails to fulfill the representational requirements.

Secondly, the tax commission operated under a 2/3rds supermajority requirement to
report “findings and recommendations” to Congress. H.R. 4049 presently contains only a simple
majority requirement. I would urge you to consider a supermajority provision, While the tax
commissio;q did not ultimately achieve a 2/3rds result for the bulk of its report (the privacy
reconumendation did attain 2/3rds status), the requirement created a healthy dynamic that
encouraged the opposing interests to work together — and we came very close to achieving a

supenmajority result.
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The tax commission resolved down to three basic interest groups, and the privacy debate
potentially has many more interests at stake. This could be an advantage to the privacy
commission, as there could be a lower likelihood of polarization and thus stalemate by a
determined minority. I believe the 2/3rds requirement was very constructive for the tax
commission, and could be for the privacy commission as well. If you institute a supermajority

provision, the statute must be clear that a lack of one does not negate the need to file a report.

Thank you again for the opportunity to testify, and [ would be pleased to answer any

questions you may have.
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THE ADVISORY COMMISSION ON ELECTRONIC COMMERCE
RECOMMENDATION ON PRIVACY

G. Privacy Implications of Internet Taxation

The issue of consumer privacy is one that pervades all aspects of e-commerce.

The Commission process has shown that proposals to increase state and Jocal
authority over the taxation of e-commerce have significant privacy ramifications.

Furthermore, technological advances will likely allow for increased tax collection
efficiencies, however other important principles — such as increased exposure of
individual privacy — must be balanced against what is technologically possible.

The issue of consumer privacy is one that pervades all aspects of e-commerce,
and not just the tax administration system.

Recommendations: Privacy

* Explore privacy issues involved in the collection and administration of
taxes on e-commerce, with special attention given to the repercussions

and impact that any new system of revenue collection may have upon U.S.
citizens and the steps taken in systems developed to administer taxes on
e-commerce to safeguard and secure personal information.

» Take great care in the crafting of any laws pertaining to online privacy (if
any such laws are necessary) to avoid policy missteps that could endanger U.S.
leadership in worldwide e-commerce.

Votes on Adeption: 16 Yeas, 1 Abstention, 2 Not Present

The proposal passed by more than 2/3rds (16) and is considered a finding or recommendation.

Advisory Commission on Electronic Commerce, Report to Congress, page 37 (April 2000)
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Mr. HORN. And we will now go to questions, and we’ll start
with—we’re going to do it 5 minutes each side, everybody, so we
all get into this and rotate it a few times. So I'm going to yield my
time to the gentleman from Arkansas Mr. Hutchison, 5 minutes.

Mr. HuTCHINSON. Thank you, Mr. Chairman. I want to thank
each of the witnesses. That was outstanding testimony, very
thoughtful, and with your background and expertise, I think it is
very helpful to the committee.

First, Mr. Belair, I don’t think you recounted a little bit of your
background on privacy. Could you do that for the committee? I
know it’s in your written material, but could you elaborate?

Mr. BELAIR. I'm happy to do it. I'm editor, along with Alan
Westin, which—of Privacy & American Business, which is a not-
for-profit, privacy-friendly, business-sensitive publication. I also
have a privacy consulting firm with Alan Westin, and I'm partner
in a law firm, Mullenholz, Brimsek & Belair, and my practice there
is all privacy-related. I was deputy general counsel of the White
House Privacy Committee in the Ford administration. I said that
the other night at the supper table, and one of my teenagers said,
the Ford administration, God, youre old, and I guess that’s prob-
ably right. I've also been the general counsel of the National Com-
mission on the Confidentiality of Health Records and represented
a number of other both public sector and private organizations.

Mr. HUTCHINSON. I think that’s extraordinary background, and
your testimony was that you supported the Privacy Commission
creation.

Mr. BELAIR. That’s correct. I think it’s—I not only support it, I
think it’s really just the right thing at the right time. I think it’s
critical.

Mr. HUTCHINSON. Dr. Culnan, you have raised some good points.
I thank you for your support for the legislation as well, but you
raised the concern about balancing the Commission, and you heard
the comments from our last witness. Could you help us here as to
what your suggestion is on how to balance the Commission? Let me
tell you, first of all, some of the thinking in this that, one, it should
be balanced. It’s very important, and we want to get people who
are open-minded and can promote a consensus. The option is, you
know, to specify who all should belong to it or leave it to the politi-
cal process, the people who are appointing, that you are going to
pressure them, we are going to pressure them to appoint balanced
people. I am open to any suggestions, but that was the thinking.

Ms. CULNAN. I think I would be against sort of a rigid set of
standards saying you have to have X number of people that rep-
resent a certain point of view, but there might be a statement in
the legislation that encourages or advises, I believe, the different
people who are appointing Commissioners to consider diversity of
perspectives in terms of doing that. One reason is because if it
turns out the entire Commission is tilted toward a particular point
of view, it will not have a lot of credibility, and there will be a lot
of fighting and yelling about the kind of things that go on when
you don’t have multiple views reflected.

I also want to second Mr. Sokul’s point about the appointment
process. The commission I was on, a lot of people got tangled up
in the appointment process, and I think that can do great det-
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riment to the Commission if people don’t get appointed quickly and
get brought on board and the Commission gets off and running. We
had to have half private sector and half Federal Government com-
missioners, and it took quite a while to locate the private sector
people who were willing to serve.

Mr. HUTCHINSON. It shouldn’t be as problematic if you do not
specify all of the backgrounds necessary. I agree with you, and
we've already half drafted some language that would talk about the
broad interests that should be represented on it and the diversity
of opinion reflected. I know I've raised—Ms. Varney, do you have
any comment on this, and I also wanted to ask you specifically
about your goal—or your statement that the goals of the Commis-
sion should be clearly articulated. Help me out here, again. The
written copy I have did not elaborate all the things that you said
so well.

Ms. VARNEY. Well, I can give you this as well. I guess my con-
cern, Congressman, is that the privacy debate has generally been
very polarized. There are a lot of thoughtful people, including peo-
ple that you’ve heard from today and yesterday and will be hearing
from, who really are looking for a balance.

What I would hate to see in the Privacy Commission is this divi-
sion, this continued polarization. So if I could put my desires in
writing in a preamble, it would be to really give the Commission
guidance that its goal is to recommend to the Congress a com-
prehensive approach to privacy that balances the economic benefits
of the free flow of information with the need for citizens to be able
to protect their own personal privacy preferences.

Mr. HUTCHINSON. You think that language would be sufficiently
instructive to the Commission?

Ms. VARNEY. I think it would help, because I think what we have
seen in the privacy debate, this sort of view—a very stark view
that either the use of information without very aggressive, very ex-
plicit consumer or patient or individual written affirmations and
consents ought to be prohibited, and on the other side we’ve seen
this view that all information flow in the commercial arena has
some benefit, and therefore, anything that inhibits it is bad. That
has really, in the short time I've been doing this compared with my
colleagues—I only started dealing with this in 1994—that has real-
ly driven much of the debate. You don’t find a lot of balance.

Mr. HUTCHINSON. My time has expired. Thank you, Mr. Chair-
man. Thank you.

Mr. HORN. We thank you.

Now I yield to the ranking member on the subcommittee who I
believe will yield to the ranking member on the full committee.

Mr. TURNER. Thank you, Mr. Chairman. As you know, Mr. Wax-
man, our ranking committee member is here with us. Mr. Waxman
has taken a great deal of interest in the subject of privacy, particu-
larly in his work to try to establish protection of health information
for all Americans, and I want to yield to him or ask the Chair to
yield to him for the beginning of our round of questioning.

Mr. HORN. You can yield to him. Go ahead.

Mr. TURNER. Mr. Waxman.

Mr. WAXMAN. I thank both of you for allowing me to question the
panel.
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I want to thank the members of the panel for your testimony.

Mr. Plesser, let me start with you. You testified that you think
17 Commissioners is too great a number for reaching consensus. Do
you have any recommendations on what would be an appropriate
number of Commissioners to have and how to ensure that appro-
priate stakeholders are represented?

Mr. PLESSER. I was looking at it from the perspective of staff
working with diversity. You have to understand that unlike a con-
gressional committee, those members would not have their individ-
ual staffs. So all of the kind of briefing, just the mechanics of brief-
ing and working with people to get them up to speed, to make the
decisions to have 17 is quite a lot. I would think that single digit,
7, 8, 9, you have to decide the odd-even issue, but I would think
something under 10.

I think the question of balance, frankly, being on the FTC Advi-
sory Committee, I think you’ve got to go to 40, probably to the size
that that went to, to make sure you had somebody from every sec-
tor, and even in that advisory committee that was 40, I think there
probably were some people and some interests that felt that they
weren’t represented.

I think you really have to do what Christine has suggested,
which is try to get some very well-balanced, centered people in the
group, whether or not—you don’t maybe try to get somebody from
the consumer group and the business group and this group, but get
people—certainly some academics, some people who have been
thoughtful on the issue, and I think more kind of representatives
more like we expect our Congress people to exercise good judgment
rather than come from a specific point of view. But I think if you
try to do 17, I just think we also—let’s stay and talk about what
happened at the Internet Tax Commission, but I think that when
you have that large a commission representing specific points of
view, it’s going to deadlock, particularly in the situation where
there’s a supermajority vote.

I agree with Stan, I think supermajority is good, but 17—I'm a
lawyer, but a lot of what I do is run coalitions, and 17 is a lot of
people to get a good result with.

Mr. WAXMAN. I noticed other members of the panel are shaking
their head in the affirmative, so they seem to agree with you about
the size.

Let me ask you about the resources for such a commission. Dr.
Willis Ware served as vicechair of the 197577 Privacy Protection
Study Commission for which you were general counsel; stated in
written testimony to the subcommittee that the Commission spent
over $2 million, but just the effects of inflation over 25 years would
make a realistic funding more like $4 to $5 million.

You mentioned in your testimony the importance of ensuring
that the Commission would be provided sufficient resources. What
do you think would be appropriate to meet the needs of a proposed
privacy

Mr. PLESSER. I'm totally unfamiliar with the current policies of
GSA and how much space costs. That was an issue that shocked
us, frankly, back in 1974 where a good part of our budget had to
go to rent. I think the overhead issues like that I don’t think any
of us really think about. I think we had to rent furniture or had
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some furniture charge. The government was very helpful in that we
got a lot of people from different parts, HHS, HEW back in those
days. We got a lot of loaners, and that helped us expand and en-
couraged the Commission to have loan personnel from certainly on
medical records, to have some HHS people and stuff like that is
very helpful and critical to the Commission.

I always agree with Dr. Ware, and so if he says $4 to $5 million,
that sounds right, but I think my point is that there has to be some
really serious fact-finding, some balanced hearings, an opportunity,
as Mary suggested, for a lot of people to input. I want a smaller
number of Commissioners, but I sure want it to have maximum
outreach, and I think if you keep the funding down too low, which
gets a lot of press releases and not a lot of careful investigations,
I think you'’re either in it or not, but I think it would be difficult
to cheap out.

I agree with Willis that 1974 and the year 2000, to fund some-
thing at the same level is not realistic on inflation.

Mr. WAXMAN. My time is up. I had other questions, but we’ll get
that to another round.

Mr. HORN. You may ask one more question.

Mr. WAXMAN. Let me ask Dr. Culnan what her thoughts are
about the sufficient resources to meet the mandates of this bill, and
what do you think we need to do to attract the high caliber of per-
sonnel—not personnel to work on it, but the members who actually
serve on a commission?

Ms. CULNAN. The issue is can people balance—they must feel
committed to serving on such a commission. Certainly if I were in-
vited, I would make every effort to serve because it would be a tre-
mendous honor to be asked. People need to feel, I think, that it’s
going to be an important, substantive commission that is going to
yield a report that people are going to listen to; that it will be of
the same stature as the 1977 report. That is an evergreen report.
People still read and refer to that today 23 years later even though
the technology is very different.

I also agree with Ron Plesser about appointing people who them-
selves represent balanced interests, which is probably a good way
to deal with the diversity issue, as opposed to having people that
have their feet planted in a particular point of view and are likely
to dig in.

Mr. WAXMAN. Also people who are not going to give up their day
jobs, because they are not going to be paid to serve on this. Is that
going to be a problem for some of the people?

Ms. CULNAN. It may be a problem depending on the time con-
straints. If the 20-hearing rule is still in effect, and the Commis-
sioners are supposed to fly around the country, that’s going to take
an enormous amount of time, and people will be probably giving up
1 or 2 weeks a month of their time to do this, let alone they also
need to meet face to face to deliberate. They do need to have a
chance to absorb testimony and information from a wide variety of
experts and point of views and should use whatever is the best way
is to do this.

I would also say even if you were to pay people, it’s very difficult
to find people who can take 18 months off from their job, people
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who are willing to step off the fast track, and so I don’t think that
would necessarily be the solution either.

Mr. WaxMAN. Thank you.

Thank you, Mr. Chairman.

Mr. HorN. We'll go to 6 minutes now for everybody.

Dr. Culnan, I'm curious. In your testimony you bring up the fact
that there are few laws that protect personal information on Web
databases. In your studies of the fourth amendment, what type of
legislation do you think is needed for the Web databases?

Ms. CULNAN. I have not studied this yet, but it—people have
raised this as an emerging issue in the future that we need to look
to. One of the issues I raised in my testimony is that we be sure
not to try to understand what may happen in the future by looking
in the rear-view mirror, and cited the issues related to balancing
national security interests versus civil liberties in the area of pro-
tecting critical infrastructures and the issues that when people put
their personal information in a database that’s not stored on their
personal computer, but is on somebody else’s server, that is raising
new issues that haven’t been addressed, and hopefully the Commis-
sion would look to some of these future and emerging issues as well
as the issues we’re grappling with today.

Mr. HORN. Do you or any of the other presenters know people
that are working on the fourth amendment issue?

Ms. CULNAN. The Center for Democracy and Technology is very
interested in this issue, and they are the ones who have brought
it to my attention.

Mr. HoRrN. Let me move now to Mr. Belair. I've had an interest
in the European situation for a number of years. I've been on the
delegation of the Congress to the European Parliament, and we
went over there just at the time when the Parliament had asked
all the member countries to develop a privacy law. And the ones
in the Polish Government had worked with us over here, and I'm
sure they worked with some of you because they are very inter-
ested in what Americans develop in this area. And I was just curi-
ous what you feel, Mr. Belair, as to the impact of those policies on
commerce, be it an American going to Europe or Europe going to
America. I know they have got a moratorium on it for a while, but
some of them in draft seem to be fairly rigid.

And I had suggested, because we happened to be visiting with
the President and Prime Minister of France and Poland, I sug-
gested that they put together a commission, in the case of Poland,
of Polish companies that operate with subsidiaries in the United
States and then same with America and American companies that
operate in Poland; same with the President of France. They
thought that was a fairly good idea to get some feeling as to what
this really means when you have to relate it to industrial data
moving across the Atlantic, and I wondered what you could educate
us on, and do you feel that’s a real problem? Will it become simply
a nontariff trade barrier, for example?

Mr. BELAIR. Certainly has that potential. As you know, the De-
partment of Commerce has been at work with the EU to agree on
safe harbor accords, and they are close. Of course, they've been
close now for many, many months. Assuming that safe harbor is
negotiated, then I think we’ll see some fascinating impacts here as
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companies have a limited amount of time to decide whether they
are going to subscribe to those safe harbor accords.

One of the things that the safe harbor accords do is bust through
the sectorial industry-by-industry approach that we have always
had and apply fairly generic privacy rules across the whole range
of personal information.

That’s No. 1.

No. 2, are we going to see a bifurcation where we've got some
data that is subject to the safe harbor accords, namely data that’s
moved over from Europe, and then a second set of data that’s do-
mestic data that doesn’t enjoy that kind of protection, or are we
going to end up, as many of us think, with one approach, a global
approach really, dictated to us by the Europeans?

Third, and then I'll stop, although obviously it’s a topic that we
could talk about for a long time, and that is that the Europeans
clearly have not thought through what the impact is of the applica-
tion of their rules in an on-line environment. They would argue, for
example, that even a United States citizen who happens to be in
France on a business trip and then pulls up on his screen a United
States Web site and engages in some kind of a transaction that
generates personal information, that information is subject not to
United States law, but that’s subject to the EU directive and, in
this example I've just given, the French national law.

So it certainly does hold the potential for having an adverse im-
pact on trade. I think—it’s one of the things—the reason I men-
tioned it is I think it still remains to be seen how that sorts out.

Mr. HORN. I know there are scholars at the Brookings Institution
that are working on this. Do you know where scholars are provid-
ing some initiative and some analysis of these different policies
that are evolving in legislative committees in Europe? What’s the
best shot we can get from people in that area?

Mr. BELAIR. I think you're right, there’s an awful lot of work and
an awful lot of focus for a lot of groups back here and a lot of
groups over there. Privacy & American Business, just to do a com-
mercial since the segue is there, has a Web site,
PrivacyExchange.org, and on that Web site is all of the latest infor-
mation about the EU directive, about the national laws, about
other national privacy laws, about the safe harbor accords, and we
update that almost on a daily basis.

Mr. HORN. Mr. Belair, is there a negative effect on the future leg-
islation with regard to public records and with respect to the Free-
dom of Information Act among others and the Electronic Freedom
of Information Act? And we asked that yesterday, and I'm just curi-
ous if any of you have feelings on that, but we’ll start at this end.

Mr. BELAIR. I do. I think the public records debate, which, as you
know, the Vice President announced a couple of summers ago that
he was going to lead, is an extraordinarily important public discus-
sion. Personal information is available in public record repositories
for a reason, public safety reasons, reasons that have to do with the
operation of governmental agencies, the fairness involved in giving
individuals who have availed themselves of governmental resources
for a license for some other kind of a benefit or a status, letting
their fellow citizens see who they are and what kinds of resources
they are using.
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There are a lot of very important public purposes that are served
by access to public records. Now that these records increasingly are
automated and are commercially available, we're faced with a deci-
sion that we weren’t faced with 10 years ago, and that is do we
really mean that we want this information to be fully and effec-
tively and conveniently public. The answer is—surely isn’t to throw
it out and close down the records as we started to do with motor
vehicle information. The answer is the kind of balance we’ve been
talking about on this panel, figuring out, and I would hope your
Commission—I hope the Commission would tackle this—figuring
out what are the public values served by the access and what kinds
of privacy threats are incurred and then striking a balance.

Mr. HORN. Dr. Culnan, you agree with that statement?

Ms. CULNAN. In part. I think the public record issue is one of the
really difficult ones that merits an expansive public conversation.
The Internet has really changed the way public records are now ac-
cessible to anyone for any purpose. I worked on the Drivers Privacy
Protection Act, Mr. Moran’s bill, in the House and testified at the
Judiciary hearings on that bill before it was passed.

I think the issue that concerns people is not that their informa-
tion is used for the purpose for which it was provided, to drive a
car, to register a car, to get a license to be in a profession, or to
fish or whatever, it’s that the information is available to anybody
for any purpose, and in privacy, a distinction is made between com-
patible and incompatible uses of information or between the reason
the information was collected versus secondary uses, and I think
the issue is how do you make the information available for the pur-
poses for which it was collected, be they public service or public
safety or other types of important reasons and not allow them to
be used for marketing and people looking up other people’s infor-
mation out of curiosity, which really has nothing to do with why
the information was collected, and which is the source of the pri-
vacy concerns.

Mr. HORN. Ms. Varney, do you agree with that?

Ms. VARNEY. I agree with Dr. Culnan, but I'd modify her last
point where she said not allow the information to be used for other
purposes. I would say not allow the information to be used for
other purposes without consent.

CﬁVIs. CULNAN. I would modify my statement to agree with that.
oice.

Mr. HorN. Explain that a little more, because you talk pretty
iast, so let’s slow it down and tell us what is your real wording

ere.

Ms. VARNEY. My real wording is I do agree with what Dr. Culnan
said as she has now modified it. The balance between the use of
the information for purposes that it was provided and intended to
be used for and other uses, and I don’t think that we want to put
a blanket prohibition on other uses. I think we need to look at
what are the other uses and what is the correct level of choice that
an individual needs to be able to exercise over what may be called
unrelated or incompatible uses.

When you go—I don’t know if you ever used this example, Mary,
but when you go and get your driver’s license, and you're 5-foot—
4, and you put your weight in, and all of a sudden if you weigh
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a fair amount, you may be getting mailers from the Large and
Heavy Dress Shop. That’s not why I gave my weight information
for the Drivers Protection Act. However, I might consent to the use
of information if I'm 4-foot—10 because I like to get catalogues for
petite clothes. They are hard to find.

So I think what you have to do, Mr. Chairman, is continue to
weigh in this debate what are the reasonable expectations of the
consumer, what are the economic benefits, and what are the eco-
nomic costs, and where do you—where can you empower consumers
to make their own choices and where can’t you. And the where
can’t you is where law needs to come in.

Mr. HORN. Your dilemma would make a good Cathy strip.

Ms. Singleton, what would you add to this?

Ms. SINGLETON. I'd question again the idea that marketing uses
should be presumed to be illegitimate. I think you have a lot of ex-
isting businesses that are currently using public records as a part
of making goods and services available to consumers, and it’s par-
ticularly important for companies offering financial services. Risk
assessment is a large part of their business, and they need infor-
mation to do that effectively.

What I would suggest is an alternative approach to the public
records problem, which is to focus on it as a security issue, and
that is to figure out ways to make sure that the information can
be in the hands of legitimate users whether it’s a business, trying
to sell a product, or somebody looking for their lost child or some-
thing like that, and yet keep it out of the hands of people who will
use it to do really serious harm, such as stalkers and so on.

Mr. HORN. Mr. Plesser, how about you?

Mr. PLESSER. I think I would go back to agreeing with Mr.
Belair, and just to reinforce that, I think there are public record
systems whose very purpose of collection is disclosure. Real estate
records have been collected by counties in the United States since
the beginning of government for the purpose of disclosing owner-
ship and who owns what, and it’s been very critical in the Midwest
and other areas. People are concerned about false ownership or use
of nominees and all of that stuff, environmental issues.

I don’t think we can question each use. Where the system of
records was collected for the purpose of disclosure with UCC fil-
ings, real estate filings, things like that, I think it is critical to
have those remain open to the public. If they are now more effi-
ciently distributed, then that’s the society that we live in. I think
to restrict them to say that you can only use—only licensed real es-
tate agents can get real estate records would really be a travesty
and would really potentially start to allow for some of the record
control issues that we don’t like. And one of the reasons why we’ve
rejected the European system is because we don’t want that kind
of oppressive government control. And if government records are
not open, even ones that have individual records, I think it would
really threaten the concept of the freedom of information that you,
Mr. Horn, have been very effective in the last number of years in
protecting in electronic format, and I would urge you to continue
to do that.

Mr. HORN. Mr. Sokul, last response to this question, and then
we’ll escalate to 12-minute rounds.
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Mr. SokUL. I just have a brief comment. My concern is more
along the lines—goes more toward the collection of new information
and in particular for tax purposes. I think that privacy is going to
be the sleeping giant and probably the ultimate Achilles heel of
what the States want to do in the Internet tax arena. There is also
a balance that comes into play in terms of invasiveness and intru-
siveness and what the country will count for its tax collection.

Mr. HorN. I thank you all for answering that question. It will
be very helpful to us in a report to the full committee.

I now yield 13 minutes to the gentleman from Texas Mr. Turner.

Mr. TURNER. Thank you, Mr. Chairman. I want to revisit this
subject of the comp decision of the Commission. I have cosponsored
this bill because I feel that we have an issue on our hands that is
of such importance and is changing so rapidly that the American
people need to have discourse and dialog about it. And this Com-
mission is one way to generate that kind of discussion, but I do
think it’s important to think about who would serve on this Com-
mission.

I noticed, Ms. Singleton, in your statement you said that we
should write specific membership requirements into the bill in
order to avoid what you call the usual suspects with an agenda as
Commission members. I might ask you to tell us what you meant
when you said that the usual suspects, and then perhaps offer to
us the type of individuals that perhaps should serve on this Com-
mission. You seem to emphasize the importance of fact-finding,
even suggesting that perhaps the members of the Commission
should not suggest policy or make policy suggestions, but rather be
more fact-finders. I think there had been uniform agreement—I
saw the heads nodding a minute ago—17 might be too many, but
if we’re going to have a discussion like this, we need all the stake-
holders at the table.

Perhaps we could start with you, Ms. Singleton, and respond to
my question and then offer your suggestions on what the Commis-
sion should look like, what type of individuals, what background,
and then I'll ask all the rest of you, and maybe we can get a nice
long list of the type of people who need to be at the table.

Ms. SINGLETON. I don’t have some of the same experiences that
some of my fellow panelists do with actually being on a commis-
sion. Let me try to clarify, first of all, what I said in my written
statement.

I think the emphasis of the Commission should be rather than
replicating a lot of the testimony that has already been generated
in privacy debates and privacy legislation, should be to focus on
things that are unknowns, that there’s very little information about
already. And I think in particular it would be very beneficial to
have a lot of hard economic information there about, for example,
the way small businesses use information, the way nonprofits use
information, that kind of information. And so I think from my
standpoint, it would be very important to have one or two econo-
mists represented on the Commission; I mean actual full-bore pro-
fessional economists, not lawyers who have clerked for judges who
were economists.

Perhaps when I talk about the usual suspects on the panel, I'm
excluding myself more than anything because I'm not an economist.
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Mr. TURNER. You're talking about lawyers as the usual suspects?

Ms. SINGLETON. That would be me, yeah.

Mr. TURNER. One or two economists. So obviously the collection
of the economic data you’re talking about could be done by staff,
but you think we need someone with a background in economics to
be able to interpret it?

Ms. SINGLETON. Yes. I think that would be very helpful. I think
it’s unreasonable that the Commission itself would actually do the
economic study. I think it would be more likely that they would
contract out with an independent firm that does that kind of thing
as a matter of course.

Mr. TURNER. Let me just go down the panel because I'd like to
have your suggestions on what kind of individual, what background
an individual should have, what training and also to think in terms
of the broad range of individuals that should be heard from if we
expect to have a full dialog on this issue. Let’s start with Mr.
Belair.

Mr. BELAIR. I think you’re wise to go back to it. I think it’s a key
issue, and it’s a hard issue. I could probably answer it better in
terms of who shouldn’t be on there.

I had the experience of being the reporter for the National Con-
ference of Commissioners on Uniform State Laws on their health
information privacy bill, and they pride themselves on bringing to
the table smart people who know nothing about the area, who come
at it absolutely clean. I can tell you that that didn’t work in the
privacy area, and it seems to me with an 18-month run here and
a huge agenda, it won’t work.

I've also had the experience recently of chairing an effort to bring
together experts on criminal justice privacy, and we brought folks
to the table with real agendas, real stakeholders. The discussion
was terrific, but we ended up of necessity having to make the rec-
ommendations very generic and very vanilla because we simply
couldn’t reach a consensus otherwise.

I guess I wouldn’t bring to the Commission table folks who come
really locked into a particular agenda or point of view because then
you’re obligated to bring in their opposite numbers, and there’s no
way you're ever going to get any kind of a consensus.

I think probably Solveig has got the right idea, bring people who
have got some understanding and background with privacy with
particular areas of expertise, economics, law, and we can all think
of some other areas that would be important to have there.

Ms. CULNAN. I would agree that in the interest of getting the
Commission up and running quickly, it’s important to have people
who are familiar with the privacy issue and have thought about it
and been involved in some of the previous discussions about this.
I think you should strive to bring people in who are independent
and open-minded to the extent that they can be, and I would also
argue in favor of selecting people that represent different areas of
subject expertise. And in particular somebody with a technology
background would be very important because the technology is
changing so quickly. It would probably be useful to have someone
who understands the law, but you don’t necessarily have to have
a lawyer.
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Ms. VARNEY. I would agree entirely. Seven to nine Commis-
sioners who are viewed as independent and not beholding to any
particular commercial or advocacy interest, with particular subject
matter expertise in economics, technology, law, finance, and health
information.

Mr. PLESSER. I brought with me a relic, which is the report of
the Privacy Protection Study Commission that we issued in 1977,
and I looked at the front page, and it occurred to me that it might
be helpful for this conversation for me to just give you a quick run-
down of what the backgrounds of the members of the Commission
back then were, because I think it really did—whatever people say
of the Privacy Commission, I think it worked. People got together,
they got along, and I think there was consensus.

David Linowes was the chairman of the Commission. He was a
very experienced CPA, brought to the discussion a lot of expertise
and that was very important. He was also a professor and a busi-
nessman.

Dr. Willis Ware, who was vicechair, was mentioned before, was
probably the leading technologist at the time. He was an expert for
Moran Corp. and was considered, I think, the leading computer sci-
entist in the United States at the time. Certainly I would say what
Christine said about the importance of having really a world-class
technologist. He was that.

William O. Bailey was the president of Aetna, major business-
man, CEO, major responsibilities, who did spend a week a month
or—the requirement.

Then we had Barry Goldwater, Jr., and Ed Koch, two Congress-
men who were very committed to the issue, and I see my friend Ed
Markey behind me, and the parallels remind me. But the issue of
having two Congressmen actually were effective. They really
brought a real sense of reality and realism. I’'m not suggesting that
that necessarily be done, but I think they were very effective mem-
bers.

And there was Robert Hennason, and this is an important cat-
egory. He was a State Senator, and so we had the input, and he
had actually worked on Minnesota privacy code, so we had the ex-
perience of somebody who really had worked with and understood
State problems.

And then finally we had William Dickinson, who was a retired
editor of the Philadelphia Inquirer, and it was critical, I think very
helpful, to have somebody with that kind of a free press, open com-
munication background.

So there was a balance in here from kind of professions and gen-
eral point of views. There was nobody, with the exception of maybe
Mr. Bailey, that you could say was an industry rep or an anti-in-
dustry rep. Everybody else brought to it, I think, a balance of pro-
fessions, and I would suggest that the idea of having a technologist,
a journalist, an accountant, those are all very important aspects.

Mr. TURNER. Do you recall, Mr. Plesser, when the statute that
created that Commission in 1977, did they specify the type of indi-
viduals that should serve, or did it just work out?

Mr. PLESSER. I don’t think so. It specified that three from the ex-
ecutive branch, two from the House, and two from the Senate. I
don’t recall if it required a specific qualification of specific members
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like Stan’s committee. I think it did say that there should be a bal-
ance of interests, and I think people—there was really no con-
troversy, and I can tell you that this group functioned extremely
well. There was really no—there was disagreement on policy
issues, but it really was a group, including Mr. Bailey at the time,
who was kind of a business representative, really worked hard to
do the right thing.

Mr. TURNER. Mr. Sokul, what’s your suggestions on membership?

Mr. SOKUL. Our Commission had 19 members, and that was un-
wieldy. I remember the first meeting the whole morning was just
opening statements. But I think

Mr. HORN. I might say that’s a disease that also happens in the
Congress.

Mr. SokuUL. I think that with your appointment process, when
you’re having different people appoint different—a certain number
of appointments, it’s going to be hard—unless you legislate an indi-
vidual person in, you're always going to be rolling the dice. It’s
going to be very difficult to obtain the balance or the perfection you
want.

I think the most important thing or the two most important
things are that the people are committed and that they talk to each
other. I think the Members here probably understand that. I think
our best meeting was our final meeting where it wasn’t a formal-
ized structure, but Governor Gilmore just adjourned the meeting,
an}:l we were in recess in the back room, finally talking to each
other.

Maybe the best thing you could do is to exempt the Commission
for a few working meetings from the Sunshine Act and just let
them go off in private and talk to each other.

Mr. TURNER. You think the Commission ought to have a little
privacy, I gather.

I think all your suggestions have been helpful. I guess the next
question is open, is whether there should be some specification of
these types of individuals in the legislation, or in the alternative,
should there be some prohibition against, say, an industry rep-
resentative or some other type of individual from being able to
serve(.) Do any of you have any suggestions or thoughts on that
point?

Ms. SINGLETON. I'll start, since it seems like nobody else is going
to. What I'll say is contrary to what some people have said about
avoiding extremes. I think part of the reason that the debate has
been polarized is that there are real philosophical differences there,
and I think it would be to some extent a shame if the Commission
did not reflect to some extent those real philosophical differences.
And at the same time I think it’s still possible to have a commis-
sion that avoids fractiousness by—simply by choosing people with
certain personality types to be on the Commission as opposed to
people who are given to pounding the table with their shoes and
so on. That may be easier said than done, of course, but I think—
I don’t think it would make sense to exclusively prohibit any par-
ticular perspective from being expressed.

I won’t say any more than that. I think probably others have
more expertise about whether it would be more effective to list or
not to list.
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Mr. BELAIR. As I listened to the discussion, I think I was con-
vinced that certain kinds of subject matter expertise are absolutely
vital, technology, some kind of background in finance, economics,
and we spelled out several others. I think I'd be tempted, if I were
writing the bill, to spell that out a little bit and maybe also allow
for some flexibility as well in the appointment process. But it
seemed to me that I was convinced that there ought to be some of
those kinds of people at the Commission table.

Mr. PLESSER. I just think that while it’s very important to think
about the Commission members and positions, I think it’s very im-
portant that we make sure that the inquiry is a full and balanced
one if we do do it. The Privacy Commission had something like 60
days of hearings, had hundreds of witnesses, and I think that that
process really—I mean, if somebody had a point of view, it would
be very difficult to kind of just stay on it. There was a public record
and testimony and balanced input.

I certainly agree that you shouldn’t have all businesspeople. You
shouldn’t all have all public interest people. You shouldn’t have all
academics. There has to be some balance, and I think hopefully the
process of appointment will do that, and I think you can say that
appointments should reflect a range of—I think at least I would
like to avoid saying there has to be one member who represents
this interest, one member who represents that interest. I think
that would probably not be good. It also would not be good if there
were nine CEOs of Web companies on there and nobody else. That
would not be a good result, nor would it be good to have nine public
privacy advocates on it.

So we have to work to get a process. I think the difficulty is we
don’t want it to be like slots. We want good people, balanced people
representing a range of perspectives, at least that’s my view.

Ms. CULNAN. I'll just add very quickly I think it’s important to
have flexibility. You may get a person that is representing more
than one type of expertise, and so, again, by specifying one person,
one form of expertise, I think that’s a mistake.

I think it would also be a mistake to specify that certain types
of people are not to be appointed, to be as general as possible to
maintain flexibility to get the very best set of people that you can
get.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. HorN. I thank the gentleman.

I now yield to the gentleman from Arkansas, Mr. Hutchison.

Mr. HUTCHINSON. Thank you, Mr. Chairman, and this has been
a long session, and then we’ve got another panel, but just to fur-
ther elaborate on the record somewhat, I did want to ask Mr.
Plesser some followup questions about the 1974 Privacy Study
Commission. You had some very positive comments to make con-
cerning that. Would you describe what the benefits were of that
Commission and what good came out of it from a congressional
standpoint?

Mr. PLESSER. There was only one piece of legislation that I think
could be directly pointed. There were 164 recommendations for
some kind of legislative implementation. There was only really one
statute, the Right to Financial Privacy Act, that I think resulted
directly from the work of the Commission. During the work of the
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Commission, the IRS statute in terms of limiting the information
that could be exchanged or given to the executive branch was put
in, but I think that would have happened probably with or without
us. I think the Right to Financial Privacy Act was a direct result
of what we did, which protected people’s interests in their checking
accounts and information that banks can disclose.

We recommended strongly regulation in the medical records
area. It isn’t really until this year, 23 years later, that we’re seeing
legislation in the medical area. My own view is that it was much
delayed, but I think even though Bob Belair did kind of a subse-
quent inquiry into it, I think that the work we did in medical
records and employment and specific areas made a great contribu-
tion, and I think it’s still used today in many areas in analyzing
privacy.

Mr. HUTCHINSON. Let me just add when I look at a commission,
you never know what’s going to happen down the road, but I think
information is invaluable to Congress, and actually I think that the
argument for the supermajority is that it makes some requirement
for consensus to be built, but we also want—the consideration is
that if you have a simple majority, you will have a report that
comes out and a minority report, and it’s information, different
viewpoints. The legislative processes still have to work, but it’s a
tool to build consensus in this very difficult area.

And so I look back to the 1974 Commission. You're right, legisla-
tion did result from it in not all of the arenas, but the other infor-
mation, someone referenced that it’s still being passed around
today and studied today and referred to today. So I see a lot of ben-
efits from a Member of Congress’s standpoint to having this type
of commission.

There was—one more question with regard to that. Everybody’s
talked about the variety of people on the Commission. Is there any-
thing special about the 1974 Commission as to who did the ap-
pointing process and who we should be looking at? You've seen our
bill, and we have it divided among different congressional leaders
and the executive branch.

Mr. PLESSER. Well, the political—I forget exactly the politics
back then, but I think you had one party controlling the House,
Senate, and President and executive branch, so there wasn’t any
real political controversy, and in that case you had two from the
Senate, two from the House, and three from the administration,
but the administration could name the Chair. So that was—I think
by having the ability of the administration to do the Chair, they
had a little edge, but—if you do a party split. So that’s the way
that worked. Whether or not it’s the best way—it did work in prac-
tice. It was, as I said, a balanced approach, but who knows what
could have happened.

Did I respond to your question?

Mr. HUTCHINSON. Yes, you did. I'm grateful for that.

Did anyone raise the objection during that time about, well, why
do we want to have a commission? We just need to pass legislation
right now. We know what we need to do.

Mr. PLESSER. Let me tell you, even though it was slightly before
my time, and I might say not only was the Commission balanced,
but I think the staff was balanced. Carol Parsons, who was an ex-
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tremely able executive director, and she had a privacy background,
and she was the executive director of the very early HHS study on
privacy, which really developed this concept of fair information
practices, and I was a freedom of information lawyer. And so they
had a privacy person and an open government, open access person,
and I think there was a reason for having that balance, so I think
that was effective.

Mr. HUTCHINSON. Were you leading to the question I just asked,
though?

Mr. PLESSER. Sure. Could you repeat it? I interrupted. I'm sorry.

Mr. HUTCHINSON. You're still on the other question, trying to
give a more complete answer. I was simply asking at that time did
people raise the objection that we don’t need to have a commission,
we ought to just move forward with substantive legislation now.

Mr. PLESSER. What happened at that time was in 1974, the Pri-
vacy Act was sponsored by Senator Ervin, and some version rec-
ommended the omnibus approach for State and Federal—State,
Federal, and private sector records. The Privacy Act, some earlier
version was going to cover everything. There was a split. There
were a lot of people who did not want that to happen, at least in
terms of the private sector and State and local government.

The compromise was the Commission. The compromise was to
say, OK, we’ll pass the Privacy Act of 1974 in connection with Fed-
eral records, but then we will throw this issue of whether or not
the principles of the Privacy Act should be extended to private sec-
tor and State and local to the Commission. The context was a little
different. I mean, they started with a comprehensive law. I think
here now the context is somewhat different.

Mr. BELAIR. I was at the White House Privacy Committee at the
time, and I think Ron is exactly right. There was a wide consensus
that we needed to sort out whether the standards that would apply
to Federal Government in the Privacy Act should be applied to the
private sector, but there was also a push back in some areas. For
example, health privacy even back then was a major concern, and
as we got later on into the 1970’s, Senator Javits had a bill. There
were bills over here—Bella Abzug had a number of bills—and there
was a concern that the Privacy Commission’s work would slow
down the march toward comprehensive health information privacy
legislation. As we’ve seen with hindsight, there were so many
things slowing down that legislation, that the Privacy Commission
made no contribution to that.

Let me just say real briefly, though, I think Ron’s being modest
a bit about the work of the Privacy Protection Study Commission.
It set the template. It set the model for not just the U.S. thinking,
but the whole world’s thinking for many, many years about pri-
vacy, fair information practices, a distinction between uses of infor-
mation that had an impact, a tangible impact, on individuals and
nonadministrative uses that did not, a sector-by-sector approach,
which the Europeans eventually abandoned, but not right away. It
had an absolutely, I think, profound impact on the way in which
the Nation thought about privacy.

Mr. HUTCHINSON. Thank you.

Mr. HORN. I thank the gentleman, and I yield to the gentleman
from Virginia, who I believe will yield to the gentleman from Mas-



189

sachusetts, who is welcome to bring up himself to the podium here,
or you can grab one of the mics. Let me make a deal to you and
your two colleagues that disappeared. If you want to be the lead
witnesses at 2 p.m., on Thursday, we’d be glad to give you that.

Mr. MARKEY. Thank you, Mr. Chairman, but I think I would
rather be the last witness on this panel.

Mé"(.) MORAN. Do we have a choice as to whether you get the last
word?

Mr. MARKEY. You just chose, and I thank you so much.

Ms. VARNEY. Mr. Chairman, I have a child care conflict. Could
I be excused and give Mr. Markey my seat?

Mr. HOrN. Certainly. If you don’t mind, we’re going to close it
down really after Mr. Markey, but we’'d like to send you a few
questions. Would you mind responding to us for the record?

Ms. CULNAN. I'd be glad to.

Mr. HORN. The gentleman from Massachusetts.

Mr. MoRAN. We appreciate very much Ms. Varney coming to tes-
tify. Thank you, Christine. If you want to get in the middle here,
you can.

The rest of the panel is going to stay because I know they want
to hear from you. I'm not going to ask questions. I can review the
testimony, but I've also got a prize constituent in Mr. Belair, and
I consult with him regularly, so I will take advantage of that. So
the floor is all yours.

STATEMENT OF HON. EDWARD J. MARKEY, A REPRESENTA-
TIVE IN CONGRESS FROM THE STATE OF MASSACHUSETTS

Mr. MARKEY. I thank you very much for your hospitality. Here’s
my bottom-line point to you all. Members of Congress are experts
on privacy. Our privacy isn’t invaded on an ongoing basis. You
don’t have to be—there’s a lot of things on which congressional ex-
pert is an oxymoron, but compared to real experts, we're really not.
But on privacy, we're experts.

The reason that we are experts is for the most part that we'’re
human beings, and that’s why we’ve been able to pass laws over
the last several years to deal with issues as they arose that dealt
with the privacy of Americans. For example, if someone wants to
divulge your driver’s license, it’s opt-in; all that information, opt-
in. That’s a law. If someone wants to transfer information about
your videocassette rentals, all those things that Judge Bork got in
trouble for during this confirmation hearing, Congress passed a
law. They can’t sell that information to anybody anymore. Opt-in.
You want people to know every movie you rented? Opt-in. Pretty
simple. What protection would you want for your family? How com-
plicated is that?

How about the information dealing with whether or not the cable
company should be able to sell all the information where you click
on your cable stations, especially after midnight when everyone is
upstairs asleep, what channels you go to; should that be public in-
formation everyone has access to? We have a law in the country
that says opt-in. Unless you want the cable company to sell that
information to people, no one knows what channels you click to
when everyone is upstairs asleep. Good law.
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How about your tax returns? Opt-in. Do we really have to be ex-
perts? Do we have to have a panel put together to decide whether
or not we want our tax returns given out to everybody in town, ev-
erybody should have access to it? Opt-in. Very simple.

How about on your cell phone when you travel someplace, you
might not want everyone to know where you are going? How about
the cell phone companies selling that information where you've
been going? Opt-in. How about all your phone records, everyone
you’re calling all day long, everyone in your family is calling all day
long? Should anyone be able to access that? Opt-in. Very simple.
Not complicated.

We don’t need an expert panel on this subject, and we definitely
don’t need an expert panel to study for 18 months. That is abso-
lutely beyond the pale.

Two years ago when there was a bill coming through to ban por-
nography on-line, I said, fine, I'll go along with that, but how about
giving me an On-Line Child Privacy Protection Act, too; any child
13 and under, unless their parent gives permission, has all that in-
formation private. That’s the law of the Nation now. The Federal
Trade Commission has promulgated the rule. How complicated is
that, information for 13 and under should not be disclosed even if
you got it on-line, even though it might impede the new Internet
revolution?

How about a child who’s 13, 14, or 15, though. Do we need a
panel to discuss that one, 18 months for us all to figure it out? I
don’t think so.

How about—how about our health records? How about the fact
that your husband or wife has prostate cancer or breast cancer, or
a child is on Ritalin or has a child psychiatrist? Should all the med-
ical exams in the insurance company be able to be shared with all
the stockbrokers that are in that same firm? How about all the
checks that you wrote; all the medical information is on there. Do
we need 18 months to figure this out?

I think we need a panel of 17 Members of Congress to go into
a room, just give everyone the questions, and everyone will decide,
because this i1s an issue that ultimately deals with your family.

Now, I think the biggest fear that everybody has, to be honest
with you, is whether or not any decisions we make are going to af-
fect the Internet and will be responsible for the destruction of the
Internet. We shouldn’t actually value the Internet the same way
we value all companies, because if we valued the Internet the way
we value all companies, they’d have to have earnings. They’d actu-
ally have to have profits. God forbid we should actually have that
standard. People who talk about that lead to the NASDAQ collaps-
ing 2,000 points. How can we possibly have that standard? Obvi-
ously we shouldn’t have—otherwise everyone who’s responsible for
saying that they should have profits or earnings or revenues are
ruining the new era.

How about fraud on-line or gambling on-line or selling drugs on-
line; do we need a study on these issues before we pass any laws
with regard to these things that are done on the Internet? Why
should we allow, then, for people to be able to delay another 2
years? And that’s what we’re talking about right here, sitting right
here 2 years from now after an 18-month study, which finally goes
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to the President later on this year, is finally promulgated, and
we're not going to move on anything because there’s a chorus here
that is going to go out there as soon as this becomes law saying,
we've got to wait for Congress now, we've got to wait for the expert
panel. God forbid we should decide.

The test here is whether or not we can construct a formula. Com-
merce, yes, but commerce with a conscience. And the issue, the way
I see it, in this bill, by the way, is that, yeah, they are going to
look at how the government goes into your business, but I really
don’t see the private sector—where is the subpoena power for pri-
vate corporations so you can look at them or the right to depose
private corporations? Because the issue, ladies and gentlemen, is
not Big Brother, it’s Big Browser. The problem is that you can now
profile for profits. You can take each one of us, each one of our fam-
ilies, gather information from all these various sources that are
now available, put it in a big package, and then sell it to hundreds
of companies or others that want to look at our families.

Now, I don’t know why we want to study this for 2 more years
because we already know it’s right on videocassettes, and we know
it’s right on taxes, and we know its right on cell phones, we know
it’s right on telephones, we know it’s right on everything, ladies
and gentlemen. It’s very simple.

So my bottom line on this is that this is a basic human right,
the right to be let alone, the right for the world not to become—
coming into our living room. Wall Street says, we're going to give
you a window on Wall Street. That’s great. But the American peo-
ple just don’t want Wall Street to have a window in our living
room. If we don’t want them in our living room, they don’t have
any right to come into our living room, and if we want to opt in
to get all this great information that they want to give us, we can
just check off someplace.

By the way, these same companies that say, oh, it’s going to be
so difficult for us to construct an electronic way in which people
can check off they don’t want privacy, these are the same compa-
nies that tell us they can transfer $1 trillion from here to Osaka
in a nanosecond, that they can recreate entire economies in China
over the next 2 or 3 years if we are allowed to sell telecommuni-
cations and Internet and software technologies into that country,
but we can’t think, figure out in our own country whether or not
we want to protect children, whether or not we want to protect
health records? I don’t think so.

So this is without question, with all due respect, to all the mem-
bers of this panel, a central—maybe the central civil rights issue
of the 21st century. Eighteen months is too long. This bill really
is not going to give the proper authority, be able to look at what
the private sector is doing. The Commission is totally tilted. You
can wind up, if George Bush is President, with 4 Democrats and
13 Members of the other party are appointed by him, with industry
representatives dictating ultimately what they believe is best for
their business.

So at the end of the day, we have to have the new economy, but
the new economy with old values, and the old values of the very
same ones we grew up with, the nurse and the doctor that probed
our medical records, and no one else in town knows what happened
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to us or member of our family; the banker who gave us our little
passbook when we went in for the first time, and no one in the rest
of the town is going to know what is in our little passbook, and we
know who he is and is going to protect us. Same values.

These companies are going to make it, but they are going to
make it protecting against the compromise of our privacy by engag-
ing in other behavior which we all know is wrong. If they are going
to be profitable, they are going to have to do it the old-fashioned
way, protecting solid American values while using new technology
to drive the old companies out of business, but not using new val-
ues to drive the old companies out of business. They should be
forced to compete on the same grounds in terms of the values.

So I thank you, Mr. Chairman, for allowing me to testify. This
is a very important bill, and I think ultimately, with all due respect
to the gentleman from Arkansas who I respect very much, I just
think it delays too long congressional consideration of this very im-
portant issue. Thank you.

Mr. HORN. I thank the gentleman for coming.

I wonder what you would think of the delay that we’ve had be-
tween the Senate and the House. We wanted to get to this in this
committee 3 years ago, and everybody was going off in 20 different
ways around here, and I just wonder what you think about that if
we’d done the Commission 3 or 4 years ago.

Mr. MARKEY. Again, we don’t need a commission.

Mr. HORN. But somewhere you need people building a consensus.

Mr. MARKEY. The consensus will be built. Eighty-five percent of
all Americans have the same view on this issue. There’s a consen-
sus in America already. There’s just no consensus when you fill up
the room with a bunch of lobbyists, a bunch of industry representa-
tives. Of course they are all no, no, no. If you want to weight them
equally with the 85 percent of the American people who agree on
every one of these health care, financial records, child—go down
the line—disclosure of privacy, there’s no debate in America. You
can have a technical debate over how to do it, but there’s no debate
on this question.

This is the single highest polling issue in America. People value
their privacy, their individuality, their American—their sense of
independence of the big business and big government. The far left
and the libertarian right join on this issue, doesn’t leave a lot of
room in the middle. They are fighting this hard, Mr. Barton and
I, Senator Shelby and Senator Bryan in the Senate. It’s the middle,
the practical middle—actually it’s the business middle that objects.

So, yeah, we can pass this, but we pass it only for big business,
only for big bucks, only for Big Browser, but we’re not passing it
for ordinary people. That’s not what this study is about, because
every one of us know what protection we want for our mothers, for
our fathers, our wives, our husbands, for our children. Every one
of us know what that answer is on every single subject. We're all
experts on that.

Mr. HORN. Before you leave, I'll call on the author and coauthor
of the bill and see if you want to ask any questions of the gen-
tleman from Massachusetts. Mr. Moran still has plenty of time.
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Mr. MORAN. But we don’t have much time here. I've got to get
to a meeting with Mr. Gephardt that started at 4:15, so I can’t get
into too much questioning.

We have heard from many people who are not tied into a com-
mercial entity, nor have a commercial motivation, who feel that
this is a more complex issue than it appears to be, and certainly
than you perceive it to be, Mr. Markey. There are a number of dif-
ferent State approaches, some of them conflicting. We have legisla-
tion that was passed with regard to medical privacy that HHS has
gotten tens of thousands of responses on and has taken 2 or 3
years to try to come up with some regulations. We have the finan-
cial services modernization bill that was recently passed that is leg-
islation. I know you opposed it, but nevertheless—opposed at least
parts of it. I think you voted against the bill, as I recall, but never-
theless was passed and is the law of the land and has a significant
implication for the—for the privacy issue in general, and there will
be others.

And one of the purposes of such a commission was to try to es-
tablish some consistency, some fundamental principles, some floor,
if you will, when you talk about values, some value floor that
would either exempt or incorporate or preempt, I should say, or in-
corporate State law. I don’t think that we want a potpourri of dif-
ferent State statutes. Clearly electronic commerce is intrastate,
can’t be held within boundaries, and we have a difficult issue with
regard to preemption or finding some kind of consistent uniformity.

We also have a difficult issue, if we’re going to ad hoc this kind
of legislation, whether it be in financial services or medical issues
or other types of electronic commerce, how we achieve consistency,
and we also have very rapid developments in the field itself and
the industry, developments that are customer-friendly, develop-
ments that respond to market incentives.

People want privacy. We don’t disagree that this is a cutting-
edge 1ssue. If you poll them using any kind of simplistic question,
you're going to get very high responses. People want privacy. And
so the industries involved in the Internet and information tech-
nology understand that and have responded with any number of
ways to protect people’s privacy.

And so the intent of giving the Congress some analysis with
which to develop overarching legislation, if you will, was to achieve
consistency, was to recognize the central tenets of federalism, and
was to incorporate technological advances that have been taking
place in the private sector, and also to figure out a way that we
can coordinate the public and the private sector, because we don’t
necessarily have the parallel objectives here. There are some bene-
fits to the public sector having some information shared that the
private sector collects.

So for all those reasons, there seem to be some benefit to study-
ing the issue, and, as Mr. Horn said, no matter how anxious many
Members might be to get legislation enacted immediately, it is not
likely to happen. The history is that it has held up for what seems
to be interminable periods—certainly longer than 18 months. If you
look at financial services, we've been working on that for what, 10
years. Medical privacy took a significant amount of time to get leg-
islated, but even more time to get regulated. So you could make an
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argument that if we could get a consistent format and some con-
sensus within 18 months, we’d be doing pretty well, and even
breaking some precedent.

Do you want to respond to those? I see you've been taking some
notes there.

Mr. MARKEY. I agree with you that each individual in America
should be able to avail themselves of the new privacy technologies,
encryption technologies that are being developed. That’s important.
They also have basically a right to expect industry to voluntarily
step forward and put together industry standards, and they are in
some fields, some companies. But because there are always going
to be a significant number of outliers, significant number of compa-
nies on-line, especially who are just digital desperadoes, just trying
to capture whatever they can in a short period of time in this new
economy, there has to be a Federal floor. There has to be a third
level of Federal guarantee, a right to knowledge that information
is being gathered about you, a right to know that it’s going to be
reused for purposes other than you and your family intended it,
and third a right to say no. And then you’ve got some power, too,
even if the technology doesn’t work to block it, even if the compa-
nies aren’t going to be doing it. You've got a right as an American,
a right to protect your own family’s secrets, secrets you are not tell-
ing anyone else about.

In Europe they have stronger standards, and from Citicorp to
every American company that is over there, they abide by these
stronger privacy codes, and our industry is thriving in Europe,
abiding by the tougher European privacy codes.

Many people say, we don’t want the European standards here in
America, but when you poll in America, 85 percent of Americans
say they want the European standards. Now, we didn’t import 500
people for this poll. They are all Americans. They are just ordinary
people. They want the same standards. And the reason that we
didn’t build in the right for an American to stop the transfer of
their medical insurance records in an insurance company now to a
broker or banking affiliate is that the Rules Committee last year
wouldn’t allow my amendment out on the floor because they knew
it was going to pass 350-50. That’s the only reason it didn’t pass.
I couldn’t get it made in order. The industry said, don’t allow that
amendment, because they had won in the Commerce Committee
42-0. No Member wanted to vote against it when they were forced
to in the Commerce Committee that they would have their medical
or financial information transferred without their permission, so
they just blocked the vote on the floor. Didn’t need any more study.
Every Member knew they didn’t want their family’s medical pri-
vacy spread around town or those checks or those insurance exams.
It was the industry using the Rules Committee.

So, yeah, I guess you can say we can bottle everything up, use
the process to stop it, but I don’t think it’s an accurate reflection
of the amount of knowledge that we all have of what it is that we
want to be built into law for each of our families. And all I'm doing
is just reflecting my own mother’s mortification if someone knew of
some illness that she had. She wouldn’t even tell her sisters, much
less everyone in town, if she was—if she had an incontinence pad.
She wouldn’t want anyone to know that.
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She should have a right to protect that. Every American should
have that right. I don’t think we need to debate it. I don’t think
we need to wait 2 more years for this industry to have the same
rules that the old industries have. I think we owe that to Ameri-
cans, and waiting 2 more years means waiting 4 more years.

Mr. MoORAN. I was just going to suggest that this may seem like
a plodding, tedious process to bring everybody together at the same
table and to try to reach some consensus, but sometimes the plod-
ding, tedious process actually accomplishes more in terms of legis-
lative enactment than the dance of legislation, which can be more
thrilling and seemingly responsive, but can oftentimes take longer
and can become even more frustrating.

Mr. MARKEY. I'll tell you what happened. In the 1995 Tele-
communications Act, our privacy bill of rights was built into that
act, and it was worked out by all the Democrats and Republicans
on the Commerce Committee, and it passed the House, and you
voted for it. Every Member here voted for it in 1995. It was my bill.
I worked it out with Jack Fields, I worked it out with all the Re-
publicans, and it was a comprehensive privacy on-line bill of rights.

The reason it got knocked out was not that all the Members
didn’t understand what the language was, it was because the Re-
publican leadership, a week before we finished the conference in
February 1996, just knocked it out, just knocked it out. Somebody
called them, and they just knocked it out. And I was in the minor-
ity at that point, so I didn’t have any power to keep it back in, but
it was all worked out in a bipartisan, bicameral, industry-inclusive
basis. That was 5 years ago now, 6 years ago.

So we can study it, I guess, until 10 years has elapsed since the
anniversary of the 1995 act passed on the floor of the House, but
I just don’t think we all need to know much more about this sub-
ject.

Mr. MoRAN. Well, you make a very persuasive presentation as al-
ways, Mr. Markey.

Mr. MARKEY. It’s the Jesuit education.

Mr. MoORAN. I was going to make a remark about that, but you
beat me to the punch.

Mr. HORN. I thought it was just being Irish.

The gentleman from Arkansas.

Mr. HUTCHINSON. Thank you, Mr. Chairman.

Being a visitor to your subcommittee, I want to tell you how im-
pressed I am with the depth of your hearings. This has been ex-
traordinarily a mind-expanding experience, and I want to thank
the gentleman from Massachusetts Mr. Markey for his excellent
presentation. I think that added certainly to the debate today.

And T've been thinking about that we had a discussion early on,
and if we take this bill, Mr. Moran and I, we just took this bill to-
tally down and say we want to give it every shot, we don’t want
to give anybody an excuse not to support industry privacy legisla-
tion, in all honesty I don’t think it’s going to—you’ll build the con-
sensus to move it forward this year. In all honesty I don’t think
you’ve got the timeframe to get it done this year.

That’s just my view, but I don’t want this again to be used as
an excuse not to move other legislation through. I see it com-
plementary. In some areas I think you can—we can all agree upon
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the more simple, basic, fundamental areas of privacy, if we need
to do something, let’s do it and get it done with.

I asked this from the White House yesterday, the gentleman
from the Office of Management and Budget, if you adopt these
other things you're interested in, would it be some benefit to a com-
mission looking at the ongoing technology, the ongoing privacy
issues? His answer was yes, because it’s a changing world out
there. This issue is not—adopt everything that you want to adopt,
Mr. Markey, everything that you want to adopt, and I still believe
that we need a commission to look at the ongoing developing issues
in a comprehensive fashion. So that’s really my interest in it.

And then maybe—you raise these illustrations about opt-in, and
I—quite frankly, I don’t know if it is that simple. There was an in-
stance the other day if there was an opt-in where someone refused
to give a consent for information to be transferred, an opt-in for a
cell phone company, what if a person chooses not to opt in and they
call from a cell phone with an emergency, but the location of that
emergency cannot be divulged to law enforcement or the fire de-
partment? Now, it could be a kidnapping, it could be a rape cir-
cumstance. And actually this information was shared a few weeks
ago when a lady was kidnapped and she called the police, and the
telephone company did not want to share the information.

There very well is an answer to that, appropriate exception, but
I think the point is that this is—there’s some areas there that we
need to—that should be debated, discussed. It is not as simplistic
as sometimes is presented on the front end.

And so I hope we’ll continue having this discussion, and I want
to thank you again, Mr. Markey, for your presentation. You're mak-
ing notes. I'll give you a chance to respond.

Mr. MARKEY. I thank you so much. On that specific issue which
you just raised, in fact, we passed a bill that does prohibit the
tracking of cell phone use, but with an emergency exception, so in
that particular instance, there was no reason why the company
could not transfer the information to the police or the fire in order
to provide rescue or emergency medical service for that individual.
As a matter of fact, we passed a specific law a year ago in order
to accomplish that goal.

And on the other issue, again, I'm just reflecting my own per-
sonal history, which is that the Rules Committee 3 years ago, when
we were bringing up the financial services bill, it ultimately was
a failed effort. They would not permit my amendment on privacy
to be put in order for the floor, but they promised there would be
comprehensive hearings. That was the Banking Committee prom-
ise. There were no hearings. And last year in 1999, when my
amendment was denied consideration on the House floor, they
promised hearings this year. There have been no hearings. So if we
want to now conduct a study for 2 more years, I think it passes
prologue. We already see in the conduct of:

Mr. HUTCHINSON. Mr. Markey, you mentioned 2 years a couple
of times. I do want to emphasize because of that point, there’s a
provision that the Commission can report back early if they deem
it appropriate. If there’s a consensus that develops within 2
months, they report back to Congress. And so that is an outside
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sunset time, and excuse me for interrupting, but I did want to
make that point.

Mr. MARKEY. With $2.5 million allocated, we’re going to invoke
the rule that work expands the time allotted without question, be-
cause the salaries of all these staffers that are going to be hired
and all the expert witnesses will guarantee that they’ll go right up
to the very last minute.

Mr. HUTCHINSON. There was a comment. Mr. Plesser, you raised
your hand a moment ago.

Mr. WAXMAN. Are we doing the 5-minute rule?

Mr. HORN. We went to the 13-minute rule, and we’ll be glad to
give you the same.

Mr. PLESSER. If I can, and I appreciate all the comments that
Congressman Markey said. I just want to say that I think his re-
view of the statutes in saying opt-in simply reflect it’s somewhat
more complex than that. I know he would agree with it, although
the legislation that he suggested does have some affirmative con-
sent proceedings in it, but it also has opt-out in terms of the use
of mailing lists, marketing lists, not of the specifics of the trans-
action. But many of the statutes that he referred to, the Cable Act
and others, other of the statutes do provide provisions, both a bal-
anced view of opt-out and opt-in. Mr. Markey has always had this
wonderful concept of notice, knowledge and no, which I think has
really led the industry and has led self-regulatory efforts, and I
think we just want to make sure that it still is notice, knowledge
and no, and not opt-in under some circumstances.

I would certainly agree in medical records and in detail the kind
of examples that he gave, but I think opt-out also has a strong role,
and I just wanted to just fulfill the record on that point.

Mr. MARKEY. If I could just followup on that, I agree with him,
a lot of the medical and financial information is very sensitive and
should be given opt-in protection. And a lot of the other informa-
tion that’s on-line is more prosaic and probably doesn’t deserve opt-
in. But we don’t need a year and a half to figure out which is and
which isn’t. We can definitely finish the medical and financial that
we know should be given that protection. The most important issue
is the material that deals with the financial and health informa-
tion. We don’t need to wait another 18 months. If you want, we can
have a commission on what should be the rules for the prosaic in-
formation, but I don’t think we need more time on that.

Mr. HUTCHINSON. Mr. Chairman, I yield back. Thank you.

Mr. HORN. The gentleman from California Mr. Waxman, 10 min-
utes.

Mr. WAXMAN. Thank you, Mr. Chairman, for the time. I had a
conflict and couldn’t be here. I thought the House rules provided
for 5 minutes. I wondered after 5 minutes had gone by and no clock
evidently keeping track of things of what the rules were. I won’t
take 10 minutes, but I wanted a chance to at least ask a few ques-
tions.

Mr. Markey, I can see you're frustrated. I'm frustrated because
we tried to do something in the area of medical privacy together,
and the legislation has been introduced. Other people have intro-
duced bills on medical privacy. This committee, which has jurisdic-
tion, hasn’t even held a hearing on medical privacy. We’ll probably
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have a commission to review the findings of the Commission, and
then we have to wonder when are we going to get to the point
where we're going to do something about it, because I think the
American people are concerned.

In the area of medical privacy, individuals have expressed con-
cern that their employers or potential employers will have an inap-
propriate access to personal information about their health records,
and I recently conducted a survey to investigate how large employ-
ers handle their employees’ health records. I asked 48 top Fortune
500 companies to voluntarily describe their privacy practices re-
garding handling of their employees’ health information and to vol-
untarily provide documentation of their privacy policies.

While a few companies stood out for having quality components
to their policies, the survey found that only 15 of the 48 companies
provided documentation of company policies on medical privacy,
and many of the policies provided—Ilacked critical details. Further,
11 of the 48 companies refused to respond to any of the survey
questions.

So I think it’s fair to ask if companies are unwilling to share in-
formation with Congress, why would they be any more willing to
volunteer information to a congressionally appointed Privacy Com-
mission?

Mr. Markey, you have been deeply involved in medical privacy
policy. If we do go forward with establishing a Privacy Commission,
do you think we should require the Commission to examine em-
ployer practices and policies with respect to health information of
their employees, and do you think the Commission should be given
the power to secure information from companies regarding such
practices and policies?

Mr. MARKEY. I do. I think that there should be a power of sub-
poena, there should be a right to depose, without question. We're
talking about the most fundamental civil rights that we each have,
which is the right to keep our own medical secrets private. It’s no
one else’s business. And if companies are out there engaging in
practices which compromise that, then I think this committee—the
Commission, as it’s constructed, and as a result the American peo-
ple, should know this, and as a result then the legislation which
is formulated subsequent to that would reflect the protections that
have to be built in against those practices.

Mr. WAXMAN. Another area which many individuals have ex-
pressed concern is how financial institutions handle personal infor-
mation. The United Kingdom has recently established a public reg-
istry that helps individuals learn about what types of personal data
is being maintained and used by data collectors, meaning entities
that decide how and why personal data are processed. Under UK
law, data controllers have to provide details to the public, register
about how they process personal information. The registers can be
searched on-line by entering the name of the particular data con-
troller. The register includes a description of the different purposes
for which the controller holds or uses personal data, describes the
types of personal data held or maintained.

I want to share with you the results of a recent staff search on
this registry for Citibank International. The stated purposes for
which the personal data is held or used include marketing and sell-
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ing, including direct marketing to individuals, personnel/employee
administration and business and technological intelligence, among
many others. For each purpose listed, the registry described the
types of personal data held or used. As an example, I'd like to turn
to the category marketing and selling including direct marketing to
individuals, and listed 46 different categories of information includ-
ing personal details, physical descriptions, habits, personality,
character, current marriage or partnership, marital history, details
of other family household members, other social contacts, immigra-
tion status, leisure activities interests, lifestyle, academic record,
court tribunal inquiry proceedings, liabilities, outgoings, loans,
mortgages, credits, dietary and other special health requirements,
and religious beliefs. Obviously the register established in the
United Kingdom provides individuals with a tool for obtaining sub-
stantial information about the practices of data controllers.

Mr. Markey, you've worked for many years on financial privacy
policy. Do you think it would be a good use of resources to study
whether an information register like the one established in the
United Kingdom would be a valuable system to establish in the
United States, and if we move forward with legislation to establish
a Privacy Commission, do you think the bill should require the
Commission to review the United Kingdom’s public register system
and make recommendations regarding establishing a similar sys-
tem in the United States? And do you think the Commission should
have the power to secure information from companies relevant to
this study?

Mr. MARKEY. I do. What you’re now describing is something that
was required from the World Wide Web consortium, and the Brit-
ish, as a result, were saying to Citicorp, you've got to tell us what
you’re using this information for, give us your white paper, tell us
what’s in there. So you just basically listed a financial services FBI
file on an individual gathered by Citicorp on these Europeans. And
Citicorp was very unhappy about that, that it was disclosed to the
public, because they might get the jitters that that kind of detailed
profile on them is being gathered.

Now, there’s one thing we can be sure of, that Citicorp is doing
the same thing to all of its customers in America, except we don’t
know about it because we don’t have law the way they have over
there, this data protection registry in Great Britain. And once the
public understood it, they obviously were outraged. So we need a
way in which the public and the United States knows about what
Citicorp and every other corporation is doing in terms of this infor-
mation, and if we don’t do that, then we’re going to ultimately wind
up with all of us having this—you know, this digital dossier being
developed on us and our families that tells those companies more
about ourselves than any member of our own family know about
us as individuals.

So you put your finger right on it, Mr. Waxman. There’s the core
problem, and I think we could have corrected it in the financial
services bill last year. I think we can correct it this year. We had
a week of hearings now. We can all agree on what should be done.
I don’t think we have to wait 18 months.

Mr. WAXMAN. Do any of the members of the panel think we
ought to have this Commission with the power to get this informa-
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tion from employers as to what they do on medical privacy and be
hired to study the system in the UK and how they are handling
these data controllers? Anybody on the panel want to talk to those
issues?

Mr. BELAIR. Let me speak to the situation in Europe. I think it’s
tempting to look across the Atlantic and see a very robust privacy
environment. I spent a lot of time in Europe this year. I know Ron
has, and I'm sure others have as well. Of course, a number of the
EU nations have not yet implemented their own national law. In
addition, the EU is suing some of those nations for their failure to
comply, and what’s fascinating about the European situation, it
took a while to figure that out, but as you talk to the American,
the United States affiliates over there or multinational corpora-
tions, there’s such a different enforcement culture there that, in
fact, I think it’s fair to say, and indeed many Europeans say, that
there is a very liberal interpretation of both the EU directive and
the national laws. And so I think one——

Mr. WAXMAN. What is your conclusion? You don’t think we ought
to study it because it’s too different?

Mr. BELAIR. No, I think it bears study, but I don’t think it is nec-
essarily a model for us. I do believe, and I think probably

Mr. WaXMAN. We don’t know that until we study it.

Do you think a commission ought to be able to study this and
ought to be looking at other models?

Mr. BELAIR. No question about it. Absolutely. I said that in my
testimony.

Mr. WAXMAN. How about some of the others? If you want to talk
about the medical privacy issue, if employers are not willing to re-
spond to Congress on what their policies are, do we need to give
a subpoena power to this Commission to get the information?

Ms. CULNAN. I would say there’s clearly a need for better notice
in this country. I'm not sure that a registration system run by the
government is the way to do it, but I think clearly that the Com-
mission certainly could look at comparative models and see what
could work here and what wouldn’t. But it’s particularly important,
as Mr. Markey said, that people be informed what information or-
ganizations hold on them, and what’s the most effective way to do
that I think is the real issue.

I think in terms of collecting information from companies, I think
it would be important to assure them anonymity. To me, I don’t
think there’s any particular benefit in naming names and saying
one company does this and one company does that, but it would be
very important to get a sense of the landscape in terms of where
the problems are, as I said in my testimony, the extent to which
fair information practices are applied, and that would include do
employees know what companies are doing with their information.

Mr. WAXMAN. I see my time is up. I don’t know if the chairman
wants to allow anybody else to speak on this issue.

Mr. HORN. Once you ask the question, the Horn rule is to let ev-
erybody else answer, but that’s it. Then we move to the next per-
son.

Mr. Greenwood is with us.

Who else would like to answer
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Mr. WAXMAN. Anybody. I just wanted to know if anybody wanted
to respond. I didn’t ask each one to respond.

Ms. SINGLETON. Just a very quick comment. I understand Ger-
many also looked at the possibility of a central registry and re-
jected the possibility because they were concerned it could become
a target for human rights violations to have a list somewhere of all
the information and immediately somebody who you don’t want to
have access to that list get access to it. It becomes a tool in the
wrong hands.

With respect to the subpoena power, I second Professor Culnan’s
remarks on the anonymity. I think it would be very valuable to get
a picture of how information is actually used in the economy, par-
ticularly in the form of a survey, and that anonymity would help
to ensure great participation.

Mr. PLESSER. On the subpoena power question, yes, no question,
the Privacy Commission had it in the mid-1970’s. It was horrible
and unwieldy to use, and I don’t think we ever used it, but the
threat of it was effective. Without it I don’t think anybody would
have spoken to us.

Whether or not you go forward with a commission, I think broad-
er subpoena power is a good idea. I don’t think there should be any
limit on what you want to study. I think if you want to study data
registration in Europe, that’s fine. There has been one issue of
which there is total unanimity among every person who has looked
at privacy in the United States. Every privacy advocate, every ex-
pert, everybody that I've known or ever spoke to have always op-
posed the concept of data registration being imported to the United
States. I've never heard even the most radical privacy advocate ask
for that.

I think it’s important to study it, to consider it. I think in the
end the comment we just heard that it’s really anti-privacy rather
than pro-privacy is appropriate because then the officials know
where to go, then they know how to organize it and have the map.
I think the problem of data registration is a significant one, and
it’s antithetical to our tradition and never really has been seriously
suggested for the United States. But absolutely, let’s have a study,
let’s look at it and see if there’s a way that some of those concepts
are helpful, but also to find out what the negative concepts would
be. Thank you.

Mr. HORN. Mr. Sokul, any comment to Mr. Waxman’s question?

Thank you very much.

We now have Mr. Greenwood, Jim Greenwood from the State of
Pennsylvania.

Mr. HUTCHINSON. Mr. Chairman, are the panelists that have
been here, are they expected to stay?

Mr. HOrRN. Well, we’d certainly welcome them, but the dialog
with the Members—I think Mr. Waxman’s question deserved an
answer, and we went down the line, but you're certainly free to
leave, and we will, as I said earlier, send you some questions, if
you don’t mind. We're going to ask Democratic counsel and Repub-
lican counsel what key questions did we miss, and we’d appreciate
your writing us back. We'll put it at this point in the record with-
out objection.



202

So we now turn to Mr. Greenwood, and we’re delighted to have
him here. He had to suffer the long wait that you and Mr. Markey
and Mr. Barton gave up, I gather, and you’re always welcome.
You're a real leader in the House, and we’re glad to have you here.

Mr. GREENWOOD. Thank you, Mr. Chairman. I will be brief be-
cause, unfortunately, my schedule is going to require that as well.

You've been listening to testimony for 3 hours on this issue, so
I'm not sure how much more enlightenment I can offer. But I
would like to share with you why it is that I am prime sponsor of
H.R. 2470, which is the Medical Information Protection and Re-
search Enhancement Act, which is an attempt to legislate this
issue this year, and I'm also a sponsor of Mr. Hutchison’s bill, H.R.
4?49, the Privacy Commission Act bill, which you've been hearing
of.

As you know, this is a long-standing and highly controversial
issue and a very important issue. Back in 1996, the Congress basi-
cally directed and passed HIPAA, that required, if we couldn’t get
our act together legislatively by the summer of last year, that
HCFA would do the regulations. We couldn’t. We failed as a Con-
gress to legislate. During that 3-year interim, I introduced my bill
in July of last year, and we’ve not been able to move it, and there
are reasons for that.

This is like any other controversy. This issue involves the colli-
sion of a couple of values: of course, the commitment that we all
have to protect privacy with regard to the most intimate details of
our lives. The second one is that there’s a terrific benefit to society
when medical outcomes can be—that data can be collected and can
be used by researchers and health care providers and insurers and
others to try to enhance therapies and treatments for all of us. So
the challenge in this issue is how do you merge these two values
without compromising, on the one hand, confidentiality, nor com-
promising, on the other hand, the ability of society to benefit from
this data.

My experience with this issue is that there are two fundamental
policy roadblocks, the first of those has to do with liability. The
consumer advocates generally represented by the Democrats in the
House advocate for a relatively liberal policy with regard to liabil-
ity. They believe that if one’s confidentiality is breached in any
way, that there ought to be ready access to the courts.

The other issue of controversy has to do with preemption. Many
of us, including myself, perceive that in this digital age, informa-
tion travels from our health care provider, to our health insurer,
to a researcher across the State lines at the speed of light, and if
we are going to use the values of the information age, we need to
make sure that this data doesn’t have to stop at every State bound-
ary on the way. It won’t work that way. The States have moved
ahead and have, in some cases, passed some very strict confiden-
tiality laws as it relates to issues like AIDS, mental health, and ge-
netic information.

I believe that we need to find a way to build a very airtight chan-
nel for this information to move from State to State without violat-
ing confidentiality. We haven’t been able to do that. I've worked
with Congressman Waxman, Congressman Markey, Congressman
Brown, and Congresswoman Eshoo on the Commerce Committee
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trying to forge bipartisan support for the bill, and frankly we just
haven’t succeeded. We just haven’t been able—in good faith nego-
tiations to reach consensus.

So my first wish would be that my legislation could pass, and we
could have it enacted in this Congress. I don’t see that, frankly, as
being likely. So my second priority would be that Mr. Hutchinson’s
bill becomes enacted so that we can find, through the use of a com-
mission, the consensus that we’ve not been able to find legisla-
tively. In my view, the worst of all possible scenarios is that noth-
ing happens, and that this issue drags on for failure on our part
to find bipartisan consensus.

Mr. HORN. Does the gentleman from Arkansas have any ques-
tions of the witness?

Mr. HUTCHINSON. No. I just want to thank you for putting a good
cap on this hearing today. You expressed really what my attitude
is. I'd like to see your legislation move forward first and foremost,
and I appreciate your understanding that this commission bill—I
don’t want it to be a threat to anyone’s individual bill. I want to
it to be complementary, I want it to be helpful and take a long-
term look.

So thank you very much for expressing that so succinctly and for
your support and your initiative, which I'm delighted to support,
and also for your support of the Commission.

So thank you, Mr. Greenwood.

Mr. GREENWOOD. If Mr. Horn would take my bill up and move
it, I would be happy to have it transfered to this committee.

Mr. HORN. It’s sitting in the Commerce Committee. Can you get
it over here? We'll give you a fast 24-hour look at it.

We have to vote on the floor, and I want to thank the staff that
helped prepare this hearing. We will hold another hearing tomor-
row, which I believe will be Thursday—yes, Thursday at 2, and it
will be on privacy. I guess we haven’t learned enough yet.

And we want to thank the court reporter Laurie Harris. I don’t
know how you stood it, Laurie. You should have nodded, I guess.

And the staff director and Chief Counsel George has been with
us in and out. Heather Bailey is to my left, your right, as the pro-
fessional staff member putting things together here; and Bonnie
Heald, director of communication; Bryan Sisk, clerk; Liz Seong, in-
tern; and Michael Soon, intern. Trey Henderson is counsel for the
minority, and Jean Gosa is minority clerk. And with that, we ad-
journ the meeting.

[Whereupon, at 5:06 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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TESTIMONY OF REPRESENTATIVE EDWARD J. MARKEY (D-MA)
BEFORE THE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION AND TECHNOLOGY
GOVERNMENT REFORM COMMITTEE
MAY 16, 2000

Mr. Chairman and Members of the Subcommittee, thank you for allowing me to testify
before you on this very important issue.

Privacy. The right to be let alone. One of the most basic values of our society — an old
value threatened by a new economy. The question of the hour is how to protect this value that
we all hold sacred? How to animate our new economy with our old values. How to create
commerce with a conscience.

In the old economy the issue of privacy triggered thoughts of George Orwell’s 1984 and
Big Brother government driven by its hunger for control over its citizenry. In 2000, the threat
to privacy has evolved to Big Browser driven by private industry’s hunger for big bucks.

Right now, when it comes to your financial records, there are very few protections
against a financial services firm from disclosing every check you’ve ever written, every credit
card charge you’ve ever made, the medical exam you got before you received health insurance.
And as you surf the Web, there are no rules in place to prevent various web sites from collecting
information about what sites you are viewing and how long you are viewing them. If you buy
anything over the Internet, that information can be linked up to other personal identifiers to
create a disturbingly detailed digital dossier that can profile your lifestyle, your interests, your
hobbies, or your habits. The name of the game is Profiling for Profits and in this game we all
lose —we lose our right to keep our personal information private.

The Privacy Commission bill seeks to address the fact that we have moved to an
information-based economy. In its findings, the bill states that in “light of recent changes in
financial services laws,” there is a need for a coordinated and comprehensive review “of the
protections of personal data compiled by the health care, insurance, and financial services
industries.”

Indeed with the passage of last year’s banking bill the barriers between banks, insurers
and securities firms have crumbled allowing for the free flow of information between these
newly created affiliates. The Gramm-Leach-Bliley Act provided very weak privacy protections
to consumers, giving them the right to “opt out” of having their personal, nonpublic financial
information transferred to unaffiliated third parties. However, there are no limits on disclosures
to affiliates. Furthermore, there’s a “joint marketing agreement” provision that allows
disclosures of a customer’s information to nonaffiliated third parties with which the institution
has signed a contract. These two loopholes render the limited “opt out” requirements in the bill
a pathetic joke. And last week, we learned that the financial regulators have decided to delay
full implementation of even these minimal privacy protections until July 2001.

We need to do more now. A Commission that takes 18 months with the broad mission
of comprehensively studying privacy practices will do nothing to provide consumers with the
protections they need right away. And although I know this bill is not intended to impede
legislative action, I am concerned that those who oppose privacy protections will use the
Commission as an excuse to delay effective federal privacy protections.

Under current law, we have an “opt-in” for a tax preparer transferring your tax return to
any other party. We have an opt-in before drivers license information can be transferred. We
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have an opt-in for information about videocassette rentals. We have an opt-in for cable TV
viewing habits. We have an opt-in for telephone call records. We have an opt-in for
information about cell phone whereabouts. But we do not have an opt-in for sensitive financial
information and for certain medical information.

So you see, Mr. Chairman, the threat to privacy is a real-time issue and with each
passing day, as more and more mergers take place, more and more of your personal information
will be sloshed between affiliates of large financial holding companies. We have no time to
waste with respect to curbing the free flow of information that currently exists. We need to act
now, we need to protect the personal information of Americans today. A Commission sounds
like a step in the right direction but the effect will be to paralyze legislative action for 18
months. Furthermore, those of us who have been active on privacy are ready with solutions
today.

Representative Joe Barton (R-TX) and I have been focused on privacy for quite some
time now — together we co-chair the Bipartisan, Bicameral Congressional Caucus on Privacy,
we have organized over 28 Congressional Members with the common goal of providing
Americans with the strongest federal privacy protections as soon as possible. Caucus members
support and agree that the following four basic principles should be included in any federal
privacy proposal:
¢ Americans should have a right to clear and conspicuous notice of how their information will

be used, for what purpose and to whom it will be disclosed;

e Americans should have the right to give their prior affirmative consent before a private
company or governmental agency uses and/or discloses that individual’s information for any
purpose other than that for which it was originally given;

* Americans deserve a right to access and correct any personally identifiable information held
by a private company or governmental agency;

¢ and finally, with respect to preemption, the Caucus agrees that individuals should benefit
from the strongest privacy protections available -- therefore, federal privacy protections
must not preempt state laws or other regulations that provide stronger privacy protections.

Together Rep. Barton and I have introduced H.R. 3320, the “Consumer’s Right to
Financial Privacy Act,” which would close the affiliate sharing and joint marketing loopholes
and require an “opt in” before a financial institution could disclose sensitive financial
information. Our bill currently has 71 bipartisan cosponsors, including Ranking Member
Waxman and 7 other Members of the Government Reform Committee. The companion bill in
the Senate has been introduced by Senators Richard Shelby (R-AL) and Richard Bryan (D-NV).
In addition, I have also joined with Representatives John LaFalce (D-NY) and John Dingell (D-
MI) in introducing the Administration’s privacy proposal, H.R. 4380, which would establish an
“opt in” for medical information and sensitive information about a consumer’s spending habits,
and an “opt out” for the disclosure of other nonpublic personal information about the consumer.

T'have also introduced legislation to address medical privacy and internet privacy H.R.
1057, The Medical Information Privacy and Security Act and H.R. 3321, the Electronic Privacy
Bill of Rights.

So you see, Mr. Chairmen, there are already good proposals waiting for action. I urge
you to join us in taking action in protecting the privacy of Americans today and reconsider
moving forward with the Commission at this time.

I thank you.



206

STATEMENT OF
CONGRESSMAN JAMES P. MORAN. JR.
BEFORE THE SUBCOMMITTEE
ON GOVERNMENT MANAGEMENT,
INFORMATION AND TECHNOLOGY
HEARING ON HUTCHINSON/MORAN PRIVACY COMMISSION ACT
May 15, 2000

CHAIRMAN HORN, MEMBERS OF THE SUBCOMMITTEE, Thank you for the
opportunity to appear before you with Congressman Hutchinson for this hearing on H.R. 4049,
the Privacy Comn}issian Act.

Americans are more and more aware and concerned that their personal information is not
as secure as they would like. In fact, in a Wall Street Jourmnal/NBC News polt last fall. loss of
personal privacy ranked in the top list of issues that concern Americans in the new century.

These concerns are valid. People know that their medical data, which is the most personal
information about any of us, is increasingly being electronically stored and transmitted. There
have been reports of surreptitious collection of consumer data by Internet marketers and
questionable distribution of personal information by on-line companies. While the industrv is
presently attempting to self-regulate, there are no uniform standards ensuring ‘ndividuals®
protections.

At the same time we must recognize that the United States is the Ieadin;:7 economic and
soctal force in the global economy, fargely because of a favorable regulatory climate and the free
flow of information and there is a danger of over-reaction in privacy regulation

The U.S. Internet economy is already worth an estimated $350 billion. 72 million

American adults, some 35 percent of the American population, are expected to be on-line by the

end of this year. The Internet has flourished in the absence of burdensome government
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regulations or taxation. Given the stakes to our economy and the depth of public concern, it is
clear that what is needed is a thoughtful, deliberate approach to privacy issues by Congress.

This is exactly what the Hutchinson/Moran bill provides. It sets up a 17 member
commission appointed jointly by the President and the Republican and Democratic leadership in
Congress to examine the threats to the privacy of Americans and to report back on what
legislation may be necessary.

It also directs the Commission to report on nou-legislative solutions. If selfiregulation can
be improved, how should industry achieve it? It requires an analysis of existing statutes and
regulations on privacy, and an analysis of the extent to which any new regulations would impose
undue costs or burdens on our economy.

In short, this is a balanced, measured approach to a complex issue. I commend Mr,
Hutchinson for his leadership on it and I commend this committee for holding hearings on this

subject.
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Statement of the Honorable Jim Turner
GMIT Legislative Hearing: H.R. 4049, "To Establish the Commission for
Comprehensive Study of Privacy Protection"”
May 15, 2000

Thank you, Mr. Chairman. This is the second of three hearings that we have
scheduled on H.R. 4049, and I commend the Chairman for prioritizing the need to
study this important issue. Without a doubt, privacy is one of the top concerns of
the American people and one of the most important issues facing this Congress.
Therefore, I was pleased to become a cosponsor of this legislation which would
create a commission that will enable us to have a full and open discussion with the
American people about privacy so that we can address it in an appropriate manner.
However, I do not want us to rush forward with this bill without preceding
cautiously and carefully considering the number of issues surrounding the creation

of this Commission.

In our first hearing, witnesses raised questions regarding the relationship the
Commission’s work would have with privacy efforts by other entities.
Specifically, concerns were voiced as to whether the Commission could serve as a
delay to regulations and studies that are currently moving forward. For example,
witnesses pointed out that a bipartisan congressional privacy caucus is currently
pressing for passage of a financial privacy measure. Pursuant to a congressional
mandate, the Secretary of HHS is now in the process of finalizing medical privacy
regufations. Additionally, the Department of Treasury’s study on financial privacy
regulations is soon to be completed. We have many privacy issues that need to be
dealt with immediately, and I was pleased to hear Congressman Hutchinson state

that the intent of the bill was not to impede the progress of other legislation or
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regulations that we may achieve consensus on during the existence of the

Commission. Rather, it would be used as a sounding board to those initiatives.

Moreover, questions have arisen regarding the composition and expertise of
members selected to the Commission. Currently, the bill does not contain
requirements regarding the qualifications of Commission members. We need to
ensure that an appropriate balance between all stakeholders in this issue are
represented. Witnesses also questioned the scope of the Commission’s mandate,
which currently is not limited as set forth in the bill. 'We should be concerned
about duplicating work that has already been done and consider whether it might be

more productive for the Commission to focus on specific privacy issues.

In light of the concerns that witnesses raised at the first hearing, members of
past and present entities charged with studying privacy issues, as well as federal
and state government representatives who have been active on privacy matters,
have been asked to testify before the Subcommittee. These witnesses are expected
to address the types of expertise and background that should be sought in
Commission members, the types of issues that should receive focus by the

Commission, and the types of reviews that may be redundant.

Again, I commend the Chairman for holding these hearings and welcome the
witnesses hear today. Mr. Waxman also appreciates your scheduling these
hearings to help ensure that the issues raised by H.R. 4049 receive careful
consideration. Mr. Waxman regrets that he is unable to attend today’s hearing due
to a previous commitment, but he plans to attend tomorrow’s hearing and looks

forward to reviewing the testimony from today’s hearing. The American people
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deserve to have their privacy protected in a correct, judicious, and timely manner.

It is my hope that as a result of these hearings we will be closer to this goal.
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AMERICAN SOGIETY OF NEWSPAPER EDITORS
ADDRESS; 116908 Sunrise Valley Drive Reston VA 20181-1409 « PHONE: 703/453-1122
FAX: 703/453-1133 « E-MAIL: asne@asne.org » WEB: hitp://www.asne.org

June 28, 2000

The Honorable Dan Burion

Chairman

Committee on Government Reform
United States House of Representatives
2157 Rayburn House Office Building
Washington, DC 20515

Dear Rep. Burton:

The American Society of Newspaper Editors, the nation's largest organization of
newspaper editors, understands the depth of concems about invasions of individual
privacy. We also see clearly the value of open records and protection of the First
Amendment.

Clearly, with the advent particularly of the Internat, we have a troubling and confusing
situation that needs careful, prudent sorting out, It is in the public’s interest for a thorough
and fair examination of privacy issues to be carried out by a balanced, thoughiful panel.
In that spirit, we support enactment H.R. 4049, “The Privacy Commission Act”

Going forward, ASNE offers to assist in any way possible with the proposed commission to
assure a fair resolution of privacy issues.

Thank you for your consideration.

Sincerely,

i Chp

Richard A. Oppel

cc: Hon. Henry Waxman
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PRIVACY TIME; ,,
Cond?

Zin\ecoo
The Honorable Steve Horn May 22, 2000
Chairman

House Committee on Government Reform

Subcommittee On Government Management

U.S. House of Representatives

House Rayburn Office Building

Washington, D.C. 20515

Dear Congressman Horn:

Thank you for the invitation to submit our collective comments on HR 4049, a bill to
create a Privacy Study Commission.

No matter how well-intentioned, we oppose this bill because it is uniikely to advance
privacy protection in the United States. To the contrary, if adopted, it would likely retard
the progress of legislation that would result in meaningfizl legal protections for
Americans.

There are several reasons to oppose this bill, many of which have been cited by Rep. Ed
Markey (D-MA) and Robert Gellman, a privacy consuitant, in testimony before your
subcommittee.

First, as a practical matter, it will delay Congressional consideration of much-needed
privacy legislation. If a study commission were created, many Members of Congress
would adopt the view that it "would be premature to consider privacy legislation until the
study commission finishes its work." Indeed, Congressman Henry Waxman cited an
editorial from one industry publication exhorting industry to support the measure because
it would delay consideration of real privacy legislation. Protecting Americans' privacy is
much too urgent to build-in the kinds of structural delays that a study commission would
entail.

Second, we are concerned that the proposed study commission would be stacked with
representatives from industries that already have publicly opposed legal privacy rights for
Americans. Thus, the commission would have no credibility and would be a waste of
taxpayer money.

Third, the public record is replete with testimony and evidence of the urgent need for
comprehensive privacy legislation. For example, since 1977, when the Privacy
Protection Study Commission released its report, there has been broad consensus that the
use of personal information should be based upon "Fair Information Practices (FIPs)."

Privacy Times, P.O. Box 21501, Washington, D.C. 20009 o Tel: (202) 829-3660 = Fax: (202) 829-3653
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FIPs are the bases for several laws, like the Privacy Act of 1974, the Fair Credit
Reporting Act, The Cable Privacy Act, and the Video Rental Privacy, and for the 1980
Guidelines of the Organization of Economic Cooperation & Development (OECD), to
which the United States is a signatory. A robust public record, ranging from
Congressional hearings to hearings by the Federal Trade Commission, Federal
Communications Commission, Commerce Department and others, supports arguments
for extending FIPs to all kinds of personal information. This can only be done by
legislation.

Fourth, and most importantly, the American public has made it clear through a series
opinion surveys that their privacy is not adequately protected, and that they want laws
enacted so it is adequately protected. The public response has been consistent and
overwhelmingly in favor of privacy legislation, running between 75 and 90 percent.

In other words, there is a clear ¢consensus among the public that stronger privacy laws are
necessary. The only place where there is not consensus on this issue is among some
industries (and their Washington lobbyists) that want to continue to exploit consumers’
personal data without consumers' consent, and among some government agencies.

Fifth, enacting this bill would give the gppearance that Congress was finally doing
something about protecting Americans' right to privacy, when in fact it wasn’t. Sucha
resuit would be unfair to the American people.

In sum, privacy already has been "studied to death," in part because of the desire of some
large public and private organizations to forestall privacy rights for all Americans. Those
Members of Congress who want to advance privacy protection should join the
Congressional Privacy Caucus and support legislation already introduced by Members of
the Caucus.

Those Members of Congress who consistently decline to advance privacy protection may
someday find it difficult to explain why they didn't.

Sincerely Yours,

Evan Hendricks, Editor/Publisher
Privacy Times
‘Washington, D.C.

David Sobel, General Counsel

Adrew Shen, Political Analyst
Electronic Privacy Information Center
Washington, BC

Ken McEldowney, Executive Director
Consumer Action
San Francisco, CA
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Beth Givens, Director
Privacy Rights Clearinghouse
San Diego, CA

Lisa S. Dean,
Free Congress Foundation

Jason Catlett
Junkbusters.com

Mark Budnitz, Chairman of the Board
Consumer Law Center of the South

Stephen Gardner
Attorney At Law
Dallas, Texas

Joanne Fautkner, Attorney At Law
New Haven, CT

Mark Steinbach, Attorney at Law
Washington, DC

Andrew G. Pizor, Attorney at Law
Legal Services Corp. of Delaware, Inc.

David Szwak, Attomey at Law
Shreveport, Louisiana

De Vonna Joy
Consumer Justice Law Center
Muskego, WI

Dale W. Pittman, Attorney at Law
Petersburg, VA

Sharon L. Kinsey, Attorney
Soquel, CA
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SALLIE TWENTYMAN
1207 Offutt Drive
Falls Church, VA 22046
(703) 533-794¢6
April 12, 2000

Honorable Steve Horn

Committee on Government Reform

Subcommittee on Government Management,
Information and Technology

2331 Rayburn House Office Building

Washington, DC 20515-0538

Dear Chairman Horn:

As 1 told you this morning, I sincerely appreciate the opportunity to testify in this moming’s
hearing regarding the establishment of the Commission for the Comprehensive Study of Privacy
Protection. It was a new experience for me, but an experience that 1 hope will, in some way, aid
in your efforts to preserve the privacy of every American citizen in years to come. It was very
clear to me that there is no doubt in each of your minds that a complete review needs to be done,
and, for that, I am greatly relieved.

I did wish to add two more points to my testimony and would like my comments herewith to be
included into the Subcommittee’s official record. I understand your need to stay on schedule and
proceed with the second panel, so I decided to send them to you in writing instead of trying to
interject them in the proceedings which were already running late:

1-- The task for dealing with identity theft, of course, is two-fold. There are two elements—
first, a preventative element with a goal of keeping our personal information out of the hands of
criminals, and, second, a curative element which takes action against the perpetrators when a
violation unfortunately does occur. It is extremely important that consumer education help
American citizens learn to deal with each element—protecting their personal information and
understanding what steps to take should they find themselves a victim.

Over the past year, many people have begun to work diligently to increase privacy awareness
and educate citizens about what steps to take to decrease their risk of having their personal
information stolen. Since becoming a victim myself last summer, my friends and | have seen
many stories in the media about identity theft. I was involved in one of these efforts in February
of this year, one spearheaded by the U.S. Postal Inspection Service-—a video news release which
took my story into an estimated 6-8 million households teamed with a training video for law
enforcement personnel to help them to know what to do when victims come to them for help.

These educational efforts, both from private and governmental groups, should be commended
and encouraged.
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2-- One private company which, to me, has been a model company in their information handling
policies with me over the past several months is USAA. I have been impressed with the way
that they authenticate and verify that the person on the phone is the person whom they claim to
be. When I call to make changes to my policies or accounts, they ask me questions regarding the
accounts which would be difficult for an impostor to answer—the makes and number of
automobiles I have insured, my spouse’s name and social security number, what other kinds of
accounts I have with them, etc. Other businesses would do well to study their policies and the
way they train their employees.

Ongce again, I want to extend my appreciation of the opportunity to testify this morning. Itisa
rare privilege to be able to share such experiences so openly with people who have the power to
make such a difference. I do wish you the best in your efforts and always stand willing to
answer any questions or help you in any way that I can in the firture.

Sincerely,

Stlli Tortipme—

Sallic Twentyman {

Ce: Honorable Jim Turner
Ce: Honorable Asa Hutchinson
Ce: Honorable James P. Moran
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3 2708 RAYBURN BUILDIRG
EDWARD J. MARKEY WASHINGTON, DE 20615-2107
TTA DISTRET, MASSACHUSETTS. {202) 226 2836
CQNIMERCE COMMITTEE DISTRICT OFFICES:
RANKING MEMBESR i3
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RESOURCES COMMITTEE o ~ FRAMINGHAM, MA 61702
for teave) TWaghington, ME 20315-2107 5063 876-2000
May 9, 2000

The Honorable Steve Horn, Chairman

Subcommittee on Government Management, Information and Technology
Committee on Government Reform

B-373 Rayburn House Office Building

Washington, D.C. 20515

Dear Chairman Horn:

We are writing to request an opportunity to testify on Tuesday, May 16™ before the Subcommittee on
Government Management, Information and Technology with respect to the Privacy Commission Bill,

As co-chairs of the Bipartisan, Bicameral Congressional Caucus on Privacy, we have organized over 28
Congressional Members with the common goal of providing Americans with the strongest federal
privacy protections as soon as possible. Caucus members support and agree that the following four basic
principles should be included in any federal privacy proposal: First, Americans should have a right to
clear and conspicuous notice of how their information will be used, for what purpose and to whom it
will be disclosed; second, Americans should have the right to give their prior affirmative consent before
a private company or governmental agency uses and/or discloses that individual’s information for any
purpose other than that for which it was originally given; third, Americans deserve a right to access and
correct any personally identifiable information held by a private company or governmental agency; and
finally, with respect to preemption, the Caucus agrees that individuals should henefit from the strongest
privacy protections available -- therefore, federal privacy protections must not preempt state laws or
other regulations that provide stronger privacy protections.

In January, we introduced H.R. 3320, the Consumer’s Right to Financial Privacy Act to close the gaping
privacy loopholes which exist in the Gramm-Leach-Bliley Act. To date we have 71 co-sponsors signed
on to this bill. In addition, Mr. Markey has introduced HR 3321, the Electronic Privacy Bill of Rights, as
well as H.R. 1057, the Medical Information Privacy And Security Act.

As privacy has been a primary legislative focus for us, we would appreciate the opportunity to testify at
your upcoming hearing on the Privacy Commission Act.

We thank you for your consideration,

Sincerely,

V.3

Ed Markey

cc:  The Honorable Jim Turner
The Honorable Henry Waxman

BRINTED O RECYCLED PAPER
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April 26, 2000

The Honorable Stephen Horm

Subcommittee on Government Management, Information and Technology
B-373 Rayburn House Office Building

Washington, D.C. 20515

RE: H.R. 4049 Legislative Hearing Follow-up Questions
Dear Chairman Horn:

Thank you for the opportunity to testify at the April 12, 2000 legislative hearing on H.R. 4049, a
bill to establish a commission for privacy protection. I commend the Subcommittee for considering
acomprehensive analysis of how to protect the privacy of personal information, without sacrificing
the flow of necessary and desirable communications.

I am pleased to respond to the follow-up questions in your April 17, 2000 letter, as outlined below.
In addition, please do not hesitate to call on me if I can further assist the subcommittee, or any
Commission or Congressional Committee, to learn from Maine’s experiences in protecting the
confidentiality of health care information.

Please describe the successes and failures of the Maine law.

By way of background, Maine legislators began their careful work on this issue in January 1997.
The legislators proceeded cautiously, meeting regularly with all interested parties for over a year.

In the spring of 1998, the legislature passed a comprehensive health care privacy law, with an
effective date of January 1999. This original law was theoretically sound, and appeared to provide
appropriate consumer protections. However, it did not take long for the people of Maine to teach us
the critical difference between theoretical principles of personal privacy and their expectations of
our health care system. The law was in effect just two weeks before Maine legislators reacted to
their constituents’ expressions of outrage by suspending it. Notably, it was not the health care
providers, civil liberty groups or “official” consumer representatives that complained so bitterly and
so relentlessly. The countless, unsolicited, and unorganized complaints to the legistators came from
their own constituents. In response, the legislature reconsidered the original law and extensively
amended it. Maine’s amended health care privacy law has been in effect since February 1, 2000.
Both versions of Maine’s law to protect the confidentiality of health care information are built on
the same legislative foundation. Both versions of Maine law appear to adequately protect
personally identifiable health care information. However, a few flaws or “failures” of the Maine
law were discovered when we implemented Maine’s original law in January 1999, and those were
legislatively addressed to become the “successes” in our current amended law.

VHA

N

‘The Maine Hospital Association
150 Capitol Street, Augusta, Maine 04330
Tel.: 207/622-4794; Fax: 207/622-3073; Website: www.themha.org i
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Even Maine’s original statute could accurately be described as a “success™ in that it declared that
personally identifiable health care information was confidential and could not be disclosed by a
health care provider, except as provided by law. While this initially may sound like it is stating the
obvious, this protective statement had never before been set forth in any prior state or federal law.
In addition to heightening awareness of this critical principle, both versions of Maine’s law
supported that statement of principle with a consistent statewide process for appropriate disclosures,
including comprehensive definitions, mandates and prohibitions, to assure that health care
information was not inappropriately disclosed. Those protections were carefully balanced against
the free exchange of information necessary to provide health care and the consumers’ wish to
control the disclosures of their health care information. As a result, although the amended law has
only been in effect for three months, it appears to be effectively protecting the confidentiality of
personally identifiable health care information without blocking the flow of essential and desirable
communications.

Nevertheless, we learned some important lessons when we tried to implement our original law in
1999. One of the flaws in the original law was that it restricted the flow of information between
health care providers, and between the providers and their patients’ families. The law required
separate specific written authorizations from the patient for every provider to provider
communication outside of the health care provider’s office, practice or organization. We found that
this requirement could appreciably delay the health care process. This delay was unacceptable, both
to the providers and to their patients. The legislators’ constituents told them that they expected
provider to provider communication, to the extent it was necessary to facilitate the provision of their
health care. The public also complained about the additional layers of paperwork. The Maine
legislature responded by amending the law to state that, in the absence of patient authorization,
provider to provider disclosures are generally limited to those made for the purposes of diagnosis,
freatment or care of the patient.

Our first law also restricted provider disclosures to family or household members. Without specific
written authorization, such disclosures were permitted only if an individual was receiving diagnosis,
treatment or care in a health care facility, and then the disclosure was limited to confirming the
presence of the individual at the facility and releasing his/her “general health condition.” We
disagreed with the proponents of that restriction who assured providers that such a restriction would
not interfere with health care because the family or friend could tell us everything we needed to
know about an incapacitated patient, even though we could tell them very little. Such statutory
interference with a provider’s communication about their patients impeded health care, particularly
if the patient was incapacitated or otherwise unable to provide the necessary authorization. The
people of Maine agreed, and strenuously objected to this forced change in long-standing and well-
accepted relationships with their providers. Our legislature, therefore, amended the law to allow for
provider communication with patients' loved ones, subject to the constraints of professional
judgment and ethics. As always, the patient may expressly direct the communication if they are
able to do so and wish to do so.

IVHA
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The preceding discussion of Maine law is an excellent illustration of the “opt-in” or “opt-out”
debate as mentioned at the April 12 hearing. Maine’s original law was drafted as an “opt-in”
provision, meaning that the patient needed to expressly choose to authorize the disclosure. Without
specific authorization, these disclosures were prohibited. Therefore, if the patient was unable to
authorize disclosure to family due to traumatic injuries or temporary incapacity for any other
reason, the default process prohibited the disclosures. Maine’s amended law reversed this
presumption, and allowed more open provider communication with family unless the patient
expressly directed otherwise, in other words, unless the patient “opted- out.” Proponents of Maine’s
original 1999 version of this section claimed that an ill patient is justifiably concerned with more
important issues and should not bear the burden of “opting out. ” There was also concern that
patients did not fully understand their ability to control the flow of their health care information.
While there is undeniably some truth in those statements, we found that restricting that flow of
information was unworkable, for the health care providers and for their patients. However, the
amended law does require that providers give notice to their patients about their ability to control
disclosures of their health care information.

Maine’s second “failure” was to think that we could comprehensively anticipate every possible
appropriate disclosure of protected information. Unfortunately, the unintended consequences of
inadvertently restricting appropriate disclosures could be devastating. For example, Maine’s first
law did not have a specific exception that would permit a relative or friend to refill or pickup a
prescription medicine for 2 home bound loved one. A phone call would not suffice; disclosures of
health care information required specific written authorization. And a simple note from the
consumer was insufficient, as the statute outlined the elements of a valid authorization. We learned,
the hard way, that many people in our state rely on someone else to help them get their prescription
medicines quickly. Maine legislators responded to this need by promptly amending the law.

However, Congress or the Department of Health and Human Services could not act so quickly to
correct any similar unintended ramifications of a comprehensive federal policy. In fact, the
Secretary’s proposed rules promise no amendments for at least twelve months.! As discussed
above, many people could be inadvertently injured by an unforeseen and unintended consequence
of regulatory language that must stand for at least a year. Given that the proposed rules contain
many provisions proven to be unworkable in our state’s experience, we strongly advocate that the
Commission review the Secretary’s rules before they are finalized. Serious problems could be
avoided if a Commission established under H.R. 4049 comprehensively examined these issues, the
experiences others have had addressing them, and the need to balance privacy protections against
necessary and desirable communications.

Another flaw in Maine’s original law was that it required written authorizations, signed by the
patient or the patient’s legally appointed representative, for disclosures of health care information.

' 64 FR 60,050 (1999).
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Like so many provisions of the original law, this approach superficially appeared to be a reasonable
consumer protection. However, it ultimately proved to be unworkable for two reasons. First,
patients complained to their legislators that their verbal authorization ought to be sufficient,
particularly if they lived a long distance from the source of the information or were traveling out of
state. Consumers believed, and rightly so, that they should be able to direct disclosures and that this
control should be available to them without completing additional paperwork. Patients who had
moved away or were traveling also complained about the unacceptable delays that occurred because
they had to wait for the provider to send out a valid release form to the patient, who may not be
someplace where they could receive mail at the time, and then wait until the hospital received the
signed form before the requested disclosure would be made to the designated recipient. The Maine
legislature responded by further amending the law to allow verbal authorizations if obtaining
written authorization was impractical or requested by the patient, and required that providers
document such verbal authorization.

A second reason that this section of the original law proved to be unworkable was that there was not
a provision allowing a surrogate decision-maker to authorize disclosures of information should the
patient be unable to do so, and there was no legally appointed representative. In Maine, we learned
that the majority of our patients do not have such legally designated representatives. Our legislature
amended the law to allow appropriate surrogate decision-makers to authorize disclosures if and only
ifthe patient was unable to do so and there was no known legally appointed representative.

Did the Maine legislature base the medical privacy laws on other state statutes?

At the time, no other state had statutorily protected the confidentiality of health care information.
However, the following list illustrates the resources from other states that were brought forward
during the drafting discussions:
e A similar bill defeated in Massachusetts, bill number MA97RHB 1498 filed 12/4/96.
¢ Consultants from the National Coalition for Patient Rights and the American Civil
Liberties Union.
¢ Massachusetts Medical Society paper titled Patient Privacy and Confidentiality, 1996.
* American Medical Association testimony before the Subcommiitee on Privacy and
Confidentiality of the National Committee on Vital and Health Statistics, 1997.
» American Psychiatric Association Resource Document on Preserving patient
Confidentiality in the Era of Information Technology, 1996.
*  American Health Information Management Association testimony in support of the Fair
Health Information Practices Act of 1997.
« National Association of Insurance Commissioners Insurance Information and Privacy
Protection Model Act.
o Department of Health and Human Services Recommendations to Congress, 1997.
* American Hospital Association Principles for Confidentiality of Health Information.

VHA
The Maine Hospital Association

150 Capitol Street, Augusta, Maine 04330
Tel.: 207/622-4794; Fax: 207/622-3073;, Website: www.themha.org 4
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¢ American Hospital Association testimony before this Subcommittee on H.R. 52,
June 19, 1997.

e American Hospital Association testimony before the Committee on Labor and Human
Resources of the United States Senate on the Confidentially of Health Information,
October 28, 1997.

Again, thank you very much for the opportunity to share Maine’s experiences in legislatively
protecting the confidentiality of health care information. I hope that the lessons we learned are
helpful, and that any mistakes we may have made, however well intended, are not repeated at the
federal level.

Sincerely,

fiw—jrc

Sandra L. Parker, Esq.
Director, Legal Affairs and Health Policy

cc: Patti Goldman, AHA

IVHA
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IDENTICAL LETTERS SENT:

The Honorable Fred Thompson
Chairman

Committee on Government Affairs
United States Senate

Washington, DC 20510

The Honorable David M. Walker
Comptroller General of the United States
General Accounting Office

Washington, DC 20548

The Honorable Henry A. Waxman
Ranking Minority Member
Committee on Government Reform
House of Representatives
Washington, DC 20515

The Honorable C. W. Bill Young
Chairman

Comumittee on Appropriations
House of Representatives
Washington, DC 20515

The Honorable Robert C. Byrd
Ranking Minority Member
Committee on Appropriations
United States Senate
Washington, DC 20510

The Honorable Jacob J. Lew
Director

Office of Management and Budget
Washington, DC 20503

The Honorable Joseph Lieberman
Ranking Minority Member
Committee on Government Affairs
United States Senate

Washington, DC 20510
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The Honorable David R. Obey
Ranking Minority Member
Committee on Appropriations
House of Representatives
Washington, DC 20515

The Honorable Ted Stevens
Chairman

Committee on Appropriations
United States Senate
Washington, DC 20510
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1.8, Department of Justice

Office of Legislative Affairs

Offies of the Assistant Atiorney Geoeral . Washington, D.C. 20530

The Honorable Stephen Horn

Chalirman

Subcommittes on Government Management,
Information and Technology

Committee on Government Reform

U.5. House of Representatives

Washington D.C. 20515

Dear Chairman Horn,

This letter responds to your request for the views of the
Department of Justice on H.R. 4049, the “Privacy Commission Act.”

The Department strongly supports efforts to safeguard
individual privacy. For example, the Attorney General has
established a privacy council within the Department of Justice to
ensure that privacy issues receive high-level attention and
commitment. Moreover, the Department has taken steps £o ensure
that all Justice Department web sites have accurate privacy
policies and we recently completed a comprehensive, Department-
wide assessment of our compliance with the Federal Privacy Act.

While we share your concern with the need Lo protect
individual privacy and support efforts to assess the need for
stronger privacy safeguards, we are concerned that establishing a
privacy commission at this time may have the unintended effect of
delaying other privacy legislation that is ripe for congressional
action. We do not think that this legislation sufficiently
addresses the work to be done in this important area. We look
forward to working with you on legislative initiatives such as
the following:

. In announcing the draft of the first-ever Federal
medical record privacy regulations in October 1989, the
President noted that Congress imposed severe
limitations on the reach of the privacy regulations and
he called on Congress to address these shortcomings in

" Federal law.
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The President recently issued an Executive Order that
bans discrimination in Federal employment on the basis
of genetic information and he called on Congress to
enact legislation to sstablish such protections in
employment generally.

The President also has discussed the need for
additional safeguards for financial privacy and we
anticipate that the Administration will submit
financial privacy legislation to Congress in the near
future.

We also draw your attention to the extensive initiatives by
the Federal government to study and take action in the area of
privacy protection. For instance:

=

When children go online, parents should give their
consent before companies gather personal information.
Websites aimed at children must get such consent under
the Children's Cnline Privacy Protection Act of 19398
and rules that go inte effect this month.

The Department of Commerce, the Federal Trade
Commission, the Electronic Commerce Working Group, and
other parts of the Federal government have undertaken a
wide array of studies, reports, workshops, and other
activities to address issues of online privacy. Under
steady prodding by the Administration, the proportion
of commercial websites with privacy policies rose from
15 percent to over 65 percent from 1998 to. 1999,

A public workshop last fall challenged the industry to
address concerns about "online profiling,? in which
companies collect data, in ways few people would
suspect, about individuals surfing the Internet.

The Administration continues to build privacy
protections into its own activities. Last year, for
instance, all Federal agencies successfully posted
clear privacy policies on thelr websites. Programs are
now underway to strengthen Government computer security
to provide new privacy safeguards for personal
information held by the Government .

With respect to H.R. 4049, we have serious concerns about
the membership and mission of the proposed privacy commission.
For example, we believe the commission’s membership should
reflect a more balanced allocation of positions between the
Executive and Legislative branches. We guestion the
commisgsion’s broad mandate and whether it might be more
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productive for the commission to focus on specific privacy
issues. We also have concerns about the content and focus of the
required report. Again, while we would be happy to work with you
on these issues, we would prefer to make progress on other, high
priority privacy proposals.

Thank you for the opportunity to present our views. Please
do not hesitate to call upon us if we may be of additional
assistance. The Office of Management and Budget has advised us
that from the perspective of the Administration’s program, there
is no objection to submission of this letter.

Sincerely,

Assistant Attorney General

IDENTICAL LETTER SENT TO THE HONORABLE JIM TURNER, RANKING
MINORITY MEMBER



